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Abstract—Cyber Physical Systems(CPS) have achieved 
attention, research and applications from the governments, 
academic circles, industry circles of domestic and foreign, so, 
CPS have become an important content of China’s two 
modernizations’ deeply integration in future. Using Petri net 
model to describe CPS information security risk evaluation 
process. Colligating Petri net model analysis results and CPS 
information security risk evaluation related big data analysis 
results, to confirm CPS information security risk evaluation 
element index system and index weight value, and further by 
using RBF neural network model construct evaluation model 
to realize CPS information security risk’s quantitative 
evaluation. The Petri net model constructed in the paper can 
realize the correlation relation analysis among CPS 
information security risk evaluation elements, and the 
description for system risk has the characteristics of 
temporality, integrity, diversification etc. The constructed 
index system and its weights have the characteristic of dynamic 
adaptability with the diversification of CPS information 
security risk evaluation related big data, that are according 
with the complexity and dynamic structure of CPS. The paper 
research has guide function to CPS information security risk 
evaluation, and has important practical significance and 
application value. 
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I.  INTRODUCTION 
With the gradually deepening of two modernization 

integration guiding ideology, and the development of 
intelligence sensing, pervasive computing, wireless 
communication technology, large-scale data processing 
technology etc, the traditional physical system gradually 
integrates computing, control, remote collaboration, 
communication etc functions, forming the Cyber Physical 

Systems (CPS) that integrate communication, computation, 
and control as a whole [1-3]. 

CPS was first proposed by the American scientist Helen 
Gill in 2006, since it had proposed, CPS has get high 
attention from each country’s governments, academic 
circles, and industry circles. “American Competitiveness 
Initiative” that published by American in February 2006 had 
listed CPS as an important research project. In July 2007, 
American President’s Council of Advisors on Science and 
Technology (PCAST) in the report “Leadership Under 
Challenge: Information Technology Research & 
Development in a Competitive World” had listed CPS as the 
top of eight key information technology. In 2007 European 
Union started the project “Advanced Research & 
Technology for Embedded Intelligence and Systems” 
(ARTEMIS), in the project CPS as an important research 
direction of intelligence system. In Japan and South Korea 
etc countries, CPS have also get high attention, such as since 
2008 the Korea Institute of Science and Technology tried to 
set up the correlated courses on CPS content. In China, with 
the gradually deepening of the two modernization 
integration, the country has in succession issued a series of 
documents, such as, in December 2011 State Council issued 
“Industrial Transformation and Update Programming (2011-
2015)”, in August 2013 Ministry of Industry and Information 
Technology issued “Informatization and Industrialization 
Depth Integration Special Action Plan (2013-2018)”, in 
January 2014 Ministry of Industry and Information 
Technology issued “Informatization and Industrialization 
Integration Management System, Requirement” (Trial), in 
May 2015 State Council issued “Made in China 2025”, in 
August 2016 Ministry of Industry and Information 
Technology issued “Intelligence Manufacture Engineering 
Implementation Guidance (2016-2020)” etc., all these reflect 
the country’s high attention on CPS, especially in the 
“industry 4.0” that is the fourth industry revolution based on 
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intelligence manufacturing, the country has proposed new 
requirements on CPS application. 

With the deepening of CPS research and application, 
CPS has formed different architectures in different fields, 
and then formed different definitions. Thereinto, CPS 
proposer Helen Gill think: Cyber-Physical Systems are 
physical, biological, and engineered systems whose 
operations are integrated, monitored, and/or controlled by a 
computational core. Components are networked at every 
scale. Computing is deeply embedded into every physical 
component, possibly even into materials. The computational 
core is an embedded system, usually demands real-time 
response, and is most often distributed[4]. The United States 
National Natural Science Foundation Committee (NSF) 
think: CPS are engineered systems that are built from, and 
depend upon, the seamless integration of computational 
algorithms and physical components[5]. Basing on the 
existing CPS definitions, the paper think: CPS are an 
integrating human, systems and physical equipment as a 
whole network “human-systems-physical equipment” 
comprehensive systems that on the basis of computer 
technology, network technology, communication technology 
etc technology, at the same time integrating management 
science, control theory etc ideological system, CPS operation 
objects are realizing the intelligent dynamic and real-time 
interaction among information systems and physical 
equipment. Therefore, with the development of cloud 
computing, big data, artificial intelligence, mobile computing 
etc technologies, CPS are also developing constantly. 

Compared with the other network system or embedded 
system, CPS pay more attention to the whole systems’ 
intelligent integration collaborative automation, each 
physical component of CPS has stronger communication 
ability and information processing ability [3], CPS are the 
combination of modern computer management system with 
artificial intelligence and network communication, focusing 
on resources’ efficient dynamic organization and real-time 
coordinate allocation [3]. Compared with Internet of things, 
the “things” in Internet of things only communicate with the 
servers, while the “things” in CPS can communicate with 
each other, so, CPS own stronger intelligence, control ability 
and automation ability, and pay attention to human’s 
participation. Therefore, CPS reflect the massive data 
computing power of things in system, are the fat C/S mode, 
and the Internet of things can be regarded as the thin C/S 
mode. 

Therefore, CPS’ architecture include application layer 
(application entity environment, user terminal, human, etc.), 
collaborative processing layer (cloud computing platform, 
network processing platform, etc.), network layer (Internet, 
industry private network, the third party network, etc.) and 
physical layer (control center, perceiving center, physical 
world, etc.) [6]. From CPS own intelligent control and data 
interaction perspective, CPS have closeness, from the system 
inclusion perspective, CPS have the extendibility of function 
and architecture. The architecture of CPS is shown in Figure 
1. 

At present, the application research on CPS include CPS 
application research in the concrete fields, CPS data 
management, CPS virtual simulation system construction, CPS 
and cloud platform combination, CPS information security, etc. 

CPS research in the concrete fields involve industrial 
control (such as ref [7-9]), aerospace (such as ref [10-12]), 
health care (such as ref [13,14]), intelligent life (such as ref 
[15, 16]) etc extensive fields. The existing research results 
mainly from the concrete fields’ physical topology structure 
construction, data interaction relation analysis, simulation etc 
aspects to start, at the same time analyzing the concrete 
fields’ CPS application value. Some research are on 
analyzing CPS data management, these research mainly 
illustrate CPS will generate big data, the effective 
management for these big data will help to improve the 
concrete CPS management and decision level [17-19]. 

In the construction of CPS virtual simulation system, the 
researchers intended to construct a simulation system on 
CPS, explained the operation principle of CPS, helped the 
other researchers have an image cognition on CPS, and 
promoted the real CPS construction (such as ref [20-22]). In 
combining cloud platform to research CPS, the researchers focused 
on analyzing the application promotion and value realization’s 
upgrading function of cloud computing technology to CPS, 
emphasizing the cloud platform is an indispensable component part 
in the application of CPS (such as ref [23,24]). In CPS information 
security, some research are on CPS vulnerability analysis (such as 
ref [25-27]), some research are on CPS attack identification, 
evaluation analysis (such as ref [28-30]), and also some research are 
on CPS information security risk evaluation research (such as ref 
[1, 31,32]). 

In addition, still some research are on the algorithm 
design in CPS environment, CPS value analysis, etc., here no 
longer enumerate one by one. 

As a complex network system, data communication is an 
important component part of CPS, we can’t simply use 
physical isolation method to realize CPS information 
security protection, so, compared with the other information 
systems, CPS information security problem is more 
prominent, in fact in the operation process CPS exactly 
encountered bigger security threats than traditional 
information system, and have get high attention from experts 
and users. In China, in “Informatization and Industrialization 
Integration Management System, Requirement” (Trial), data, 
technology, organization structure, business process as the 
four basic elements of informatization era two modernization 
integration to promote enterprise innovation, in the four 
elements, data become the enterprise’s core element, at the 
same time, capital investment, talent guarantee, equipment 
and facilities, information resources and information security 
as the basic guarantee of two modernization integration. So, 
data and information security become the core content of 
“Informatization and Industrialization Integration 
Management System, Requirement” (Trial). Therefore, 
information security is the key for the great development of 
CPS, basing on CPS architecture and businesses, data stream 
characteristics to construct CPS information security risk 
evaluation system is very necessary. 
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Figure 1.  The system architecture of CPS 

II. THE SYSTEM FOR CPS INFORMATION SECURITY RISK 
EVALUATION 

In the light of the characteristics of CPS information 
security risk evaluation, we can’t use simple qualitative 
analysis method to achieve CPS information security risk 
evaluation, because the description of qualitative analysis to 
CPS information security risks is not accurate and 
meticulous enough. At the same time we also can’t use 
simple quantitative analysis method to achieve CPS 
information security risk evaluation, because quantitative 
analysis can’t vividly describe the characteristics and the 
casual relationships of CPS information security risks. 

Basing on this, the paper proposed the method of 
combining qualitative analysis and quantitative analysis to 
construct CPS information security risk evaluation 
technology system. Using Petri net model to describe the 
process of CPS information security risk evaluation, 
combining CPS information security risk evaluation related 
big data analysis results, by experts providing risk evaluation 
index system and each index’s weight. By the Petri net 
model analysis results and information security risk 
evaluation related big data analysis results to achieve the 
sample CPS’ risk value and each index value, using RBF 
neural network model to construct evaluation model to 

achieve the quantitative evaluation of the evaluated CPS 
information security risk. CPS information security risk 
evaluation technology architecture is shown in Figure 2. 

In Figure 2, after filtering and arranging, each risk 
evaluation element of each subsystem’s each asset in each 
sample CPS will constitute the initial index system of CPS 
information security risk evaluation (achieved by evaluation 
experts evaluating CPS (reflected in the Petri net model)), 
while the corresponding weight value (provided by 
evaluation experts by who colligating the results for 
evaluation experts evaluating CPS information security risk, 
the results for data analysis experts analyzing CPS 
information security risk evaluation related big data, the 
results for evaluation experts implementing fuzzy 
comprehensive evaluation), the final index system (provided 
by evaluation experts by who colligating the initial index 
system, and the results for data analysis experts analyzing 
CPS information security risk evaluation related big data), 
and the evaluation results (provided by evaluation experts by 
who colligating the results for evaluation experts evaluating 
CPS information security risk, the results for data analysis 
experts analyzing CPS information security risk evaluation 
related big data) will become the basis of constructing 
quantitative model for calculating other CPS information 
security risk evaluation results. 
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Figure 2.  The technology architecture diagram for CPS information security risk evaluation 

 

Figure 3.  Petri net model for CPS information security risk evaluation process 

A. Petri net model for CPS information security risk 
evaluation 
Generally, fault tree and fault graph methods are used to 

describe the simple information security events of 
information system, while the two methods have serious 
deficiencies in describing the information security events of 
CPS complex information systems. Specific performance in: 

• The fault tree can’t describe the temporal logic 
multi-stage information security risk events, and 
can’t describe the information security risk events 
with circular characteristics [33]. 

• The fault tree and fault graph are only the 
description for the fault events, and can’t describe 
the structure of CPS risk assets and the correlation 
relations among different risk elements. 

• The structure and the reflected information in fault 
tree and fault graph are more monotonous and rigid, 

can’t well reflect the characteristics of risk assets and 
the severity of risk. 

• The fault tree and fault graph can’t well reflect the 
data stream and control stream of CPS, is not 
conducive to collect complete CPS risk information 
for analyzing. 

Basing on the characteristics of CPS information security 
risk evaluation, the paper proposed using Petri net model for 
analyzing the process of CPS information security risk 
evaluation. 

Petri net was proposed by Dr. Carl A. Petri in 1962, is a 
data method for describing the causality among computer 
system events [34]. Petri net has simulation function to 
system, can describe the data stream process, control stream 
process, and the data stream and control stream’s trigger 
conditions in the system, in a Petri net model, we can 
describe multiple risk factors and their correlation relations 
for CPS information security risk evaluation. Petri net model 
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has the characteristics of flexibility, refinement, extendibility 
and dynamicity etc., by using Petri net model we can 
comprehensively and systematically analyze the process, risk 
elements, evaluation results of CPS dynamic and real-time 
information security risk evaluation, and also can analyze the 
other information security risk management processes and 
element relations of CPS, at the same time, due to 
mathematics theory as the foundation, the description has 
high tightness and logicality. 

For analyzing the process of CPS information security 
risk evaluation, defining a ten tuple as 

ωλβ= . Thereinto, 
=  represents “Place”, 
=  represents 

“Transition”,  represents “Connection”, 
=  represents “a Finite Set of 

Propositions”,  represents “Input(Output) Functions”, 
≤≤  represents “the Value of Place 

 under  Identification”. β  represents “the 
Correlation Function between  and ”, and represents the 
“One-to-One Mapping between  and ”, that is, 

=β . λλλλλλ =  
represents the “Threshold (Trigger Condition) of Transition 

”. ωωωω =  represents “Weight 
Value”, that is the importance of risk at all levels. 

Basing on CPS information security risk evaluation 
process Petri net ten tuple definition, giving CPS information 
security risk evaluation process Petri net model structure is 
shown in Figure 3. 

In Figure 3 the implications of “Transition” and “Place” 
are marked, in Figure 3, CPS are divided into different 
subsystems according to CPS’ business process and physical 
structure, for each subsystem the risk evaluation is 
implemented one by one, the risk evaluation of each element 
of each subsystem’s each asset include asset identification 
(availability, integrity, confidentiality), vulnerability 
identification (each vulnerability element), threat 
identification (each threat element), the element constitute 
for each asset risk evaluation is different, so the Petri net 
model structure of each subsystem is also different. In Figure 
3, the risk elements of each subsystem’s different assets may 
mutually have a certain risk correlation relations, the 
different assets of a same subsystem or the different elements 
of a same asset may also mutually have a certain risk 
correlation relations (marked with dashed lines in Figure 3). 

For the risk evaluation result of each element of each 
subsystem’s each asset, by its threshold deciding if the 
element should be implemented the corresponding security 
measures, so after CPS information security risk evaluation 
finishing, we will enter into the security rectification stage, 
and this stage can also be described with Petri net model. 
The definition for CPS security rectification process Petri net 
model can be constructed refer to the definition for CPS 
information security risk evaluation process Petri net model 

ωλβ= , CPS security 
rectification process Petri net model is shown in Figure 4. 

From Figure 4 we can see, if the evaluation result for 
some a risk element of some a subsystem’s some an asset is 
greater than or equal to the threshold (that is the acceptable 
risk value) (in Figure 3 and in Figure 4, the implications of 
some symbols are different), we will implement the security 
measures, then enter into the next evaluated object 
(compared with the previous evaluated object, the next 
evaluated object may be the different risk element for the 
same asset, or the risk element for the same subsystem’s 
different assets, or another subsystem’s risk element), if the 
evaluation result is less than the threshold, we will directly 
enter into the next evaluated object. 

In Figure 4, there implied a game relation on CPS having 
been implemented security measures and the attacker 
implement threats, and the result of CPS having been 
implemented security measures reflect in the expected utility 
of having been implemented security measures caused 
economic investment and not having been implemented 
security measures caused risk loss, and the result of the 
attacker implementing threats reflect in the expected utility 
of threat success caused profit and threat captured caused 
loss, so the process of the game reflect in CPS’ and the 
attacker’s respective expected utility game process. 

In addition, the other information security risk 
management process for CPS can also be defined by the 
corresponding Petri net model, and there are some risks or 
data stream correlation relations among these Petri net 
models. 

λ<

λ≥

 
Figure 4.  The security measure rectification process diagram for CPS 

 
Figure 5.  The structure of RBF neural network model 
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B. Index system construction 
By analyzing the information security risk evaluation 

process which described by Petri net model to construct CPS 
information security risk evaluation initial index system, the 
indexes are constructed according to the layered structure of 
“subsystem  asset  element”, after the initial index 
system having been constructed, experts will analyze, check 
and revise the original index system, forming the revised 
index system, then with CPS information security risk 
evaluation related big data analysis results to further confirm 
the revised index system , in the end forming the final index 
system. 

The index weight for CPS information security risk 
evaluation can achieve by colligating the information 
security risk evaluation process results described with Petri 
net model, and the importance score for each subsystem, 
each risk asset, each element index that provided by experts 
using fuzzy comprehensive evaluation method, on this basis 
further with the reflection of CPS information security risk 
evaluation related big data to each element information 
security risk importance, to verify and adjust each asset 
information security risk evaluation index element weight. 
Because the information content that reflected in big data are 
dynamically varied, so CPS’ index system structure and the 
index weight are also real-time dynamically varied, this is 
suitable to the different requirements for the different periods 
of CPS information security risk evaluation. 

In the construction of each asset information security risk 
element index system, with Petri net model analyzing the 
correlation of each element index, we can also carry out 
correlation analysis for the same profession’s same type’s 
several CPS’ information security risk evaluation related big 
data, to achieve the element index information security risks’ 
correlation degree (generally, the difference of information 
security risk evaluation related big data for different CPS is 
large, so this method need take care in the use), as the basis 
of adjusting the weight value. 

C. Evaluation model 
Due to the complex of CPS’ physical structure and 

business process, and the data stream and control stream are 
intertwined, so in computing CPS information security risk 
evaluation value using simple linear model is not suitable, 
therefore, the paper proposed using the current popular 
evaluation model-RBF neural network model to realize CPS 
information security risk’s quantitative calculation, in the 
light of the weighted RBF neural network model is easier for 
approaching the true value of the evaluated object in 
evaluation calculation[35,36], the paper introduced risk 
element weight value in model construction. The structure of 
RBF neural network model is shown in Figure 5. 

For explaining CPS information security risk evaluation 
RBF neural network model quantification calculation model, 
we define as following: 

+−−=
= σ

δ
. Thereinto,  

represents the result value for CPS information security risk 
evaluation. =δ  represents the connection 

weight value from the hidden layer to output layer. 
=  represents each index constituted 

value vector for the kth asset’s information security risk 
element index system, ==  
represents cluster center. 

−++−+−=−  
represents the Euclidean weighted distance between the asset 
element index value vector and cluster center. 

≤≤  represents asset element index weight value. 
−−

σ  represents RBF-kernel function, iσ  
represents the radius of kernel function, represents the 
adjustment parameter value of the output results. 

For computing CPS information security risk evaluation 
value by using RBF neural network model, it need use 
multiple same physical structure and functional structure 
CPS’ history same a period information security risk 
evaluation element index value and system risk evaluation 
result value as the training data (or use some a CPS multiple 
periods’ information security risk evaluation element index 
value and system risk evaluation result value as the training 
data, we suggest this method try not to use), to achieve the 
parameter value structure for using RBF neural network 
model to calculate CPS information security risk evaluation 
result. Because of the complexity of CPS structure, 
sometimes we need construct different RBF neural network 
evaluation model for different subsystems, even we also 
need construct different RBF neural network evaluation 
model for different assets, then further summary calculating 
these evaluation result values. 

III. CONCLUSION 
Due to the characteristics of complex, dynamic, risk 

correlation etc., CPS information security risk evaluation 
reflect more complex than the traditional system, which 
makes the simple qualitative model or quantitative model 
can’t perfectly describe CPS information security risk 
evaluation process, evaluation results, and security measure 
implementation process. Basing on this, the paper used Petri 
net model realize the description of CPS information security 
risk evaluation process and security measure rectification 
process, proposed putting CPS information security risk 
evaluation into big data environment, combined big data 
analysis results and experts analysis results to construct the 
dynamic index system and index weight, and used the RBF 
neural network model construct the weighted evaluation 
model to realize CPS information security risk’s quantitative 
evaluation.  

The paper research are the construction of CPS 
information security risk evaluation system, and hasn’t 
furthermore discussed the evaluation’s implementation. In 
the implementation process, CPS information security risk 
evaluation will mainly face the following difficulties: 

• Using Petri net model to describe the process of 
information security risk evaluation. Only by 
constructing objective and perfectly risk evaluation 
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process guidance model can form the effective 
guidance for information security risk evaluation, 
although Petri net model can realize the dynamicity, 
correlation description to CPS information security 
risk evaluation, but because of the structure 
complexity of Petri net model, and need experts 
effectively mine the data relations and accurately 
grasp CPS information security risk, so the 
realization is difficult. 

• The definition, collection, and analysis for CPS 
information security risk evaluation related big data. 
Because of the complexity, dynamicity, and 
extendibility of CPS structure, and the characteristics 
of big data structure alienation, data source much, 
etc, making how to define the range of CPS 
information security risk evaluation related big data 
becomes a difficulty, and the difficulty for data’s 
collection and analysis also greatly increased. 

In the future, we will realize CPS information security 
risk evaluation system, including the construction of cloud 
computing environment, the construction of evaluation 
process model and evaluation model. 
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