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Abstract  In crowdsensing, task publishers recruit a set of suitable workers based on a limited
task budget to perform sensing tasks. However, some work relies on a trusted third party to
perform worker selection or ignores the problem of location privacy leakage. To tackle these issues,
a Location Privacy-preserving Worker Selection scheme under a limited budget for blockchain-
based crowdsensing (LPWS) was proposed. Based on order-preserving encryption and Merkle tree.
workers can mask precise locations in hidden areas to achieve personalized location privacy protection.
With a limited task budget, LPWS models worker selection as a target optimization problem, and
then select a set of suitable workers based on the dynamic programming to increase the possibility

of obtaining high-quality sensing data. In addition. for guaranteeing the data privacy and the
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fairness of rewards and punishments, LPWS completes remuneration payment and reputation

update based on the results of data quality evaluation, thereby encouraging workers to provide

high-quality sensing data as much as possible. Simulation results indicate that LPWS is feasible

and effective in worker selection, ensuring safe and fair worker selection and data quality evaluation.

Compared with related work, under the limited task budget, LPWS not only achieves a better

quality-price ratio, but also provides location privacy protection and data privacy protection while

ensuring the task completion quality.
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BEACSRAUE ST R DA AT B E. fE S R E
RIS 5EME S5 B Z WSS
i fd U RIGUERL (o, s 9,0 B subl WAL —A TR
RN (B2 s by i) FIBE B R B SEF 7 AU
B0 (g s v ) BME S L B L (v, IR B 3E 00 2R
Br EENRRRPRERT S 5EME S5E5M
BEZA R di., . K AEF EHRERIES 5% B
PR 2SI r B SO S AR B A B BT A%

o B B SRR — 2 B Hash (cipher,, ) = hash,, .
FH TR I 8 B W] S0 B SO PR R — SOBHEUT 1y
Rtk B2 5 3 TR AL 55 0 SR AE b 68 AT A2 8 e 3
Az B W B[R] — R 5 in 8 % B Ok 43 B B I B

B XS I T A % SCZ AR EE RN LR R R UG L A
55 R AT E A B B R A B S0 subL 1T A
BXHRNRBIUES SENMNERGEETRE
X 38 subl H, B Cipherf:mih éycipherf;

cipherf:m‘“icipheri icipherfjm”. BE LS KA E
WP B A2 A5 R oparhl™ Ml vpathy? o Al vt
M5 #i (B 2 MTree o, - F yMTree, o, 3 1 5 AR TG A
ES B R AE RN B S 5F I LENRRAER
— 5Pk Bl 2MTree, .- 7

?
< Cipherf:max ,

;xMTreemm s yMTree =
yMTree,... Bt ERIENS 5EEROBERS S
B AEF R FE BRI ELES 5 E G LI &4
BIXREE BT EES S5E G EARNES A
T8t B R IT S 5F . LPWS i 5 S
S WOLERE B dr, YL RAGE rep. WAL R B
{E E’HH,EXTE%}%EV‘{E QV Hyi+8Jr  3F
UQVIEASHERENT LB S 5EMNES
55 (0 BRI, B2 58 W55 (B R A R AT
R A E MO, BRI B AN (D s, B
oo B HEERTH 0<a,p<1.a+p=1.

QV. =+ rep+p (5)

R T WS 5 E RS 55 fe b iRt
oA AR B, LPWS B BT 55 1y A S0 X
BUHAT R 43 5 5 R B A R D B W A 55
SRR, BARTG & 2T RO B R R fd RN
[ 24 val 44 fd R) 5y R U= fd/val 55 B 1] 1
s des o) s P EANEERFBA RZR R A =
wvval(u=1,2, U B3 K BT 55 B nili 1z 1
S W, A (] R 1) B PR A 55 25 el 4 T 00 AT 3R OR
Hrew, =WH(u—1 +q. B 4 B2RT fd=500m,
0val=100m, W =10.¢= —2 I Iy A &85 X380 45
2 S A 1 IR X R 1 AT 45 e 1 P

rew, =10

(O

€ —————————
( ST
4____

L= 200 L=

100 300 L= 400 L= 500

L

fd
Bl 4 e 4 5L b 3N i s Bl
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1E LPWS L35 KA & WAL 55 BB B 97 2
RS, Bl B= By +B,. B fE N 1ES 5 F W H B
Befit 1A SR B0, B, IR 2 A6 12 B SO B Be
TR . (R A IR AE 55 TR By N A 55 B Al
i BLURUA] RE B R (L 55 BUR MELIY 2 5 3 ORATE
% RS 5 3 Pk P R R AT LA 7 (I Ak ) A

N
maximize Zy(i)Qle (2

N z—1
s.t. > y(rew,, , <B, (3)
y(1)6{071}7 V1€{1727"'7N} (4)

H ’Qle ErZ5H w, E‘JE%D&%%‘@J@I@WMM
RS 5 w b T B 6] B A 70 I RE R 5 1y
R4 AR M. O TRIES 58 a4 B
WEEFERS S E R S5 EEER B UE
R 0-1 T IR B, 1 0-1 () B2 — Fh 2 & 18
iy NP 52 4 Rl R AR L3 85 30 350 R 19 J7 86 0 SR A
Z 53 e FE R A, i E R B A L BRI B
GBS EEEE PS5 F 0 SR AL 4
(B AR O3 Y R BR A TR 0 39 4 5 DA < e vh
WZ5EHRS. Bk 3 ik TS 5ERFENLR.
HiE3 ZHE®RE
BWABHEB.Z5EANBEN.ZHEENTFRENMNE
QVIN1. Z 5 & WAL 5 B8 rew N, 775
BRER 5 105 G Staze, M {H B KK BRER &5 Best
B S 5E RS sel_result
1L Wi NS 5EBRKREAES Staze H{0,00};
/* BEBR A (0,0 AR KR EFES 5H B, SR8 A E
¥y o/
2. FOR i=N—1 to 0 DO
3.  Temp-<State,s; + (rewli], QV[i]); /x At
By T H 7 Seaze. 1 MBRERA AR S Temp */
4,  State;<Merge(State.+1, Temp); /* &I State.+
#0 Temp 5 3 State PARFNRTTUE /N FIBEERA =/
5. END FOR
6. FOR i=0 to N—1 DO
7. IF State,+ PTEEBER S (a,b) fEE (et rewli],
b+QV[i])=Best THEN
8. Best= Best— (rewli |, QVIi]);
9. sel_result.add(i+1);
10. ENDIF
11. END FOR

4.6 JREW

S5 E BN B UG sk S 5 & T
145 I i b A% B0 B0HE 28 BB . bah . o T 4R
AR R AN S 5 8 oL IR0 B LB 7 200 R
FVECHE S A7 0 3, 9F 4R {5 3 T Pedersen A& IESY

FARARENE commit (v, « QV.,, »ri) FI R AL SC LA
PRGSO B, LPWS f# F & 5 % 1 B B
SEERAERZMMIEEE FIERRRS 5EN
Bk AR O B AR R AR S BE
KANURR S 5E BRI 8 R B m s
WAL R E AR LT LA PR

(I AR e 7 KO8 42 42 1 8 uk i 0] 2/, o K
2 5 B BRI IHEE 58 w R T 0 X
% obj,, WIS BUHE Ny si. 6 5 PR B B, ST ER
8 DL B AR 55 BB I (B A 5 e o BBOR I B TR
B B 3R 5 R i, T FCBR LU R i R
B ETRPBUBERANT R .S 5E TR
A BEBLEOR I8 3h B BR 5. B 5, = s, — . HE—
B B 5 H w R LS R ATE RIS A8 hpk
K A FEALEC o, LAAS B X5 0% 3CE (o). i
bS5 F BT B AEE commit (W, «QV,, ,7.)
PP A 2 X Ve, H T3 B8 F LATE B3 i A 1y B AL
B B S0 E G, ) 1 ke 310 30 8 60 S0 308 174 B BIL 8 %%
X E)RERELF KAHE. XBNKEHERSS
0 LA 3 8 0 B 30 1 BE BB oL RO 55 B AN
{8 QV., WIZR TR AR i 2 F LA B 5 1 B

(2) B TAE 55 A A & 1A M B FA S, B AT
FRAMFEBVAEZWE S 5H LKW G50t
B D,=0,QV, +u.-QV,, + - +ui-QV, UK

D MBS T BN B X M.

(3) 174 15 M B0 A 26 B B0 15 B 1 SR IR TF
commit(vj,* QV.,, . ri) IFRBLZ FEE 5 commit(D,, .
D07 ) BB U cask, BB RS obj
R A R AR IR (5 FiR.
>QV,, +s.+D,

agg.="—=%
2.Qv,
71—1

WD REFREGR agg, MFLEAFELES
AR TR 2 5 ) S B BCE A R T RO R
P BZ AR B B R PRAG 45 2R R A N =X (6) B,
B ETRETHES EAELURSSE T EERHRE
PRAG S5 R B0 R B B 2K LR s 9 UL 4.
W A BRI B R R gL RS S
B AT il LA A Sl

(5
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B
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M
D lsh—aggn |
s

dist; = "— i (6)

4.7 EEBFSRHTE

BT S 55 W5 5 0UE L, 1 5058 o R B
R BB dist, 5BH thresh WK/, B#H S 5H
12 IR SR T T 2 5 3 0 e 2k
BN F WL 2 5 5 0 T 1A 5 SE R R 5
PN H0OHE TR A AN R AL e DL % 1 K.
LPWS X H Gompertz B35 ki85 5% 05Tk
ST B S 5 #1528 fE4 IR I AE 5 Bl
B, T, LPWS MR 4B 44~ 503 2k B R BE 5 B (E 1 46 %)
P {8 o5 A 241 X 25 M 01 HOAEL 4 AR ST SR i 8 5
FHOHBAMART EEES S MBI B R

k4 FEEEHSMEIIA.

i A WO 5 R BE dist. 58 repa, BUE B B
thresh JESIE T 0, 1 E T 7, IR R Bikins
SHEH 2

il B S H SR reps, MR recward.,

1. FOR i=1 to K DO

2. IF dist; —=thresh THEN

3. reps, =rep, —38 /* FETEIE T N
H5HEMGEE %/

4. reward,, =0; /x 55 BHFBNRBY «/

5. ELSE

6. Z=Z+ w}s /BB 5F w R ABIRR &k
WEHERE Z =/

7. END IF

8. END FOR

9. FORi=1to |Z] DO

1Z]
sum= > |dist;—thresh| s /% {HEEE Z PRI
R AR S B E A B X 1 </
11. END FOR
12. FOR i=1 to |Z| DO

Gldist) —e s /5 HEB IR TR </
repa, =repo (+y «G(dist:))s /*x T ko
OB 5 H R </

| dist; — thresh|

/xS 5 % BTG )RR </
16. END FOR
4.8 #HiAdRE
£ LPWS 1/ TRIEA ARG S 5 & v Bas
RUBBAEEER B LM e RS 5E 0 s
RS IR 552 8 TAE. B35 MNA S

13.
14.

15, reward, =rew, , + +B,;
; Ay

SeEH B R S S E PR B, B TS KA
FHE WA BRAE S B B, MN B oL U7 5k 3 0k
BiE S SFEFELE R, JE MR A 2 5 T R4S
RIENZ G T HERGE B B2 5 BHEERHEE
J > B B HART S SN, WHRAT MR i 2 5 3 T H
HERAE NS 5 ¥ 0k BE45 R LR E 0k £ 45 R Y T
P BRI . SN, BB RIES 58 A — 2.
wZ5ENBRE T — 2 AT X2 5 e HE 4l
REGTEM UL L2 145 5 F e Ras RN gl o 6
R K SN2 TARMIGT 2 58 R TS
WS 5EEFESR G HRRBINES 5k F 4Rt
FrUCECvER £ . 2 5 3 Ve FE A R i DU T A
BZHEEELE RGN AR 2, %S 5 %
P RMPONE R TR |5 M THBWS 5# ik
FELE R SN K R — A R 24 B B MING R T
MR GHHE R AR S 5 HEEEEAR) R
. REES GEME R E NS 5 EEFEL RN
Wi AR A SRA

AE J 5 PEAG B B #1 X AT 55 H i 44 L
XF4 6 B A R ORI R AR R G4 R
7 36 JIF H0H 2k AR B VR BT 1. MIN BT3RS 2 1
B R A G R 1 47 HAD Y 5 SN WX A i 57
R RROE R A 4R SR R BOE R A a5 R T
— A, AT SR AR R SR,
PR ESNZ 5 &R AR, 5 R
P B PEAL 5 2 TAE S BUR By 55 4575 5 ] 3
TR A EHEANS5E 0G5 USSR LR R
P2 J. SN, EE T 2ok B MIN. T & B9 45 2 587
IR A il 4 R 06 UE KL A5 AR Ml T B B A A R
PN A2 il 45 2R ) — B 2 T 6 I AR # A5 7 B A
TR A2 a4 5 59 5 S B B 5 3 AR A (E T R L
FAE S A A A5 LU B 1) 25 45 28 ST R B B A1
).

5 EiRSEkeiTHh

AR B FIPE BB T I A SO iR 2 5
VEFETT B LPWS #4740 1 5904l BOg 0 i B
R AAPE AN VPR J7 T 40 B LPWS i rl 4744, JF A
oA AR & TAESEAT o3 FE M R vEAh 7 1, 38 2 {h B
S Ay LPWS [

5.1 EigaH
LPWS &2 5E RS E RS BT E
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e A i 58 1) A LA B S Ay P A BN B T R 1)
. A LPWS 38 2% 8 T 2 5 & v 8 DR & 174G
M NS S 5 8105 5 B,
5.1.1 [AhE

LPWS ly2& 5% #4700 B RAMY. £ LPWS
Hh, 5 5 ] i B A R DX Oy SRR R A B
5B ISR FHAOR T I 45 15 2R B 17 B3 SC R R B X
Wi R EE b . S 5ETEERE M RR
FA 0T o B DX 3, 3 1) 35 1 [l B o2 B B A AR 9 7
3R BEFE— A T4 T B X e ok e RS B O £ .
1L 7 T e B DX B B A AR AR Merkle B, 2
5& AN Merkle AR A {H DL KX 50 UF #R 06 75
T 75 (% BT (S R E T B AT 55 R AR B
fLE A5 B — . RTINS R A5 KA v
1 A 67 B % SCIA) Y K /N DL BKS: 2 Merkle RIS A
B —B Rk BiIE S5 H R B A . EE RN
B4 B T . LPWS SE B T 76 A it 58 17 B B AR5 50
TS E5E . BTV ERAML4E, LPWS it %
ETHEREAL S S 5 EEFMEL ETARY
45 T, RATE T 1 F 5 A o eIt & TR 4L
WS 5. 2 AT T T R A R S bR
WESS5HENBMEE R E, AT EH S5 & 016G
EUERTF KNS 5H®E B THILEES
538 1 A 1 H S 5 3 0 BB S T U 1Y 45
WA LPWS feiF S 5 38 38 2 ¥ i B LB 7 X
Fe e sl BN B M4 S 5 v A FE A (E R
3 Bl Y A5 58 B PR A . FE IR R P B S 3 R
PR IG LN THE S KA & 55 58 Z M
KN R R B
5.1.2 A

1E LPWS w1, 2 58 vk 8 DL K i & 5005 i 6% b
7 5 L [ 58 B DA T R AR T 3 A P R AE A O
P EAREES AT . LPWS £ TS 5 FMEE
AL E BT A S R M E, PR A EA R
REFRENMENS 5ERMGES. S5 EEE
U DL R Ak o T B B B 2 AT B O H Y e
— AN S 5. W LPWS &% ot i 8 1844
K SEPR 5 5 3 BAT 55 58 B B 3F 1 3 AT 55
FRREHS S EWEEE LT B L. 5% b
WEUNHBRR T A PATS 5 H B WM&
DA G 2 T3, A S T (T 45 & A # 0] RE A7 AE 1
A W55 v DL AR 4 A SRR AT N, Ak,
SHENFEEERSE LW ETER 5455

ERFETERFEERRESECHESREN
H. #t— 54, 76 LPWS TR S5 H 1K
JRBCHE B 2 AT R 0K A I, LPW'S 3 3 [ 6K £ 2
fHH T RN S 5%,
5.1.3 MR TIEX L

A0 LPWS 540 56 T4 AMTE, SenseChaint™,
CrowdBC™ Yang!™ #4717 X He 43 #f. AMT 25 F
FU LT G R EM S 5 H 55 R i H
56 TR D) e 5 T DX % e 15 T R BRI P A O T
B AR SCEEBSE BAL EOE B A
DA 508 o VA DO A T R AT A0 AT, S5 R SR 2
B, N3 2 k&, 5 F B4 1A 56 T4E, LPWS
FEARRB A AL G T R85 LA I 58 7 5 B 7L
FREWS 5k, I LA IR B R T T
B R PR R SE R R B B 5 W AT 55 58 0 O
LPWS 4t T —F ik Bl % 4 AR A P S
5EEFE I TR R RO 45 ok S
5EMEMZMAS5EEEF. #mafFRESS
R AT 55 52 iR B

F2 MHXIEIL
B AMTE] SenseChain'”] CrowdBC20) Yangl?l LPWS

12 B B - X - 4 4
BOHE A X X v X 4
kN e X 4 4 4 Vv
BEREIPE v 4 X X 4

5.2 fEEEIEhL

AR SOMES 52 U R BT A F I TE] 4 AR
Ty A A0k YA U T PEAS LPWS [P fE. {5 B2
% A Java S2 8, 7F Intel (R) Core (TM) i5-10210U
CPU@1. 60GHz 2. 11 GHz 4h B % .16 GB N1 Liz
7. A SC LA Bt s U R R b I R Dy v
BAVE S 5 i BB . BB A RAE &5
F LI X5 R 5 A~ (Bl PM2. 5, PM10,S02 %25
S0 . 25 FH B A E AR5 55 0 B B AL AE 5L
H G 5o AR TR R A % 4 3 — 4 A n . 7E & IPAG
BB, A SCR AR A SR % L2 Paillier™ DUfiE 2
HEESTEENE . O REZ SN 512 7. I
S, B A17E Hyperledger Fabric v1. 4. 0 |32 4515
FH% ) Kafka $:40, L4 R A& B Hyperledger Caliper
X IE AT RS AL E A s DX B I 2% 1E 47 M g I
R KRB g E T 2 M BN HAR W
2R MBI SRR AR BN R R E L
7 20 WUATHEF- B, L ARG S BN 3R 3 P,
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F3 ZXRSBHRE

B BIEH
N {100, 200,300, 400, 500}
By (50,60, 70,80, 90)
Bz 100
rep [0,1]
fd 3km
val 0.3 km
a {0.1,0.3,0.5,0.7,0.9)
B {0.1,0.3,0.5,0.7,0.9)
Lhresh 0.5
& 0.2
v 0.5
5.2.1 (L& EHRZ

TGS 5 TR R HE 55 S R B
Wi, TR T MAE 1 Sy $0088 R 22 e i & AT 55 58 B
B JF DU B PG B B R 3R A 4 R TR A W
XSG 4B, MAE B] 2271 2 84> WL % 4 1
RZWIMBE age, 5HELIE groundtruth,, {#F-

M
N iR, B MAE = Z\i4 2 |agg, —groundiruth,, | .
m—1

72 LPWS i B T o F1 B2 T A 55 B & U fE 1Y
TR AR S R MME T fe 2 5 & 1k
PELE L R AT 55 58 TR, AR TEF o Ry U
TERI TR 8 B 5 a8 TR BB P AR AR AR 55
S A 7 B S A SR A BT R U 336 T 4 g
R M4 g R R, PR FR AT R S e 5 30 ok WL
AIMT o BN R BB XHE 55 58 BUR B 1 . /25 5 3%
NECRE 2R 500, BUE 433 2 50.70,90 7, FATTW
BT a AL 0.1,0.3,0.5,0.7,0. 9, X W[ B Hy
1—a FHIES 76 BUT B MZSf0 B i . B 5 .

0.10 :
--#--Budget-50
0.09 -»- Budget-70
g —o—Budget-90
0.08¢
0.07

0.1 0.3 0.5 0.7 0.9
Value of «

Pl 5 o B/ AE X 45 52 U £ 10 7
o H1 B Ay HIBRSE T {7 &5 for B B B3 T 55

ROERERERRE. BT «tg=1.2% o AT 0.5.8

JUTRT 0. 5 tHe Iy 07 85 B B %0 4 55 Jo &8 0 L 1 %2
FRIE R Bz s AR B fE A 55 o & i Py i

FE k. MERE 5,2 00, 5 B5 % «<<0. 5 B, A [ &
THBERESHES. E=MBHE T, a=0.5
HIECHEIR 22 B /N T o >>0.5 BB iR 2. M T
a<<0.5 R IRIR 22, AR TE T B «a=0.5
B EOR R 22 A SRR/ R B R I «=0. 5 XA
] T T P A 55 58 R B2 4 2 el X AT AR S B
M e 5 g A /N MR35 1 55 & A& W15
B 5 A E PR B TEAR 55 TR U 5 i R A
MR . 45 A g B RATB AR S TR
PHE b B2 E S O B B 40 A ] S5 A FE 4 5 T
. HM RSN EET o« 5 ik E R 0. 5.
Mo T LPWS h, 2 55 B HEZ AR T AR
WIES WA B, AL RATUS 58 NS BE A
Bk NS 58 vk 845 1 T 4 52 R & 5 .
B 6 (a) I 7] 100,200,300,400 Lk} 500 &5
FHAETE SR 50.70.90 FHATS 5 HEEENY
5558 B & . A, FATTIE I FE TR Jy 50,60,
70,80 DA K 90 T 43 4% 100,300,500 42 5 &
155 & RBENTS MR IE 6(b) fis.

~#-Budget-50
0.18} -x-Budget-70|-

—©—Budget-90
0.16+ 1

100 200 400 500

300
Number of Workers
(@) AAZH5EANETRESTRER

—#-Number of Workers-100
0.18¢ -»- Number of Workers-300 ||
—o—Number of Workers-500

%0 6‘0 ’;0 8‘0 90
Budget
(b) REBE T WALS 72 &

Bl 6 A [l AR B XA 5 52 BT R R

WMERE 6() EAFES AT .HMESS
B NG RO DR 2 B A B e Bk e i
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fb. 2 5FH NBCE N, B E R AR 2L 1 5 K
VEBRIE ok e BT MR B 2 5 3, AT B I gk A%
15 R RO I AT ek DA B S RS R R R
B e . KA EAES 5 H AN &, 5521
TN A S D B R B A S S A
IO, R EE 35 TN AT 55 T R A — 5 & I B iR
2. R EFATEA RIS 5E AT . Haa&m
S 5 H R B A R B4 AT 55 70008 i
SRS T XRS5 WS 8UE 558 UK
BRI B 722 585 NSO i AT 55 T A
EHREL K MAESSE AL A, w5 3 0
155 T LLIR AT 55 2 Ui &

JE—2, R T4 M LPWS 5 5 & % & 7 i
MItERe, MK L 525 F ®H RS DK
SenseChain™ % M. RSN SE S E
RS 5 & PR HES 5 FH RPUTE S W
SenseChain MZEA R ALBIRS F, ZFS5FW
EFEEFEEREREARRESEEGENSYS
OB TR NN, AR E T L B, I
MY TR S G RATMERL B 7 R T =
Filh 2 5 8 B 07 R AEAE 55 58 BB R B H A A 4

0.30 T
-#--RS
— % — SenseChain
0.25 | —&—LPWS
[
020" .
5 ™ P
Bl N e
§0'15 , - .
a8
0.10
_____ -
0.05 - g
$o0 200 300 400 500
Number of Workers

@ AASHEAB T ESTREAR LE

0.30 ‘
-#-RS
—*— SenseChain|
0.25 —©—LPWS
oo
020+ e
g | T T |
oo e e
Ho15 SR 7
g
0.10 %/e\e/e\é
T N
0 . . .
50 60 70 80 90
Budget
b)) RABRE TS SRR E L

Bl 7 [R5 22 1] 9 AE 55 5e B B L

BOHAL B 7@ NS TR E R 50,2 58 AL
43512k 100,200,300,400 LA K% 500 T FIE 4% 58 BLR
BHRER. B 7 RS 58 N 2 100, HE
43128 50.60.70.80 LA K 90 T I %558 W i & L

TEB 7TCorh, YT E E R S0 B LA S 5#
NECH RN RS WBUR R Z 8 & T LPWS (1
PR iR 2Z W 8% 5 T SenseChain [ 3138 1% 2=, WL
B 7 (b o g B8 R 22 L AT AT DUAS 2048 oL i 3 B 45
ROXFH T RS, LPWS (R T W] 10 2 5 3H 1 8
R.BR LPWS I E 5% 58 U & A 41 SenseChain
A1 55 58 1 & . HJE T I 22 AR KL Ak
SenseChain T3 ZHFTH &S5 HFEHE AL B A #
A B R FAR T LA R BB B FAR Y. H it FE =R S
HERBEFED,LPWS ES 5 ERE T HE M —
FE P
5.2.2 R H

AL S KA S oAy A g LU A e b
MRS TR R AMES 5 & I B TH 48 IF k15 | i
BRI BOE . A SO AT S5 58 U B S SE R AT S
TSRS 0 LU AE A2 Sy RO L 3 o 0 A TE [ S
4% BMTE B=B,+B,=50+100=150 A 2
5% ANECF, L LPWS 5 SenseChain BT L .
WE 8 . TR AR X AR I SE bR AL 55
TOUA 3 Hh A 98 2 B JH DA SO B o 8 A A 2 AR %
Jil A8 .

0.80
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Bl 8 i g

FEE 8, MAT 55 BPUE R 150 i, B & S
53 A BB, SenseChain ¥ T ¥ T 5 &,
LPWS () B4t M 3R 2841 F SenseChain [ 5 41 He.
TEXWF T ZH . B BEREARNS S &
A DL FRAS AT 55 3 Tl 1% T A 256 R 0 O R T
Jil. fH & #E SenseChain W1, 1 45 5 B B O S5 B 1
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T ME L, i LPWS MDEAT & 5 a8 4k
PR HE T 2 A6 T 5 5 BRI A
BT A A 98 S B A A5 TIOR3 B SR BRI
EEWBE X B ekl FIES BPE. A, T
SenseChain 145 — [ 2 1 1T 55 L0tk 12 B, LPWS
BT BIE B A R X A 1S5 3 e
R I 55 SLrt i M. #H o F SenseChain, LPWS 7
B b R — AR E, B LPWS i i — 5%
S5 EMBRAEY TR, W LPWS 5 g4 1%
B 5E 55 EMENS 5%,
5.2.3 HF[EHH

AR EE NS F kB a7 44 R B PR
I ) T4 9 07 T PR A LPWS B . 724 1 19 %
S PE B F A SCRAS SR T k55
BRI BRI A E 2T, S8R B4 A
B iP5 R T EE R S|, B EE5
BB A4FHH 50.70.90 F, F AT T T 45 45 %F 100,
200,300,400 LA K 500 I~ 5 #F At 2 5 ik
BEWTET B R85, 0 B 9 () Bz A0 T 1) 100,200,
300,400 LA} 500 B 5 &, KA A MAEE S HE

30

SXYBudget-50
E==Budget-70
| EEEBudget-90)

N
(42}

Do
o
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o

Time Cost of Worker Selection/ms
=
w wan

(=]

200 300 400 500

Number of Workers
(2) S 5H HFu M F4

Time Cost of Quality Evaluation/ms
<o
<

200
Number of Workers

(b) LR IFAlE E T4

B9 mE T4

R 50.70.90 F&iT T S0 gk v vh 2 5 35 s it
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Background

The problem studied in this paper belongs to the worker
selection problem in crowdsensing in the field of privacy and
security. Based on the limited task budget, to ensure the task
completion quality, waorker selection is an important issue
that eannot be ighored in crowdsensing. In crowdsensing,
workers and task publishers focus on different requirements,
On the one hand, workers expect to participate in sensing
tasks without revealing location privacy and data privacy, and
then obtain fair rewards in data quality evaluation. On the
other hand, task publishers hope to select a set of appropriate
workers under a limited task budget to obtain high-quality
sensing data as much as possible. Hence, the different
requirements of workers and task publishers need to be
considered when designing worker selection schemes,

At present, there are some works that focus on worker
selection in traditional crowdsensing and blockchain-based
erowdsensing, trespectively. For worker selection in traditional
crowdsensing, most work relies on a centralized sensing
platform to perform worker selection. However, since the
centralized sensing platform has absolute control over worker
selection, it is vulrierable to attacks and destruction. For
worker selection in blockchain-based crowdsensing, existing
work adopts the blockchain to construct crowdsensing system
models to solve the security problems caused by centralization.
However, they lack consideration of location privacy leakage

or data privacy security in quality evaluation.
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To tackle the above issues, this paper proposes a Location
Privacy-preserving Worker Selection scheme under a limited
budget for the blockehain-based ctowdsensing system (LPWS).
Firstlys combining order-preserving encryption and Merkle
tree to provide workers with personalized location privacy
protection. Second, under = limited task budget, LPWS
tekes location distance and reputation level as workeér selection
indicators and then models worker selection as the target
optimization problem. Based on dynami¢ programming,
LPWS can determine a set of suitable workers to maximize
the possibility of obtaining high-quality sensing data. Finally,
LPWS uses random disturbance and Pedersen’s commitment
to achieve the privacy and fairness in quality evaluation, and
theri based on evaluation results to pérform remuneration
payment and reputation update, thereby encouraging workers
to actively provide high-quality data, Simulation results
indicate that compared with related work, under the guarantee
of task completion quality, LPWS not only realizes the safe
and fair worker selection, but also ensures the privacy and
fairness of quality evaluation, thereby increasing the partici-
pation enthusiasm of workers and task publishers.
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