55 44 55 6 ) BOfE ¥ W Vol.44 No.6
2023 4E 6 H Journal on Communications June 2023

E [5) Non-1ID HIEHIFE & BE ST

D?% 1’ %4 la 'ﬁ" 1’ ’%él, %ﬂiz ‘ﬂ;ﬁ:‘i3 ’ng,lél
(1. P TR KM S5 B e b, B #h4 7100715 2. FRIMER%(E BB, 4 1000815
3. BRI A S E AR SR, 5t 51FH 550025)

OE: IR AR N AR R o0 AG B S FE T AUR R M TR A, 1R T — AR R

PERREREEE. ZHEILRITSHBME R TR “RagE” HL=E, FaEdEEE ik

R AR B H A1 5 ) o BT s VR AR o RIS, 25 [ A N 2 R AL M 7 VR A e AR SR A 2 I 4 R0 5
MRS R A PR G, TEESEHARE AT IR, el F AR B TR S R 1R R P B AL

m%#F,@m R A FE R A, B BT S A

KR OB SRR AEMSLE S A BRAARY RASINE

hESES: TN92

XHFRERE: A

DOI: 10.11959/j.issn.1000-436x.2023115

Byzantine-robust federated learning over Non-IID data

MA Xindi', LI Qinghua', JJANG Qi', MA Zhuo', GAO Sheng”, TIAN Youliang®, MA Jianfeng'

1. School of Cyber Engineering, Xidian University, Xi’an 710071, China
2. School of Information, Central University of Finance and Economics, Beijing 100081, China
3. School of Computer Science and Technology, Guizhou University, Guiyang 550025, China

Abstract: The malicious attacks of Byzantine nodes in federated learning was studied over the non-independent and
identically distributed dataset , and a privacy protection robust gradient aggregation algorithm was proposed. A reference
gradient was designed to identify “poor quality” shared gradients in model training, and the influence of heterogeneity
data on Byzantine node recognition was reduced by reputation evaluation. Meanwhile, the combination of homomorphic
encryption and random noise obfuscation technology was introduced to protect user privacy in the process of model
training and Byzantine node recognition. Finally, through the evaluation over the real-world datasets, the simulation re-
sults show that the proposed algorithm can accurately and efficiently identify Byzantine attack nodes while protecting us-
er privacy and has good convergence and robustness.
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