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Abstract  As one of the most important method to provide individual location-based service for
users, location-aware recommender system has recently experienced a rapid development and
draw significant attention from the research community. Such problems are more prominent when
service providers, who have limited computational and storage resources, leverage on cloud
platforms to fit in with the tremendous number of service requirements and users. However,
state-of-the-art work either suffers from an inaccurate recommendation quality or low efficiency.

To address the problem, a lightweight privacy-preserving framework for location-aware recom-
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mender system is proposed. Before requesting the service, service providers should firstly
outsource the historical evaluation information, which is processed with random function, to
cloud platform through the framework. Then, the similarities of information are computed securely
with the help of cloud platform. When requesting the service, recommendation users encrypt the
interesting area with comparable encryption and send the encrypted results to service providers. After
that, the service providers will predict the recommendation results with the help of cloud platform
through a carefully designed secure protocol. We have also theoretically proved that user information
is private and will not be leaked during a recommendation. Finally, empirical results over a real-word
dataset demonstrate that our framework can efficiently recommend POls with a high degree of
accuracy in a privacy-preserving manner. Compared with the existing work based on homomorphic

encryption methods, our lightweight scheme is also more efficient and has a better user experience.

Keywords recommender system; location-based service; location privacy; collaborative filtering;
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H=H,, ViIE=S,,.
. S CP
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.S
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(2) L Z s B0
ay.
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Yot AW B an).
@ H, =V (F.A. pky, E,. (vysv) s Enc(u, ) s param k).
@ H,=(F,A, pk,+E,_(vysv.)sEnc(u ), param, ks ;
Z; Enc(x, = Az, y, = Ay) s Der(x, &= Az, y, &=
Ay)m‘,9ﬁ2 say).
@ H,=(F,A, pk,E,; (vysv, ), Enc(u ), param,k;;
Z; Enc(x, Az, y, +Ay),Der(x, = Az, y, +
AY) o5 B vap).
zZ 7 ,
Hy=H,. ,

By (B ay)

. , H =H,.

Vi =SE,.
. S SP
Vi Cskovs 7 'mod paas Ep, (Ep. (vys0,)) T2 Q)

.S%
(D
E,., (E, (oysu ).
(2) Q T
(3)

(skyss™'mod psa; Ey, (Ep, (vy L)) T, Q).

D H, =V (sk,y s ' mod pyas By, (Ey Cogs )0

T.Q).
@H, = sk, »s 'modp.a; Ep, (Ey, (oys0.))-T,Q).
(1.0 (T.Q) .
. H, H,
. H,=H,, VI =sk.
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Background

With the development of urban computing and location-
based services (LBSs), location-aware recommender systems
have been widely used, providing us with an convenient way
to experience life than ever before. Compared with traditional
recommender systems, in addition to providing the recom-
mendation ratings, location-aware recommender systems have
to take into account both spatial-temporal and rating information.

The main challenge for locationaware recommender
systems is how to securely and efficiently provide recommen-
dations among a large number of point-of-interests (POls).
However., simply applying traditional recommendation
techniques in an LBS may not be applicable for the following
two reasons. First, as spatial data are ubiquitous and highly
evolving, traditional recommender systems require a heavy
toll for storing and computing user recommendations. Thus,
many LLBS providers have now turned to untrusted clouds for
help. By moving user data and recommendation framework to
the cloud, service providers can reduce the overhead of their
computational resource while preserving the service quality.
However, this technique has inevitably lead to another
challenge, namely, privacy. Because user data and recom-
mendation results include a certain amount of privacy
information, such as locations and preferences, the cloud

can easily infer what the users are interested in. Thus, the

cloud may track users directly or release their preferential
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information to advertisers. As a result, users may be afraid
that their sensitive information might be leaked to unauthorized
attackers, which would be a huge barrier for the development
and spread of recommender systems. Unfortunately, until
now there have been limited research efforts or valuable
contributions regarding this aspect.

In this paper, the authors design a lightweight framework
to protect user privacy in location-aware recommender
systems. Their proposed framework includes two lightweight
protocols and employs the comparable and commutative
encryption to protect the users’ recommendation results
during recommendations. Comprehensive analysis shows that
the proposed framework is secure and can respond to user
requests efficiently and effectively.
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