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Abstract—Dynamic spectrum access (DSA) is a promising
platform to solve the problem of spectrum shortage for which
the most challenging issue is spectrum allocation under uncertain
availability information, which is referred as a nondeterministic
spectrum allocation problem. The nature of such a problem is due
to inaccurate spectrum sensing results, which are induced by that
power or energy based sensing can be greatly impacted by ther-
mal and environmental noise. For spectrum allocation, auction-
based mechanisms have been extensively studied because of
channel allocation efficiency, and its potential to achieve bidding
truthfulness for secondary uses (SUs). However, most existing
spectrum auction mechanisms focus on realizing the truthfulness
under certain spectrum availability information. In this paper,
we propose FORTUNE, the first truthful online auction mech-
anism for nondeterministic spectrum allocation by considering
uncertain spectrum availability and dynamic spectrum requests.
Specifically, we take limited information to compute expected
income and losses when interference between primary users
(PUs) and SUs occurs, and present a virtual request method for
changing of spectrum’s actual state. Thorough theoretical analy-
sis proves the truthfulness of FORTUNE. Furthermore, given a
sample set with 5%-30% noise in spectrum sensing, FORTUNE
achieves not only truthfulness, but also up to 50% higher channel
utilization than existing spectrum auction mechanisms.

Index Terms— Dynamic spectrum access (DSA), nondetermin-
istic spectrum allocation, auction, truthfulness.

I. INTRODUCTION
PECTRUM is a scarce and non-renewable resource, there-
Sfore with the increasing demand for wireless communi-
cations, the spectrum shortage problem becomes more and
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more serious. With the potential of increasing spectrum uti-
lization, dynamic spectrum access (DSA) is regarded as a
promising platform to solve the spectrum shortage problem.
In DSA, wireless devices (i.e., secondary users, SUs) without
interference are allowed to dynamically access unoccupied
channels, which belongs to primary license holder(i.e., primary
users, PUs). Most existing spectrum allocation mechanisms
(e.g., [2]-[6]) in DSA assume that an auctioneer has complete
knowledge about spectrum state information (e.g., spectrum
is available/busy for use by SUs deterministically). However,
the complete knowledge about the spectrum state information
cannot be obtained all the time. Spectrum allocation problem
under uncertain spectrum availability should be discussed,
which refers to nondeterministic spectrum allocation [1].

Generally speaking, the spectrum state information in DSA
is obtained through a spectrum sensing/crowdsensing process.
Considering that the spectrum sensing on different spectrum
slots may take different time, and power/energy based sensing
can be greatly impacted by thermal and environmental noise,
inaccurate spectrum sensing reports/results will be induced [7],
[8]. In addition, recent studies [9], [10] pointed out that DSA
is more inclined to use low power for transmission, leading
to the existence of certain errors on spectrum sensing and
spectrum states. As a result, the auctioneer will obtain an
uncertain spectrum availability (e.g., a channel is available for
SUs with a probability of 80%), which cannot be handled by
traditional deterministic spectrum allocation mechanisms.

Due to good spectrum allocation efficiency and fairness,
auction-based mechanisms have been widely studied in DSA
where bidders (performed by SUs) submit their requests for
temporary use of channels. Then the auctioneer, which is
performed by PUs or a third party, determines auction winners
and their payments for winning channels. Truthfulness (i.e.,
Strategy-Proofness) is a critical property in spectrum auction
mechanisms, which means each bidder obtains her maximal
utility by bidding with her true valuation of bidding spectrum,
leading to no incentive to lie about it. For each secondary user,
her true valuation of spectrum is closely related to the profits
of winning the spectrum [11], for example, revenues gained
by a service provider for serving her subscribers [2], [12] or
a mobile device for transmitting data [11].

In the last few years, many auction-based spectrum mech-
anisms have been proposed in dynamic spectrum access.
Most of them, (e.g., [12]-[18]) focus on realizing truthful-
ness for deterministic spectrum allocation with static spec-
trum requests, which assumed that all spectrum requests are
submitted in the beginning. Some online spectrum allocation
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mechanisms (e.g., [3], [4], [19], [20]) discuss deterministic
spectrum allocation with dynamic spectrum requests, by con-
sidering that SUs submit spectrum requests on different time
slots, which is more in accordance with reality. However, the
nondeterministic spectrum allocation problem has not been
discussed well.

In this paper, we aim to design a spectrum allocation
mechanism under uncertain spectrum availability by consid-
ering dynamic spectrum requests and spatial reusability. One
of the main challenges of our design is how to allocate
channels with uncertain spectrum state information, which
results in the potential utility loss. The auctioneer allocates the
spectrum without knowing their actual states, which may cause
interference between a pair of PU and SU. Similar to [21],
when interference happens, the auctioneer should compensate
that PU and return partial payment to the corresponding
SU. Therefore, how to predict utility loss according to the
limited information and apply this information to the allocating
process is an important issue in nondeterministic spectrum
allocation. Another challenge is how to realize the truthfulness
in this nondeterministic spectrum auction mechanism with
dynamic spectrum requests and spatial reusability. A tradi-
tional method to achieve spatial reusability is grouping SUs
which can use the same channel simultaneously without occur-
rence of interference. However, how to compute group bids
under uncertain spectrum availability and how to guarantee
that each SU in a group cannot obtain a higher utility with
a cheating bid are other critical factors in truthful auction
mechanisms for nondeterministic spectrum allocation, which
cannot be solved by traditional methods.

In this paper, we propose FORTUNE, a truthFul Online
spectRum aucTion mechanism under UNcertain spEctrum
availability to maintain individual rationality and truthfulness.
The main contributions of this paper are as follows:

o To the best of our knowledge, we are the first to design a
truthful online auction mechanism with spatial reusability
for nondeterministic spectrum allocation.

o We present a new method to take limited information to
compute expected income and losses when interference
between PUs and SUs occurs, in order to reduce the
potential utility losses.

o We propose a virtual request method to deal with the
changing actual state of channels which makes our
mechanism more applicable to nondeterministic spectrum
allocation.

o Theoretical analysis shows that FORTUNE is a truthful
and individual rational mechanism which also achieves
good efficiency under nondeterministic allocation.

The rest of the paper is organized as follows. In Section II,
we briefly introduce the related works. In Section III, we
present our auction model and nondeterministic spectrum allo-
cation problem formulation. In Section IV, we present FOR-
TUNE in detail; and next, we prove the individual rationality
and truthfulness of FORTUNE in Section V. In Section VI,
the performance of FORTUNE scheme is evaluated. Finally,
we conclude this paper in Section VII.
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II. RELATED WORKS
In the last few years, auction has been widely used to

design incentive mechanisms for dynamic spectrum allocation
(e.g. [2], [12], [14], [16]-[18], [22], [23]). Spectrum reusabil-
ity, strategy-proofness (truthfulness), online bidding are three
major properties of spectrum auction mechanism.

Xia et al. proposed VERITAS [24] which is a classic truthful
spectrum allocation mechanism. Then the work extended to
a truthful double spectrum auction mechanism with spec-
trum reusability property and ex-post budget balance property
in [13]. Zheng et al. in [25] introduced a strategy-proof
combinatorial auction for spectrum reusability and transmis-
sion scheduling. In [11] and [26], the strategy-proof auction
mechanisms allow each bidder to submit a bid for a single
channel. Xu et al. [27] and Wu et al. [2] proposed strategy-
proof mechanisms for both single-channel and multichannel
auctions. SMALL [28] is a double auction mechanism and
assumes that PU set a reserved price for each channel.
Al-Ayyoub and Gupta [29] and Jia et al. [30] have inves-
tigated spectrum allocation which maximizes the expected
revenue. Dong et al. [31], [32] have conducted on preserving
primary users’ privacy while guarantee the truthfulness of the
auction-based spectrum allocation mechanisms.

Above mechanisms were offline and did not take dynamic
spectrum requests into consideration, therefore, channels will
be requested and assigned for the whole time. In online
spectrum auction mechanisms [3], [4], [19], [33], the channels
are arriving in a dynamic and random order, and bidders
are allowed to request to use the channel according to their
demands. Xu et al. in [19] proposed an online mechanism
based on a simple scenario where is only one channel avail-
able. Wang et al. presented THEMIS [33] which is an online
mechanism under dynamic spectrum supply. LOTUS [3] and
TODA [4] are online double auction for multiple channels.

Spectrum allocation under uncertain availability is a
hot topic which has attracted some researchers’ interests
Shuang et al. [34] proposed an online nondeterministic
auction mechanism that maximizes social welfare, which
allows SUs apply for multiple channels in a single time
slot. Nadendla er al. [21] designed an optimal auction
in the presence of uncertainty in the availability of PU
spectrum at the moderator. However, the above studies
either are not auction-based mechanisms with truthfulness,
or do not consider spatial reusability and dynamic spectrum
requests. In this paper, we propose a truthful online spectrum
auction mechanism which supports spatial reusability and
nondeterministic spectrum allocation.

III. SYSTEM MODEL
A. Auction Model

We consider a network where N bidders, denoted as N =
{1,--- N}, compete for M homogeneous and orthogonal
channels, denoted as M = {1,---, M}. And let T denote the
entire time slot. For each bidder i € NV, her bid 3; = (b;, a;, t;)
includes the per time slot bid value b;, the arriving and
service starting time a;(0 < a; < T) and the duration time
t;(1 < a; +1t; < T). We assume that each bidder has a
valuation function to calculate her per-time slot true valuation
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Fig. 1. The process of channel allocation.

v; for her bidding channels and b; = v; means that bidder %
bids truthfully. Note that when a bidder find it is profitable,
she will manipulate b;, i.e., b; # v;, to improve her utility.

A conflict graph is used to describe interference between
bidders. We use G = (V, &) to denote the conflict graph, in
which V is the set of bidders and £ is the set of interference
relationships. An edge (i,j) € £ indicates that interference
will occur, if a channel is simultaneously allocated to bidder
1 and bidder j. The set of interfering neighbors of bidder 7 is
N(i), ie., N(i) = {j|(i,7) € €,j € N}, which also called
bidder ¢’s neighbor bidders.

At the beginning of time slot ¢, an auctioneer, acted by a
third party or PU, collects spectrum requests whose required
service starting time is t. The spectrum request set with service
starting time ¢ is denoted as R;. Then the auctioneer decides
which requests to accept in time slot ¢. z; ;(t) = 1 denotes that
channel j is allocated to bidder 7 at time slot ¢, otherwise its
value is 0. Assume that the per time slot payment of bidder ¢ is
p; and the total payment is pay;, then the utility of bidder i is

m T
U = ZZ%JU)(% — Di)- (1)

j=1t=0
B. Desired Properties

In this paper, we consider the following important

properties:

o Individual Rationality. An individual rational auction
means that the utilities of bidders with truthful bidding
are not less than 0. From Equation 1 it can be inferred
that, in an individual rational auction, b; > p; for each
bidder i.

o Truthfulness. An auction mechanism is truthful if each
bidder can reach her maximum utility when bidding with
her true valuation of spectrum, i.e., for any bidder ¢, u; >
u;’ holds, in which u; is the utility when bidding with v;
and u;’ is the utility when bidding with b;" # v;.

C. Nondeterministic Spectrum Allocation

1) Sensing Inaccuracy: We assume that auctioneer obtains
the state of channels by cooperative sensing [35]. Due to
sensing inaccuracy, the final sensed state may be different from
the actual state. TABLE II shows the effect of different sensing
results on the auctioneer and bidders. Let Pf(j) denote the
probability of false alarm for channel j, i.e., the probability
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TABLE I
GLOSSARY OF NOTATION

Notation Description

T The total number of time slots

Bi The request of bidder 7 submitted to the auctioneer
Bi The virtual request of bidder &

b; Per time slot bid value of bidder ¢’s request

a; Arriving time and service star time of bidder 4’s request
t; Duration time of bidder i’s request

Vi True valuation of bidder %

Di Per time slot payment of bidder ¢

Ui Utility of bidder ¢

Cinter Penalty/Cost per interference

N(4) The set of interfering neighbors of bidder i
m; Max reusability degree of bidder ¢
I; Interference discount of bidder ¢

B; Average discount bid of bidder i’s neighbors

v; (t) Expected valuation from ¢ to T’
Ci(ai,t;) Opportunity cost from a; to a; +¢; — 1
P¢(j)  The probability of false alarm for channel j
P(j)  The probability of misdetection for channel j
Po(j)  The probability that channel j is idle and sensed idle
m0(j)  The probability that channel j is idle
Pr(r)  The probability that bidder requires 7 time slots
R The set of requests at time slot t
7%; The set of remain requests in time slot ¢
Ce The set of available channels at time slot ¢
q The set of groups
o1 The group bid of ¢
15 The expected loss of allocating channel j to g;
Wi The expected profit of allocating channel j to g;

that the actual state of channel j is idle but its sensed state
is busy. Let P,,(j) denote the probability of misdetection for
channel j, i.e., the probability that the actual state of channel j
is busy but the sensed state is idle. Let 7o (j) be the probability
that channel j is idle, therefore the probability of channel j
with a idle sensed state is 7o () (1—P¢(j))+(1—mo(4)) P (5)-
Assume that Py(7) is the probability of channel j with a idle
sensed state when its actual state is idle, therefore,

mo(J)(L = Pr(5))
mo(7)(1 = Pr(5)) + (1 = m0(§)) P ()

As the auctioneer only allocates the channel whose sensed
state is idle to bidders, we can know that Py(j) also is the
probability of allocating channel j to bidders without inter-
ference. Similar to [21], a compensation strategy is adopted:
When the allocation results cause interference between a
PU and some bidders on channel j, as a punishment, the
auctioneer compensates that PU by ¢;,¢e and return partial
payments to bidders who are allocated with channel j.

2) Changing Actual State: We assume that the actual states
of channels change over time, which means the actual state
of each channel may change in each time slot. To reduce
interference, the auctioneer only allocates channels whose

Po(j) = 2
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TABLE 11
EFFECT OF DIFFERENT SENSING RESULTS ON AUCTIONEER AND BIDDER

Sensed Actual
Player State State Comments
busy idle not allocate
busy busy not allocate
auctioneer
dl (dl allocate
1die 1die without interference
. allocate
idle busy with interference
. . use channel
idle idle without interference
. . interference
bidder idle busy with PU
h . not use
otherwise channel
TABLE III
SENSED STATE IN EACH TIME SLOT
state time slot
11213415
channel
1 0 0|11
11111

*0: idle 1: busy

sensed states are idle to bidders. At the beginning of each time
slot, the auctioneer speculates the latest states of all channels,
including the channels which have been allocated to bidders.
As an idle channel may change into busy in forthcoming time
slots, those allocated channels also may cause interference in
subsequent time slots. As shown in TABLE III, channel 1 is
idle in time slot 1,2 and 3, and if the auctioneer in time slot
1 allocates channel 1 to a bidder who requests 4 time slots,
interference will occur in time slot 4. We assume that at the
beginning of each time slot, when the auctioneer finds that
the state of an allocated channel is busy, the auctioneer will
allocate another channel for bidders or take it back. To avoid
interference, bidders can no longer use that busy channel as
long as its sensed state is idle.

3) Impact of Nondeterministic Spectrum Allocation: Most
of existing spectrum allocation mechanisms assume that all the
spectrum availability information is known before allocation.
However, such an assumption cannot be applied to nondeter-
ministic spectrum allocation, for the reason that the auctioneer
cannot allocate channels to bidders in advance without consid-
ering the changing of channels’ actual states. We assume that
the auctioneer does not know all the requests before allocation,
which means that she should allocate channels to bidders
without the information about forthcoming requests. Moreover,
for a request whose arriving time is a;, the auctioneer decides
whether to accept this request at time slot a;.

We conduct simulations to show how nondeterministic
spectrum and sensing inaccuracy impact the allocation results.
In those simulations, 100 bidders are competing 10 channels,
and are randomly distributed in a 2000 x 2000 m? square
area. The interference range is 425m, and the total number
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TABLE IV

EXPERIMENTAL RESULTS UNDER NONDETERMINISTIC SPECTRUM
ALLOCATION BY LOTUS

time slot 10 20 30 40 50
interference 1.55 2.67 3.59 4.68 5.18
affected requests 9.77 14.58 | 19.04 | 23.79 | 25.93
income 12.817 | 6.669 | 5.708 | -1.863 | -7.193

of time slots is 10. The per time slot bids are randomly
from O to 2 and the compensation for interference is 5. We
perform LOTUS [3], which is an elegant online spectrum
allocation mechanism based on deterministic situation, for
simulation experiments and run the experiment 100 times in
each simulation.

As shown in TABLE IV, the average number of interference
and the number of affected requests increases when the num-
ber of total time slots rises up. As a result, the average income
of the auctioneer decreases with the increase of total time
slots, which means the more allocation the auctioneer makes,
the lower income she will obtain. Plus, more interference also
means lower spectrum utilization and lower user satisfaction.
In a word, existing works cannot be directly applied to the
nondeterministic spectrum allocation.

IV. FORTUNE

In this section, we will introduce the details of our mech-
anism named FORTUNE, which is mainly divided into four
phases: screening, grouping, winner determination and virtual
request reallocation.

A. Screening

The auctioneer must decide whether or not to accept a
request at time slot ¢, which means that she cannot know the
requests after time slot ¢ in advance. The key to getting a
better allocation result is to eliminate requests that have large
impacts on the allocation result, which is the main purpose
of the screening phase. The reason of the above impacts is
that, the interference between two neighboring users leads to
only one of them using a specific channel. Furthermore, to
avoid interference, when a user is allocated with a channel, her
neighboring users cannot use that channel, which resulting in
a decrease of spectrum utility. Let R; denote the set of remain
requests after the screening phase in time slot ¢. Note that only
requests in R; can proceed to the next phase.

It is obvious that if the auctioneer allocates a channel to
bidder i, there are |N(:)| bidders cannot use that channel.
In return, if the auctioneer allocates a channel to bidder
j € N (i), bidder i cannot use that channel. Such an interactive
relationship between bidders and their neighbors is important
to allocation results. In order to achieve a higher channel
utilization, bidders who have great impacts on their neighbor
bidders should be eliminated from the conflict graph, and the
corresponding requests are rejected directly.

Therefore, we give a specific discount for each secondary
user’s bid value, which called discount bid. The more impact
a SU has on her neighbor bidders, the bigger the discount is,
which increase the difficulty of becoming a winner.
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Fig. 2. Two conflict graphs with the same r4 = 2 and different impacts.

Next, we are going to discuss how to calculate each sec-
ondary user’s interference discount, considering her impact on
neighbor bidders. Similar to the screening phase in Lotus [3],
the geometric property of bidder ¢ in the conflict graph is used
to measure the impact on her neighbor bidders. Let r; denote
the ratio of bidder ¢’s neighbors to the average number of her
neighbors’ neighbors, and we have

. N () ___ING)P
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In general, when r; is large, it means that allocating a
channel to bidder ¢ may has a negative impact on the allocation
result. For a higher spectrum utilization, allocating a channel to
bidder 7’s neighbors may be better than allocating it to bidder
i. However, it is not enough to only use this value to measure
the impact of bidder i to her neighbors. As shown in Fig.2,
r4 = 2 in both Fig.2(a) and Fig.2(b). In Fig.2(a), bidder B and
C can use the same channel simultaneously, which is forbidden
in Fig.2(b), because bidder B and C interfere with each other.
Therefore, the impact of allocating a channel to bidder A in
Fig.2(a) is greater than it is in Fig.2(b). Let m; denote the
max reusability degree of bidder ¢, which means the maximum
number of bidder ¢’s neighbors who can use the same channel
simultaneously. For example, m 4 = 2 in Fig.2(a) and m4 = 1
in Fig.2(b). Then the interference discount of bidder ¢ is

1

Tim;

3)

I = @)
, and the auctioneer will use the discount bid I; * b; to screen
the bidders.

As mentioned above, when assigning a channel to a SU,
her neighbor bidders cannot use the same channel at the
same time. Therefore, when we judge whether a user should
be screened out, it does not only depend on the value of
discounted bid, but also combines with the condition that
whether discount bid greater than the sum of her neighbor
bidders’ bid. However, as an online model, the auctioneer
cannot know all the requests in advance, so we it is critical to
anticipate the possible requests. We introduce a SU’s expected
valuation to predict the sum of possible bid for her neighbor
bidders, and the expected valuation v;(t) of bidder ¢ from time
slot ¢ to T is as followed:

ST Pr(n)(Bit + vt +7)), t<T
vi(t) = )

P?“(].)B“ t=1T

,in which Pr(7) is the probability that bidder ¢ requires 7 time
slots, and B; = > ¢y bilj/ |N(i)| to denote the average
discount bid of bidder i’s neighbors. Without loss of generality,
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expected valuation v;(t) represents that, from time slot ¢ to 7T,
the sum of bid value of potential requests which belongs to
bidder ¢’s neighbor bidders.

Thus, we use v;(t) to calculate the potential loss to auction-
eer. If allocating a channel to bidder ¢ at time slot a; for t;
time slots, its opportunity cost, which refers to the potential
loss, is

Ci(ai, ti) = vi(a;) — vi(a; + t;). (6)

In short, an opportunity cost is used to predict how much
loss if allocating a channel to bidder ¢, because her neighbor
cannot use the channel from time slot a; to a; +¢ — 1. If I; *
b;*t; > C;i(a;,b;), which means b; is higher than the potential
loss, then the requests of bidder ¢ are able to proceed to the
next phase. Otherwise, such requests will be directly rejected.

Algorithm 1 shows the process of screening, in which we
will compute the opportunity cost of each bidder according to
the conflict graph and their neighbors’ bid values (line 3-6).
Then we use discount bid and opportunity cost to screen each
request (line 7-8).

Algorithm 1: Screening

Input: Time slot t, total time slots T, the conflict graph
G, the set of requests Re
Output: The remaining request R;
1Ry
2 for 51 = (bi,ai,ti) €R; do
3 | ri= INGP/ e NG
a | L= (rmi)™h
5| Bi=2 ene bili/ IN@);
6 | Ci(ai t;) = vi(a;) —vi(a; +t;);
7 | if I; xb; xt; > C;(ay, t;) then
8 ‘ 73//1& — Bis
9 | end
o end

1

Algorithm 2: Expected Valuation v;(t)
Input: 3;, B;, t, T
Output: v;(t)

17=1,v(t) =0;

2 while 7 <T —t do

3 | if ¢t =T then

a | | wilt) =vi(t) + Pr(1)Bg;

5 | else

6 | vi(t) = v;(t) + Pr(r)(BiT + vi(t +7));
7 | end

8 | T=7+1;

9 end

For the example in Fig.3(a), we assume that there are 4 time
slots in total and it is time slot 1 now. Pr(i) = 25%, where
i=1,2,---,4. A, B, ---, F are the bidders whose required
service starting time is time slot 1, and Fig.Fig.3(a) shows the
conflict graph with their bid values and duration time. Sensed
state of each channel and the probability of misdetection are
shows in TABLE V. The interference cost ¢;per 1S 5.
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Fig. 3.
TABLE V
SENSED STATE OF EACH CHANNEL AND PROBABILITY OF MISDETECTION

channel 1 2 3
time slot 1 0 0 1
time slot 2 0 1 0

Py 90% | 85% | 80%
* 0:dle 1:busy
TABLE VI

CORRELATION VALUES USED IN SCREENING

bidder A B C D E F
T4 0.818 | 1.230 | 1.143 | 0.500 | 1.230 | 0.818
m; 2 2 2 1 2 2
I; 0.611 | 0.406 | 0.438 | 2.000 | 0.406 | 0.550

TABLE VI shows the correlative values used in the screen-
ing phase. Now we focus on bidder C, and we can deduce that
Be = (bAIA +bplp + bl + bFIF)/4 = 1.412, ’Uc(l) =
2.630, ve(4) = 0.353, and Cc(1,3) = ve(l) —ve(4) =
2.277. Because I¢o *boxtc = 1.971 < Ce(1,3) = 2.277, the
request of bidder C is rejected. Other bidders perform the same
process and none of them are eliminated. The new conflict
graph is shown in Fig.3(b)

B. Grouping

Due to spatial reusability of spectrum, bidders that using
the same channel simultaneously without interference can
be organized into a group. We assume that channels are
available to all bidders, and groups can be formulated by
any graph coloring algorithm which is independent to our
design. Note that only bidders whose requests are not rejected
in the screening phase can be grouped. Assume that bidders
in the conflict graph G are grouped into L independent sets
91,92, - , 9L, and the group bid of g; is

o =minb; x (Jgi| — 1). @)
1€9]

To ensure that each bidder has no incentive to bid untruthfully,
the bidder with minimum bid in each group will be eliminated
whether her group becomes a winning group or not (line 8 of
Algorithm 3), and a group composed of a single bidder will be
eliminated (line 4 in Algorithm 3). These measures are to make
all bidders cannot change the group bids by changing their
bid values, so that the allocation results are more favorable to
themselves.

For the example in Fig.3, by grouping with a greedy
algorithm introduced in [13], we have ¢1 = {A,D},
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Algorithm 3: Grouping

Input: Remaining requests @, conflict graph G
Output: Grouping set g = g1,92, " , gL

1 Use a graph coloring algorithm to a group set g which
includes L independent groups.

2 for g; € g do

3 | if |g;| =1 then

a| | 9=9\us

5 else

6 k = argmin;eg, b;;
7 o =byx(|gi| — 1);
8 g =g\ Br;

9 | end

10 end

g2 = {B,F}, g5 = {E}. g3 will be eliminated because
lgs| = 1. The group bid of g1 is o1 = 2, and the group
bid of g2 is 09 = 2.5.

C. Winner Determination

The auctioneer determines the winning groups and assigns
channels to them in the Winner Determination phase
(described in Algorithm 4), which consists of two steps: pre-
allocation (line 2-9) and risk control (line 11-22).

In the pre-allocation step, channels are allocated to winning
groups, for which the pre-allocation results will be adjusted
or optimized later. Let C; denote the set of channels whose
sensed states are idle, and those channels in C; are sorted in
decreasing order by Py, which is the probability of allocating
a channel to bidders without interference (line 2). Groups are
also sorted in decreasing order by their group bids (line 3).
Then the auctioneer allocates sorted channels to sorted groups
in order (line 6-9). The per time slot payment of each winner is

o .
Pi= 17—, 1€ g, (8)
91|

and no payment is made to losing bidders.

In the risk control step, since the actual state of channels
is unknown, the auctioneer should estimate the loss by the
probability of misdetection and withdraw some allocation
results that are too risky. Loss happens when the auctioneer
making an allocation which results in interference between a
PU and a bidder. As a punishment, she compensates that PU
with cinter and return partial payment back to that bidder.
According to Equation 2, as the auctioneer only allocates idle
channels, interference happens with a probability of 1 — Py(j)
when allocating channel j to bidders. Assume that ¢,, is the
max duration time in group g¢;, then the expected loss of
allocating channel j to g; ¢;,; is

tm
d)l,j = Z Po(j)T71(1 - PO(j))Cinter~ (9)
T=1

The expected profit of allocating channel j to group [ 9 ;
for the auctioneer is

Vg =Y piti — buj.

1€ql

(10)
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If 9y ; > 0, the auctioneer allocates channel j to bidders in
g1 except the bidder with the minimum bid in g;. Otherwise,
the auctioneer does not allocate channel j to group ¢; because
its expected loss is too high. In Algorithm 4, line 12-15
and Line 16 are the processes of computing expected loss
¢1; and 1)y ;, separately. After that, line 17-22 determine
whether to withdraws some allocation results or not. In a
word, pre-allocation is the result of intermediate allocation
based on group bids and channel states, while this intermediate
allocation will turn into final allocation after risk control.

Algorithm 4: Winner Determination

Input: The set of channels C:, groups set g
Output: The winner set VW

1 // pre-allocation

2 W —;

3 Sorting C by Py in decreasing order.

4 Sorting g by o in decreasing order.

5 while ‘é}} £ 0 and [§] # 0 do

6 | channel j = TOP(C,);

7] C= C:\ channel j;

8 | g =TOP(g);

9| g=9g\g;

10 | // risk-control

n | ¢ ;=0,7=I;

12 | while 7 <t,, do

13 d1; = Po(j)" (1 = Po(4))Cinter:
14 T=T17+1;
15 end

16 | Yij =D e, Piti — B
17 | if 9y ; > then

18 for bidder ¢ € g; do
19 W « bidder 1;
20 xi () =1;

21 end

22 | end

23 end

For the example in Fig.3, because the sensed state of
channel 3 is busy, the auctioneer does not allocate channel 3,
which means the available channels are channel 1 and channel
2. In the pre-allocation step, the auctioneer allocates channel
2 and channel 1 to g; and g, respectively.

As ¢12 > 0 and ¢ 1 > 0, the auctioneer allocates channel
1 to g1 and channel 2 to g5. As a result, bidder A wins channel
2 for 3 time slots and bidder B is allocated with channel 1 for
2 time slots.

D. Virtual Request Reallocation

In the beginning of each time slot, if the state of an allocated
channel is idle in this time slot, bidders continue to use this
idle channel. In contrast, if the state of an allocated channel
changes into busy in the beginning of a time slot,the auctioneer
needs to specially handle this case. Let R} denote the set of
affected requests allocating with idle channels whose states
change into busy.
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Assume that the auctioneer allocates channel j to bidder
¢ from time slot a; to a; + t; — 1, and the state of channel
j changes from idle into busy at a;(a; < a; < a; + t;).
The remain service time will be regarded as a virtual request
Bi = (b;,al,t.) of bidder i. For the new virtual request (3;,
the per time bid value b; remains the same, a; = ay, and ¢ =
a;+t;—as. Moreover, [3; will be added in R,,, and considereAd
as a normal request submitted at a;. If the virtual request /3;
wins, bidder ¢ will be allocated with another idle channel from
time slot a; for ¢;/ time slots, unless the new allocated idle
channel changes into busy during the new service time. And
if a virtual request loses, bidders in it cannot use any channel
in the rest of the time. In all, as shown in Algorithm 5, at the
beginning of each time slot ¢, FORTUNE checks all bidders
and generates the set of virtual requests V;, then add V; in R;.

Algorithm 5: Reallocation

Input: The set of affected requests R/,
Output: The set of virtual requests V,,

1 Vat —

2 for 51 = (bi,ai,ti) € Rg do

3| al=ag

4 tgzaii—ti—at;

5 Va, — B = (biaa{ht;);

6 end

For the above example, at time slot 2, channel 2 changes into
busy and channel 3 changes into idle. FORTUNE generates a
virtual request B4 = (QA,a;x,t;x), in which by = 3, d/y =
2,t/y =14+3—2=2. 54 will be added in Ry, and if bidder
A wins in time slot 2, she will be authorized to use channel 3
from time slot 2 to 3. Otherwise, she cannot use any channel.

V. THEORETICAL ANALYSIS

Lemma 1: FORTUNE is individual rational.

Proof: Since no payment are made to losing bidders,
their utilities are 0. For each winning bidder i, according to
Equation 7 and 8, p; is the smallest bid value in the group,
which means p; < b;. Therefore, u; > 0, and FORTUNE is
individual rational.

Lemma 2: FORTUNE is truthful.

Proof: Bidder i is untruthful when her bid value is not equal
to her true valuation, i.e., b;’ # v;. As shown in TABLE VII,
there are 4 cases for a bidder bidding truthfully or untruthfully,
and we prove that any bidder cannot obtain a higher utility by a
cheating bid in these four cases. Since the grouping algorithm
is independent to bid values, the grouping results with truthful
bidding and untruthful bidding are the same in all cases. We
assume that g; is the group that contains bidder :.

o Case 1: Bidder ¢ loses whether she bids truthfully or not,
and the utilities are O in both cases. As a result, the case
does not work.

o Case 2: Bidder 7 loses when she bids untruthfully and
the utility is 0. From Theorem 1, u; > 0 if bidder ¢ is a
winner. Thus, the utility of bidding truthfully is not less
than that of bidding untruthfully. Therefore, this is a case
of failure.
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TABLE VII

THERE ARE 4 CASES FOR A BIDDER TO BID TRUTHFULLY OR UNTRUTH-
FULLY. THE SIGN y/ MEANS A BIDDER WINS AND THE
SIGN X MEANS SHE LOSES

Case 1 2 | 3| 4
The bidder bids untruthfully | X | X | / | v/
The bidder bids truthfully | X | / | X | /

o Case 3: There are two situations for this case: when
bidder 7 bids truthfully, g; is a losing group, or g; is
a winning group and bidder ¢ is the bidder with the
smallest bid value in g;. In both two situations, bidder ¢
should increase her bid value and make it not the smallest
bid value in g;. Let bidder k£ denote the bidder with the
smallest bid value in g; when bidder ¢ bids b;". For bidder
1 wins when she bids untruthfully and bidder 7 loses when
she bids truthfully, we can deduce that b;' > by > v;.
According to Equation 8, p; = by, thus u;" < 0 when
bidder ¢ bids with b;, which is not more than the utility
when bidding with v;. Therefore, this case fails.

o Case 4: This case should consider the probability that
interference occurs. As shown in Equation 2, when the
auctioneer allocates channel j to bidders, the probability
of no interference is Py(j). For bidder 4, before interfer-
ence occurs, the number of time slots using channel j
follows a geometric distribution, and the probability of
interference happening is 1 — Py(k). Thus, her expected
utility when allocating channel j to her is

Py(k)

1_7]30(]6) (vi — pi)-
The expected utility depends on not only the differ-
ence between true valuation and payment, but also the
probability of allocating channel k£ to bidders without
interference. As the p; depends on the minimum bid
value in g;, which is unchanged no matter which channel
bidder ¢ is allocated with. As a result, bidder ¢’s expected
utility is positively correlated with Py(j). And we will
prove that bidder cannot obtain a higher P(j) by biding
untruthfully.

In the winner determination phase, FORTUNE sorts the
available channels in decreasing order by Py and sorts
groups in decreasing order by their group bids. If bidder
¢ wants to use a channel with a higher Py, she should
increase the group bid o; to provide g; a higher ranking.
However, each bidder ¢ has no incentive to alter the group
bid o3, due to the fact that o; depends on the minimum
bid value in g; and the bidder with the minimum bid value
is eliminated. Thus, bidder ¢ cannot alter the allocation
results and obtain a higher expected utility.

From the above, we prove that FORTUNE is truthful for no
bidder can gain a higher utility when bidding untruthfully.

Ue = (1)

VI. PERFORMANCE EVALUATION
A. Simulation Setup

In our simulations, we deploy bidders following indepen-
dent uniform distribution in a 2000 x 2000m? square area.
Same as in [2] and [36], the interference range is set to be
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425m, which is 1.7 times the outdoor transmission range
(250m) in IEEE 802.11n. If the distance of two bidders’
is less than the interference range, they will interfere with
each other. At the beginning of each time slot, the probability
of a bidder submitting a request is 50%. As for a request
Bi = (bi,ai,t;), b; and t; are randomly distributed in (0, 2] and
(0, 6], respectively. The probability of miss detection is ran-
domly distributed in (0.05,0.3], and at the beginning of each
time slot, the probability of a channel changing state is 10%.

The number of bidders N, channels M and total time slots
T vary from 50 to 300, from 5 to 40, from 5 to 40, respectively.
In the simulations, we vary only one factor while fixing other
factors.

We use FORTUNE, LOTUS [3], and Li’s design [34],
which refer to as ‘Base’ in the following, to conduct the
simulation experiments. In addition, in order to verify the
effect of screening, we also added Fortune without screening
phase in experiments as a comparison.

B. Efficiency

In the simulations, some metrics are used to evaluate
spectrum allocation efficiency, which are as follows:

e Channel utilization: The average number of bidders allo-
cated with one channel.

e Fairness: The value that determine whether bidders are
receiving a fair share of channels.

1) Results on channel utilization: The evaluation results on
channel utilization are shown in Fig.4.

The relationship between channel utilization and the number
of bidders is shown in Fig.4(a). Channel utilization increases
with the increase of the number of bidders in both LOTUS and
FORTUNE, but the difference between them also increases.
For the reason that LOTUS may allocate a channel whose
actual state is busy to winning groups, which results in no
allocation of some idle channels and the decrease of channel
utilization. The channel utilization on the number of channels
is shown in Fig.4(b), channel utilization decreases when the
number of channels rises up. The reason of it is that the
number of bidders is fixed, leading to some idle channels not
allocated to bidders. Fig.4(c) shows the channel utilization on
the number of total time slots. With the increasing of total time
slots, channel utilization gradually tends to be stable, which
means that the number of total time slots has little effect on
channel utilization. As for Base, it does not consider spatial
reusability and a channel is allocated to one bidder in each
time slot, which makes channel utilization almost unchanged
in all situations. As a result, FORTUNE can obtain a higher
utilization than others in nondeterministic spectrum allocation.

2) Results on fairness: We evaluate the fairness by using
Jain’s fairness index [37], which is defined as

C (Ciew )
W iew ai’
where a; is the number of channels allocated to bidder 7 and

W is the set of winning bidders. The value ranges from ‘—Vl[,l
(the worst case) to 1 (the best case).

J (12)
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The evaluation results on fairness are shown in Fig.5(a).
There is not much difference between FORTUNE and LOTUS,
and fairness of them are remarkably higher than that of Base.
It is for the reason that Base does not consider spectrum spatial
reusability and allocates a channel to one bidder per time slot,
thus channels are more likely only allocated to the bidders
with higher true valuations.

Moreover, from Fig.4(a) to Fig.5(c), the channel utilization
and fairness of FORTUNE with screening are always higher
than those of FORTUNE without screening, which verifies the
effectiveness of screening phase of FORTUNE.

C. Reallocation

Due to imperfect spectrum sensing, an allocated channel
m may turn into busy in the coming time slot ¢. To avoid
Interference, FORTUNE does not allow second users who
transmit information on channel m in time slot ¢t — 1 continue
using the same channel in time slot ¢. For the purpose of
improving channel utilization, FORTUNE resets those requests

with respect of channel number. with respect of SU number.

that were stopped in the middle as virtual requests, which is
called reallocation in Section IV. In this subsection, we make
a simulation to see how much reallocation improves channel
utilization.

As shown in Fig.6(a), the channel utilization in FORTUNE
with reallocation are higher than without reallocation under
different parameters. Fig.6(b) presents the channel utilization
of FORTUNE with reallocation under different settings. From
Fig.6(c) and Fig.6(d), we can observe that the trend of uti-
lization in different settings is consistent with the previous
discussion. It’s worth noting that the difference of channel
utilization between FORTUNE with and without reallocation
becomes smaller as channel number increases, which is in turn
when SU number arises. This implies that when the channel
is relatively sufficient, the role of reallocation is not very
important, otherwise, it plays a key role. Considering that
spectrum resources in real life are already very limited, we
believe that reallocation will be crucial in nondeterministic
spectrum allocation.
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D. Truthfulness

In this subsection, simulation results are used to verify the
truthfulness of FORTUNE.

In simulations of FORTUNE and LOTUS, we randomly
select a bidder and record the utilities she obtains by bidding
truthful and untruthfully, respectively, while other parameters
remain the same. We vary the number of bidders in both
mechanisms and run the experiment 50 times in each situation.
As shown in Fig.7(a) and Fig.7(b), the selected bidder cannot
improve her utility by bidding untruthfully, and obtain the
same or lower utilities conversely, which verified the truth-
fulness of FORTUNE. The results of the same experiments in
LOTUS is shown in Fig.7(c) and Fig.7(d), and the selected
bidder can gain higher utilities by cheating bids than truthful
bids. Simulation results show that FORTUNE is a truthful
mechanism under uncertain spectrum availability and LOTUS
does not achieve truthfulness.

VII. CONCLUSION

In this paper, we introduce an online nondeterministic
spectrum allocation problem and some challenges it faces.
Through simulations, we demonstrate that existing mecha-
nisms designed for deterministic allocation cannot be directly
applied to nondeterministic allocation because the auctioneer
may gain negative utilities in this scenario. We then proposed
FORTUNE, the first truthful online mechanism under uncer-
tain spectrum availability. In order to obtain a higher channel
utilization, FORTUNE eliminates some bidders who have large
impacts on their neighbor bidders. Then, a sorting and winner
determination method is presented to realize the truthfulness of
bidders. Evaluation results show that FORTUNE achieves not
only truthfulness, but also up to 50% higher channel utilization
than LOTUS under uncertain spectrum availability.

REFERENCES

[1] Ridhima and A. Singh Buttar, “Fundamental operations of cognitive
radio: A survey,” in Proc. IEEE Int. Conf. Electr, Comput. Commun.
Technol. (ICECCT), Feb. 2019, pp. 1-5.

4641

[2] F. Wu, Q. Huang, Y. Tao, and G. Chen, “Towards privacy preservation in
strategy-proof spectrum auction mechanisms for noncooperative wireless
networks,” IEEE/ACM Trans. Netw., vol. 23, no. 4, pp. 1271-1285,
Aug. 2015.

[3] Y. Chen, P. Lin, and Q. Zhang, “LOTUS: location-aware online truthful
double auction for dynamic spectrum access,” IEEE Trans. Wireless
Commun., vol. 14, no. 2, pp. 1092-1099, Feb. 2015.

[4] S. Wang, P. Xu, X. Xu, S. Tang, X. Li, and X. Liu, “TODA: Truthful
online double auction for spectrum allocation in wireless networks,” in
Proc. IEEE Symp. New Frontiers Dyn. Spectr. (DySPAN), Apr. 2010,
pp. 1-10.

[5] Q. Wang et al., “Robust large-scale spectrum auctions against false-
name bids,” IEEE Trans. Mobile Comput., vol. 16, no. 6, pp. 1730-1743,
Jun. 2017.

[6] T. Sanguanpuak, S. Guruacharya, N. Rajatheva, M. Bennis, and M.
Latva-Aho, “Multi-operator spectrum sharing for small cell networks: A
matching game perspective,” IEEE Trans. Wireless Commun., vol. 16,
no. 6, pp. 3761-3774, Jun. 2017.

[71 M. Lopez-Benitez and F. Casadevall, “Signal uncertainty in spectrum
sensing for cognitive radio,” [EEE Trans. Commun., vol. 61, no. 4,
pp. 1231-1241, Apr. 2013.

[8] F.Z.ElBahi, H. Ghennioui, and M. Zouak, “Spectrum sensing technique
of OFDM signal under noise uncertainty based on mean ambiguity
function for cognitive radio,” Phys. Commun., vol. 33, pp. 142-150,
Apr. 2019.

[9] O. H. Toma, M. Lopez-Benitez, D. K. Patel, and K. Umebayashi,
“Estimation of primary channel activity statistics in cognitive radio based
on imperfect spectrum sensing,” IEEE Trans. Commun., pp. 1-1, 2020.

[10] D. Roy, T. Mukherjee, M. Chatterjee, and E. Pasiliao, “Primary user
activity prediction in DSA networks using recurrent structures,” in Proc.
IEEE Int. Symp. Dyn. Spectr. Access Netw. (DySPAN), Nov. 2019,
pp. 1-10.

[11] Q. Huang, Y. Gui, F. Wu, G. Chen, and Q. Zhang, “A general
privacy-preserving auction mechanism for secondary spectrum markets,”
IEEE/ACM Trans. Netw., vol. 24, no. 3, pp. 1881-1893, Jun. 2016.

[12] Q. Huang, Y. Tao, and F. Wu, “SPRING: A strategy-proof and privacy
preserving spectrum auction mechanism,” in Proc. IEEE INFOCOM,
Apr. 2013, pp. 827-835.

[13] X. Zhou and H. Zheng, “TRUST: A general framework for truthful
double spectrum auctions,” in Proc. IEEE 28th Conf. Comput. Com-
mun. (INFOCOM), Apr. 2009, pp. 999-1007.

[14] Z. Chen, L. Huang, and L. Chen, “ITSEC: An information-theoretically
secure framework for truthful spectrum auctions,” in Proc. IEEE Conf.
Comput. Commun. (INFOCOM), Apr. 2015, pp. 2065-2073.

[15] Z. Chen et al., “PS-TRUST: Provably secure solution for truthful double
spectrum auctions,” in Proc. IEEE Conf. Comput. Commun. (INFO-
COM), Apr. 2014, pp. 1249-1257.

[16] D. Yang, X. Zhang, and G. Xue, “PROMISE: A framework for truthful
and profit maximizing spectrum double auctions,” in Proc. IEEE Conf.
Comput. Commun. (INFOCOM), Apr. 2014, pp. 109-117.

[17] M. Dong, G. Sun, X. Wang, and Q. Zhang, “Combinatorial auction with
time-frequency flexibility in cognitive radio networks,” in Proc. IEEE
INFOCOM, Mar. 2012, pp. 2282-2290.

[18] R. Zhu and K. G. Shin, “Differentially private and strategy-proof
spectrum auction with approximate revenue maximization,” in Proc.
IEEE Conf. Comput. Commun. (INFOCOM), Apr. 2015, pp. 918-926.

[19] P. Xu and X.-Y. Li, “TOFU: semi-truthful online frequency allocation
mechanism for wireless networks,” IEEE/ACM Trans. Netw., vol. 19,
no. 2, pp. 433-446, Apr. 2011.

[20] P. Xu, X. Xu, S. Tang, and X.-Y. Li, “Truthful online spectrum
allocation and auction in multi-channel wireless networks,” in Proc.
IEEE INFOCOM, Apr. 2011, pp. 26-30.

[21] V.S.S. Nadendla, S. K. Brahma, and P. K. Varshney, “Optimal spectrum
auction design with 2-D truthful revelations under uncertain spectrum
availability,” IEEE/ACM Trans. Netw., vol. 25, no. 1, pp. 420433,
Feb. 2017.

[22] Y. Chen, X. Tian, Q. Wang, M. Li, M. Du, and Q. Li, “ARMOR: A
secure combinatorial auction for heterogeneous spectrum,” /EEE Trans.
Mobile Comput., vol. 18, no. 10, pp. 2270-2284, Oct. 2019.

[23] X. Dong, Q. Kang, Y. Xu, Z. Ma, and T. Li, “Poster abstract: A prac-
tical Sybil-proof incentive mechanism for multichannel allocation,” in
Proc. IEEE Conf. Comput. Commun. Workshops (INFOCOM WKSHPS),
Apr. 2019, pp. 1047-1048.

[24] X. Zhou, S. Gandhi, S. Suri, and H. Zheng, “EBay in the sky: Strategy-
proof wireless spectrum auctions,” in Proc. 14th ACM Int. Conf. Mobile
Comput. Netw. (MobiCom), 2008, pp. 2—13.



4642

[25]

[26]

[27]

[28]

[29]

(30]

(31]

[32]

[33]

[34]

[35]

[36]

[37]

IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL. 19, NO. 7, JULY 2020

Z. Zheng, F. Wu, and G. Chen, “A strategy-proof combinatorial heteroge-
neous channel auction framework in noncooperative wireless networks,”
IEEE Trans. Mobile Comput., vol. 14, no. 6, pp. 1123-1137, Jun. 2015.
X. Wang, Y. Ji, H. Zhou, Z. Liu, Y. Gu, and J. Li, “A privacy preserving
truthful spectrum auction scheme using homomorphic encryption,” in
Proc. IEEE Global Commun. Conf. (GLOBECOM), Dec. 2015, pp. 1-6.
P. Xu, X.-Y. Li, and S. Tang, “Efficient and strategyproof spectrum
allocations in multichannel wireless networks,” IEEE Trans. Comput.,
vol. 60, no. 4, pp. 580-593, Apr. 2011.

F. Wu and N. Vaidya, “A strategy-proof radio spectrum auction mecha-
nism in noncooperative wireless networks,” IEEE Trans. Mobile Com-
put., vol. 12, no. 5, pp. 885-894, May 2013.

M. Al-Ayyoub and H. Gupta, “Truthful spectrum auctions with approx-
imate revenue,” in Proc. IEEE INFOCOM, Apr. 2011, pp. 2813-2821.
J. Jia, Q. Zhang, Q. Zhang, and M. Liu, “Revenue generation for truthful
spectrum auction in dynamic spectrum access,” in Proc. 10th ACM Int.
Symp. Mobile Ad Hoc Netw. Comput. (MobiHoc), 2009, pp. 3—12.

X. Dong, Y. Gong, J. Ma, and Y. Guo, “Protecting operation-time privacy
of primary users in downlink cognitive two-tier networks,” IEEE Trans.
Veh. Technol., vol. 67, no. 7, pp. 6561-6572, Jul. 2018.

X. Dong, T. Zhang, D. Lu, G. Li, Y. Shen, and J. Ma, “Preserving geo-
indistinguishability of the primary user in dynamic spectrum sharing,”
IEEE Trans. Veh. Technol., vol. 68, no. 9, pp. 8881-8892, Sep. 2019.
Q. Wang, Q. Sun, K. Ren, and X. Jia, “THEMIS: Collusion-resistant
and fair pricing spectrum auction under dynamic supply,” IEEE Trans.
Mobile Comput., vol. 16, no. 7, pp. 2051-2064, Jul. 2017.

S. Li, Z. Zheng, E. Ekici, and N. B. Shroff, “Maximizing social wel-
fare in operator-based cognitive radio networks under spectrum uncer-
tainty and sensing inaccuracy,” in Proc. IEEE INFOCOM, Apr. 2013,
pp. 953-961.

E. Axell, G. Leus, E. Larsson, and H. Poor, “Spectrum sensing for
cognitive radio : State-of-the-Art and recent advances,” IEEE Signal
Process. Mag., vol. 29, no. 3, pp. 101-116, May 2012.

M. Cheng, X. Gong, and L. Cai, “Joint routing and link rate allocation
under bandwidth and energy constraints in sensor networks,” [EEE
Trans. Wireless Commun., vol. 8, no. 7, pp. 3770-3779, Jul. 2009.

R. Jain, D. Chiu, and W. Hawe, “A quantitative measure of fairness
and discrimination for resource allocation in shared computer systems,”
DEC Res., Palo Alto, CA, USA, Tech. Rep., 1984.

Xuewen Dong (Member, IEEE) received the B.E.,
M.S., and Ph.D. degrees in computer science and
technology from Xidian University, Xi’an, China, in
2003, 2006, and 2011, respectively. From 2016 to
2017, he was a Visiting Scholar with Oklahoma State
University, OK, USA. He is currently an Associate
Professor with the School of Computer Science,
Xidian University. His research interests include
cognitive radio networks, wireless network security,
and big data privacy.

Zhichao You received the B.E. degree in infor-
mation and computing science from South China
Agricultural University, Guangzhou, China, in 2018.
He is currently pursuing the M.S. degree in com-
puter science and technology with Xidian University,
Xi’an, China. His research interests include cogni-
tive radio network and wireless network security.

Liangmin Wang (Member, IEEE) received the B.S.
degree in computational mathematics from Jilin Uni-
versity, Changchun, China, in 1999, and the Ph.D.
degree in cryptology from Xidian University, Xi’an,
China, in 2007.

He is currently a Full Professor with the School
of Computer Science and Communication Engineer-
ing, Jiangsu University, Zhenjiang, China. He has
published over 60 technical articles at premium
international journals and conferences, like the IEEE
TRANSACTIONS ON INTELLIGENT TRANSPORTA-
TION SYSTEMS, the IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY,
the IEEE Global Communications Conference, and the IEEE Wireless Com-
munications and Networking Conference. His research interest includes data
security and privacy. He has severed as a TPC member of many IEEE confer-
ences, such as the IEEE ICC, the IEEE HPCC, and the IEEE TrustCOM. He
is a member of ACM and a Senior Member of Chinese Computer Federation.
He is an Associate Editor of Security and Communication Networks. He has
honored as a Wan-Jiang Scholar of Anhui Province in November 2013.

Sheng Gao (Member, IEEE) received the B.S.
degree in information and computation science from
the Xi’an University of Posts and Telecommunica-
tions in 2009, and the Ph.D. degree in computer
science and technology from Xidian University in
2014. He is currently an Associate Professor with the
School of Information, Central University of Finance
and Economics. He has published over 30 articles
in refereed international journals and conferences.
His current research interests include data security,
privacy computing, and blockchain technology.

Yulong Shen (Member, IEEE) received the B.S. and
M.S. degrees in computer science and the Ph.D.
degree in cryptography from Xidian University,
Xian, China, in 2002, 2005, and 2008, respectively.
He is currently a Professor with the School of
Computer Science and Technology, Xidian Univer-
sity, and an Associate Director of the Shaanxi Key
Laboratory of Network and System Security. He
has served on the technical program committees of
several international conferences, including NANA,
ICEBE, INCoS, CIS, and SOWN. His research inter-
ests include wireless network security and cloud computing security.

Jianfeng Ma (Member, IEEE) received the B.S.
degree in mathematics from Shaanxi Normal Uni-
versity, China, in 1985, and the M.E. and Ph.D.
degrees in computer software and communications
engineering from Xidian University, China, in 1988
and 1995, respectively. From 1999 to 2001, he was
a Research Fellow with the Nanyang Technological
University of Singapore. He is currently a Professor
with the School of Computer Science, Xidian Uni-
versity. His current research interests include distrib-
uted systems, computer networks, and information
and network security.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Black & White)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /ArborText
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /ComicSansMS
    /ComicSansMS-Bold
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /EstrangeloEdessa
    /EuroSig
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Helvetica
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Oblique
    /Impact
    /KozGoPr6N-Medium
    /KozGoProVI-Medium
    /KozMinPr6N-Regular
    /KozMinProVI-Regular
    /Latha
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LucidaConsole
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /MVBoli
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Times-Bold
    /Times-BoldItalic
    /Times-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Webdings
    /Wingdings-Regular
    /ZapfDingbats
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 300
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 900
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.33333
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /Unknown

  /CreateJDFFile false
  /Description <<
    /ENU ()
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


