5784

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 69, NO. 6, JUNE 2020

TrustAccess: A Trustworthy Secure
Ciphertext-Policy and Attribute Hiding Access
Control Scheme Based on Blockchain

Sheng Gao

Abstract—Ciphertext-policy attribute-based encryption (CP-
ABE) is widely used in fine-grained access control to achieve the
secure data sharing. However, most of the existing CP-ABE access
control schemes involve intermediary entities, which might suffer
from a high trust-building cost, single point of failure and so on.
Due to the decentralization and transparency of blockchain, some
blockchain-based access control schemes are proposed to address
these problems, but bring new challenges, such as the privacy
leakage of access policy or attribute. In this paper, we propose a new
trustworthy secure ciphertext-policy and attribute hiding access
control scheme based on blockchain, named TrustA ccess, to achieve
trustworthy access while guaranteeing the privacy of policy and
attribute. For one thing, to make the existing hidden policy CP-ABE
more efficient and scalable for blockchain, we propose an optimized
hidden policy CP-ABE, named OHP-CP-ABE, to ensure policy
privacy while satisfying the large universe access requirement. For
another thing, we use the multiplicative homomorphic ElGamal
cryptosystem to ensure the attribute privacy during authoriza-
tion validation. Finally, we theoretically prove the security of our
TrustAccess from the aspects of blockchain operations and OHP-
CP-ABE. Comprehensive comparisons and extensive experiments
are conducted to demonstrate the advantages of our TrustAccess.

Index Terms—Blockchain, access control, CP-ABE, security,
privacy.

I. INTRODUCTION

N RECENT years, attribute-based encryption (ABE) [1] is
I considered to be an advanced cryptographic tool for pro-
viding fine-grained access control over encrypted data, which
has been widely used in various scenarios [2]-[4]. Generally,
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existing schemes based on ABE can be roughly divided into two
variants, namely key-policy ABE (KP-ABE) [5] and ciphertext-
policy ABE (CP-ABE) [6]. In KP-ABE, secret keys are gener-
ated based on access policies that determine which ciphertexts
can be decrypted and ciphertexts are associated with attribute
sets. On the contrary, in CP-ABE, secret keys are generated over
attribute sets and ciphertexts are associated with access policies.
Overall, CP-ABE allows data owners to define their own access
policies, which is considered to be more suitable for access
control than KP-ABE in decentralized autonomous systems.

In most existing CP-ABE schemes [2], [3], [7], to provide a
unified and convenient data access control while reducing the
cost in terms of configuration, deployment and management, a
data owner usually delegates the encrypted data under an access
policy to an intermediary entity such as a cloud server, and a
data user can get a secret key from an authority using a set of
attributes to decrypt the encrypted data from the cloud server.
Apparently, the trustability of data access control is strongly
dependent on the intermediary entities, such as the cloud server
and the authority [8]-[10]. However, they are assumed to be
semi-trusted or trusted respectively, which is not practical in
reality and might suffer from the issues such as a high trust-
building cost, single point of failure and so on.

To alleviate these problems, a promising blockchain technol-
ogy with advantages of decentralization, trust machine, disin-
termediation, transparency and immutability has been proposed
to enhance the trustability of data access control [4], [11]-[15].
More specifically, to achieve a trustworthy access control, most
of the existing work concentrates on deploying access control
policies on a blockchain [11]-[13], [15], and some others pro-
posed to use a blockchain to store encrypted secret keys [4]
or a set of attributes [14]. However, due to the transparency
of blockchain, it would pose a great threat to the disclosure of
privacy by directly sending an access policy or a user’s attribute
set to the blockchain [7], [16], [17]. Particularly in CP-ABE
schemes, one can infer some private attributes from the access
policies that are embedded into ciphertexts [ 18]—[20]. Therefore,
to achieve a trustworthy secure access control scheme based on
blockchain, it is necessary to design a CP-ABE scheme with
hidden access policies and attributes.

Policy Hiding: Most of the existing work focused on CP-ABE
schemes with hidden access policies takes two forms, namely
fully hidden [21] and partially hidden [22], where the former
refers to that none of the attributes can be revealed with the access
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policies and the latter means hiding sensitive attribute values
revealed in the access policies and keeping only the attribute
names. Note that fully hidden access policies can guarantee a
better privacy, while partially hidden access policies can pro-
vide a better efficiency [7]. Generally, a CP-ABE scheme with
fully hidden access policies can be achieved by Inner-product
Predicate Encryption (IPE) [21]. Lai efr al. [17] proposed a
ciphertext-policy hiding CP-ABE scheme, and prove that it is
fully secure. However, it is appropriate for a small universe. That
is, the key size increases linearly as the number of attributes
increases. As aresult, it is hard to define the system boundary of
key sizes, which is unsuitable for blockchain systems with high
scalability requirements.

Attribute Hiding: In existing schemes [7], [16], [23], [24],
a data user should provide an intermediary entity such as an
authority with a set of attributes for getting the secret key.
However, the presence of corrupted intermediary entity might
cause a great threat to the attribute privacy. Note that the attribute
privacy refers to the privacy of an attribute set possessed by the
data user. Michalevsky and Joye [16] proposed the first attribute-
hiding multi-authority ABE scheme based on decentralized IPE.
However, it can only hide the overall set of attributes while still
revealing the attributes that an authority is controlling. Thus, it
is very urgent to achieve a full attribute privacy protection while
getting the secret key in CP-ABE based on blockchain.

In this paper, we propose a trustworthy secure ciphertext-
policy and attribute hiding access control scheme, named
TrustAccess, to address the issues mentioned above such as the
high trust-building cost, single point of failure, trustability of
data access control, small universe and privacy leakage. To the
best of our knowledge, this is the first practical blockchain-based
access control scheme with guaranteeing the privacy of both
access policies and attributes.

Opverall, our main contributions are summarized as follows.

e We propose a new trustworthy secure access control sys-
tem based on blockchain, named TrustAccess, which can
address the high trust-building cost, security and privacy
issues caused by the involvement of an intermediary entity.
In our TrustAccess, by sending the ciphertext policies to a
blockchain via transactions, we can achieve a distributed
and trustworthy access control management.

® We propose a ciphertext-policy and attribute hiding scheme
to protect the privacy during the access control in our
TrustAccess. For one thing, we optimize the scheme of Lai
et al. [17] by designing a large universe and hidden policy
CP-ABE for blockchain, named OHP-CP-ABE, which can
encrypt the data and address privacy leakage of access
policies on account of the transparency of blockchain.
For another thing, we use the multiplicative homomorphic
ElGamal cryptosystem to provide a full attribute privacy
protection while getting the secret key in CP-ABE based
on blockchain.

e We theoretically prove the security of TrustAccess in
terms of blockchain operations and OHP-CP-ABE. Com-
parisons of related schemes and comprehensive experi-
ments are conducted to demonstrate the advantages of our
TrustAccess.
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The remainder of this paper is organized as follows. We
introduce the related work in Section II, and the preliminaries
in Section III. We present an overview of our proposed
TrustAccess in Section IV. More design details of our
TrustAccess are presented in Section V. We analyze the security
of our TrustAccess in Section VI and make comparisons and
performance evaluation of our TrustAccess in Section VII.
Finally, we make a conclusion in Section VIII.

II. RELATED WORK

Access control is an important method for privacy protec-
tion [25]—[28]. In this section, we would introduce some related
work in the filed of blockchain-based access control.

A. Transaction-Based Access Control Schemes

Recent studies have taken advantages of blockchain to es-
tablish transaction-based access control systems for secure data
sharing. Li et al. [12] proposed a secure system for [oT by using
blockchain and certificateless cryptography. Access policies
determined by the data owner are represented by an access
control list on the blockchain, and any data user that intends
to access data has to check if its identity belongs to the access
control list by a transaction. Dorri et al. [13] proposed a local
and private blockchain for access control scheme among smart
home devices. Specifically, the access policies are stored in
the block header while the access operations, device additions
and deletions are recorded in the block body. Ding ef al. [14]
proposed a novel attribute-based access control scheme, where
the attributes of each IoT device are recorded in transactions and
managed by multiple attribute authorities. The data access is al-
lowed when the attributes recorded on the blockchain are enough
to match the access policy. Di Francesco Maesa et al. [15]
achieved an access control system based on Bitcoin platform,
which can manage access policies and realize the transfer of
permissions between users through transactions. Wu et al. [23]
proposed a traceable attribute-based encryption scheme, which
sends the hidden policies achieved by attribute bloom filter to
the blockchain via transactions. Ouaddah et al. [29] proposed a
distributed access control framework named FairAccess based
on blockchain within their prior proposed reference model [30].
Zyskind et al. [31] proposed a decentralized system for protect-
ing mobile application data, in which access permissions are
also placed on the blockchain through transactions. The data is
encrypted by the shared key and routed to a distributed hashtable
for off-blockchain key-value storage. Wang et al. [4] proposed a
fine-grained access control framework for decentralized stor-
age system based on IPFS, Ethereum blockchain and ABE.
However, there are still some security challenges, such as the
privacy leakage of access policies, a poor level of intelligence
and scalability.

B. Smart Contract-Based Access Control Schemes

Smart contract is a computerized transaction protocol, which
specifies transactions rules and can be self-verifying and
self-executing in the blockchain [32]. It has been introduced into
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TABLE I
NOTATIONS IN THIS PAPER

Notations Descriptions

G,Gr Two cyclic multiplicative groups
Att; An attribute

S = {Att1, Atta,--- , Attp}  An attribute set

A={W, Wa,--- , Wy} An access policy

T A tree-structured access policy

A A security parameter

PK A public key in OHP-CP-ABE

MSK A master secret key in OHP-CP-ABE
SKy A secret key in OHP-CP-ABE

m A message (data sharing by data owner)
CcT A ciphertext

T A vector generated by an access policy
3 A vector generated by an attribute set
BPK A public key registered in blockchain
BSK A private key registered in blockchain
E() ElGamal encryption algorithm

access control management to improve the level of intelligent
control. Lin et al. [33] proposed a blockchain-based security
mutual authorization system to solve the security problems in the
centralized management of industrial equipments. They achieve
the access control by combining permission data hash table
and smart contract. Xiao et al. [34] proposed the PrivacyGuard
system for controlling access to personal privacy data, where
an off-chain executed smart contract is used to specify access
conditions and access records are stored in a distributed ledger.
Azaria et al. [35] proposed the MedRec, which uses smart
contract on the blockchain to achieve permission management
for secure medical data access. To improve the security of
MedRec, Dagher et al. [36] proposed a blockchain-based frame-
work named Ancile for secure medical records sharing, which
also uses smart contract to heighten access control. Alphand
et al. [37] proposed a blockchain architecture for secure IoT, in
which smart contracts are used to authorize access permissions
and the user obtains the key through a trusted server. Novo [38],
[39] proposed an access control architecture based on blockchain
for IoT, in which the miners authorize devices based on the
smart contract written by the manager according to the access
rules. Xu et al. [40] proposed the BlendCAC, a capability del-
egation mechanism for permission propagation, which realizes
the registration, propagation and revocation of access autho-
rization by using smart contract. Zhang et al. [41] proposed
three types of contracts, namely access control contract, judge
contract and register contract, to improve the level of trust
and intelligent access control. However, these schemes mainly
focus on improving the level of automated access and reducing
the management cost, while doing insufficiently to meet the
fine-grained, scalability and privacy access requirements.

III. PRELIMINARIES

In this section, we review some basic knowledge associated
with our TrustAccess. For clarity, we first present some notations
used in this paper in Table 1.

A. Blockchain

Blockchain is a distributed shared ledger, which inte-
grates with various techniques discussed below to build trust
relationship among peers that distrust each other without the
involvement of a trusted authority [42], [43]. Compared with a
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public blockchain, a consortium blockchain is formed by a set
of preselected nodes, wherein access control is one of the main
methods to achieve privacy protection.

e Data structure: Each data block is made up of a block
header and a block body, where the block header con-
tains a cryptographic hash to previous block for trace-
ability and immutability and the block body contains
the details of transactions [42], [44]. To guarantee the
blockchain with tamper-proof, integrity and authenticity,
cryptographic hashes and digital signatures as two primary
cryptographic primitives are used [45].

e Consensus protocol: It defines acommon rule among nodes
in blockchain to generate a new block. A great deal of
research on blockchain consensus has been done, which
can be classified into probabilistic consensus and deter-
ministic consensus [46]-[49]. Compared with probabilistic
consensus, deterministic consensus algorithms are mostly
BFT-based and its variants, which can achieve much higher
throught and are widely used in consortium blockchains.

® Smart contract: The concept is firstly described as a com-
puterized transaction protocol by Nick Szabo [50]. The
emergence of blockchain provides a secure running en-
vironment for smart contract, and it is firstly integrated
into Ethereum by Vitalik Buterin [51]. Smart contracts
negotiated by all nodes are broadcast to the blockchain
by transactions for consensus, where those contract terms
can be self-verifying and self-executing once one or more
predefined conditions are triggered. A blockchain has built-
in smart contract that implement its transaction logics and
any distributed application can invoke smart contract via
contract address in the form of transactions.

B. Bilinear Groups of Composite Order

Definition 1 (Composite Order Bilinear Groups [17], [52]):
Let G and Gp be two cyclic multiplicative groups of
order N = pqr, where p,q,r are distinct primes. Let
€ : G x G — G be a bilinear map with the properties:

e Bilinearity: Yu,v € G,a,b € Zy, we have é(u®,v’) =

é(u, ).
e Non-degeneracy: Jg € G such that é(g, ¢g) has order N in
Gr.

e Computability: Vu,v € G, é(u, v) can be efficiently com-

puted.

Further, let G,, G4, G, denote the subgroups of G with
order p, g, r, respectively. Therefore G = G, x G, x G,, and
Vhy, € Gy, hy € G4, we have é(h,, hy) = 1. The same is true
for applying € to elements in distinct subgroups.

C. Attribute and Access Policy

We associate each attribute Att; with a unique elementin Zy,
which can be achieved by a collision-resistant hash function H
from {0, 1}* to Zy. Then we assume that there are n attribute
categories.

Definition 2 (Attribute set and Access policy [17]): Let the
nx ! matrix M = (V,...,V;,...,V,) be the possible at-
tributes, where V; = (ki1,...,kij,...,ki;) and k; ; € Zn.
In other words, V; is the set of all possible values
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of the ¢-th category attribute. So the user’s attribute set
S = {Atty, Att,, ..., Att,} can be represented as S={k; j,,
kajyy.- vknjgo }s 7o € {1,2,...,1}. There is an ac-
cess policy A = {W,, ..., W,,...,W,}, where W; C V;. The
attribute set S satisfies the access policy A if and only if
ki,ji eW;, 1 <i<n.

Definition 3 (Vector [17], [21]): Both the access policy and
the attribute set can be represented by a vector of (d + 1)°
elements, where t represents the categories of attributes and d
represents the number of attribute values. In TrustAccess, we
represent the access policy 7 as a tree structure, where each
non-leaf node of the tree represents a threshold gate and each
leaf node is described by an attribute.

The predicate OR, ;, can be encoded as the polynomial

p(x,22) = (21 — L) - (22 — L),

ANDy, ;, can be encoded as the polynomial

7ki7ji;-~-

p(x1,22) = (x1 — L) +r(xy — L), r € Zn.

Now we give an example of the vector representation. Suppose
an access policy with ¢ = 3, d = 1, we randomly select r € Z
and indicate the hash attribute by L4+, = H (category : Att;).
The access policy is as follows.

T = (company : AOR position : PM) AND (detail : U/G).

It can be represented by the polynomial
p(r1, 22, 23) = (21 — 1a) - (22 — Ipn) + (23 — Iy))
=0-zyxox3+ 1 - 2120 +0- 2123
+ 0 2023 + (—Ipp)rr + (—1a)22
+ ras + (Lalpyr — rlyyc).
So the T can be represented by an 8-element vector
7=(0,1,0,0,~Ipnr, —La, 7 Ialpyr — 1y a).
On the other hand, a user has an attribute set
S = {company : A, position : QA, detail : U/G).
It can be represented by an 8-element vector
U= (Ialgalvja, Ialga, Ialy/a, Igalya,
Ia, Iga,Iyja,1).

Obviously, the attribute set S satisfies the access policy 7 and
Z - U = 0. In the above process, the 7 cannot be derived from
the vector Z, but the Z - ¥ can be used to determine whether the
access policy is satisfied.

D. ElGamal Cryptosystem

ElGamal cryptosystem [53] is a public key encryption sys-
tem with the multiplicative homomorphic property, which is
described as follows.

e Key generation: Let G| be a cyclic group of large prime

order g . It selects a generator g; of G| and arandom integer
z (1 <z <gq —2), and then computes h = g¥mod q;.
The public key is (G, q1, g1, h) and the secret key is .
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¢ Encryption: To encrypt a message m € Gy, it selects aran-
dom integer r and then computes the ciphertext E(m)
(c1,¢2) = (gTmod q1,mh™mod q).

e Decryption: To decrypt the ciphertext E(m) = (¢1, ¢2), the
message m = ¢, - ¢; “mod qj.
In fact, it is homomorphic with respect to multiplication.
That is,

E(mi) x E(ma) = (g1",mih™) x (g7, mah")

1472

= (g

= E(ml X mg).

, My X mzhrﬁ_”)

E. Review of Lai et al.’s [17] Scheme

The scheme of Lai ef al. [17] is mainly composed of four

algorithms, namely Setup, Encrypt, KeyGen and Decrypt.

e Setup (1*): In this algorithm, it takes an implicit security
parameter A as input, and outputs a public key PK and a
master secret key M SK.

e Encrypt (PK, m, A): The encryption algorithm
takes as inputs the public key PK, a message m, and an
access policy A over the attributes. It outputs a ciphertext
CT.

e KeyGen(PK, MSK, S): The key generation algo-
rithm takes as inputs the public key P K, the master secret
key MSK and an attribute set S. It outputs a secret key
S K g that can decrypt the C'T'.

® Decrypt (PK, CT, SKg): The decryption algo-
rithm takes as inputs the public key PK, the ciphertext
CT and the secret key S K. It outputs the message m if
the attribute set .S satisfies the access policy A.

IV. SYSTEM OVERVIEW

In this section, we first introduce the system architecture of
TrustAccess and then outline the OHP-CP-ABE. Finally, we
present our security model and design goals.

A. System Architecture of TrustAccess

We introduce the system architecture of our TrustAccess
depicted by Fig. 1, which involves three entities, namely data
owner (DO), data user (DU) and consortium blockchain (CB).

e DO: A DO is responsible for making access policies, and
encrypting the data using OHP-CP-ABE. To achieve a
trustworthy secure access control while improving system
efficiency, the DO sends the ciphertext address to the CB
via a storage transaction T'%sorqge-

e DU: A DU should get the secret key for decrypting the
ciphertext indexed by the address. To protect the attribute
privacy, a DU locally matches the set of attributes with the
hidden policy and encrypts it by ElGamal cryptosystem. If
the matching is successful, it would generate a Proof for
access without privacy leakage, and then broadcast it to the
other nodes in the CB for consensus validation. Note that
the matching and validation process are done by a smart
contract, which can improve the level of intelligent control.
Once verified, the DO generates an access transaction
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Fig. 1. System architecture of TrustAccess.

Tx4ccess to the CB for consensus validation. Once it is
authorized, the DU can obtain the secret key from the DO to
decrypt the ciphertextindexed by the address. Furthermore,
a malicious DU might obtain the secret key by forging
a Proof, but it cannot decrypt the ciphertext because its
attribute set cannot satisfy the access policy made by the
DO.

e CB: A CB is a distributed platform to record T'Tstorqge

and T'x4ccess, Which is formed by DOs and DUSs.

In our TrustAccess, only DOs and DUs in a CB are in-
volved in the access control management as described above.
The computational processes in terms of encryption, decryption
and matching are done locally without the involvement of an
intermediary entity in our TrustAccess. It can prove that our
TrustAccess can not only achieve a distributed and trustworthy
access control, but also protect the privacy of access policies and
attributes.

B. Overview of the OHP-CP-ABE Scheme

In this section, we introduce the OHP-CP-ABE, including
Setup, Enc, KeyGen, and Dec algorithms.

e Setup(l*) — (PK, MSK): The setup algorithm
takes an implicit security parameter A as input, and outputs
a public key PK and a master secret key M SK.

® Enc(PK, m, T) — CT: The encryption algorithm
takes as inputs the public key PK, a message m, and an
access policy 7 over the attributes. It outputs a ciphertext
C'T of m with respect to the access policy 7. Note that only
the user whose attribute set satisfies the access policy 7 can
decrypt the ciphertext C'T". To achieve policy hiding, the ¥
represented by the access policy vectorization is embedded
into the ciphertext.

e KeyGen(PK, MSK) — SKjy: The key generation
algorithm takes as inputs the public key P K and the master
secret key M SK. It outputs a secret key SKy that can
decrypt the ciphertext C'T'.

e Dec(PK, CT, S, SKz) — m or L: The de-
cryption algorithm takes as inputs the public key PK, the

On-blockchain Phase
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Access Phase

{company: B

n positon : PM

| py detil: P/G} &
Get permission '

L@DSK

18. Decrypt

{company: B!
position : QA |

DU ;i;etail: U/G} Cx)

ciphertext C'T', an attribute set S and the secret key S K.
If the attribute set S satisfies the access policy 7, that is
Z - U = 0, it outputs the message m. Otherwise, it outputs
the terminated symbol L.

C. Security Model

In this paper, we use the consortium blockchain and consider
that each node generally follows our protocol, but tries to find out
as much secret data as possible [54]. The public key of each node
can be easily obtained when necessary, and the communication
channel between the users is assumed to be secure, which can
be guaranteed by security protocols such as SSL/TLS. Next, we
define a security model through an interactive game between an
adversary and a challenger. Based on [7], [17], [21], the security
game is described as follows.

® Setup: The challenger runs the setup algorithm Sefup to
generate a public key PK and a master secret key M SK.
The MSK is saved by itself and the PK is sent to the
adversary.

e Phase 1: The adversary adaptively issues queries to the
challenger for the secret key. Afterwards, the challenger
runs key generation algorithm KeyGen and returns the
secret key S Ky to the adversary.

e Challenge: The adversary submits two equal length mes-
sages my, m, and two restricted access policies 77, 7; that
cannot be satisfied by any of the queried attribute sets.
The challenger selects a random bit y € {0, 1}, computes
CT* < Enc(PK,my,T,), and returns C'T™ to the adver-
sary as its challenge ciphertext.

e Phase 2: The adversary continues to probe the challenger
for the secret key with the added restriction that none of
attribute sets satisfies the 7; and 75.

e Guess: The adversary outputs its guess y' € {0, 1} for y
and wins the game if y = 3/.

In this game, the advantage of the adversary is defined as the

P=|Prly=yv]- %|, where the probability is occupied by the
random bits used by the challenger and the adversary.
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Fig.2. The overview procedure of TrustAccess.

Definition 4: The OHP-CP-ABE scheme achieves fully se-
cure if all polynomial time adversaries have at most a negligible
advantage P in the security game.

D. Design Goals

The overall goal of our TrustAccess is to achieve a trustwor-
thy secure ciphertext-policy and attribute hiding access control
management, which can be decomposed into the following re-
spects concretely: (1) It should guarantee the data confidentiality
owned by the DO and achieve a fine-grained and trustworthy data
access control. (2) The access policy should be hidden and only
those eligible DUs can access the data without revealing any
personal information. (3) It should satisfy the practical access
requirements on effectiveness and scalability.

V. THE DESIGN OF TRUSTACCESS

In this section, we first present the overview procedure of our
TrustAccess and then present the construction in details.

A. The Overview Procedure of TrustAccess

Generally, the overview procedure of our TrustAccess can be
simply divided into four phases depicted by Fig. 2, namely setup
phase, encryption phase, on-blockchain phase, access phase.

I

Obtain the secret key
Decrypt the ciphertext
Data access success

T

Access Phase

e Setup Phase: This phase initializes the parameters in the
system, such as composite order bilinear groups and ElGa-
mal cryptosystem.

e FEncryption Phase: A DO specifies an access policy based
on a set of attributes and encrypts the data by the OHP-CP-
ABE scheme for locally secure storage.

® On-blockchain Phase: A DO sends the ciphertext address
with the hidden access policy to the blockchain via a stor-
age transaction. Any DU that wants to access data owned
by the DO should locally match the hidden access policy
7 with a set of attributes U. If successful, the DU would
generate a Proof by ElGamal cryptosystem, broadcast it
to the other nodes in the CB and trigger the smart contract
that has been deployed in each node in the CB to verify
the validity of the Proof. Once agreed upon, the DO would
generate a secret key and send an access transaction to the
CB. It is worth noting that the access transaction is used to
record the access control history of the DO, which can be
used for traceability and accountability.

® Access Phase: The DU can get the secret key once the
consensus process on access transaction is achieved. Note
that the secret key is locally stored in the DO, which
can not be accessed by the CB. It would be distributed
automatically without any human intervention via a secure
communication channel. The DU can use the secret key to
decrypt the ciphertext indexed by the address.
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Now we give a brief overview of the Proof, more details would
be presented in Section V-B. The Proof is an identification to
indicate a successful matching between a hidden access policy
and a set of attributes, which can be regarded as the permission
to get the secret key. As we discussed, the hidden policy has
been stored and can be accessed by any node in the CB. In
order to protect a DU’s attributes privacy while getting the
secret key to achieve a trustworthy access, the DU would locally
match the hidden access policy with a set of attributes, that is
to check if - v = 0. If true, a Proof would be generated by
the ElGamal cryptosystem. Afterwards, it would be sent to the
other nodes in the CB for validation. By using the multiplicative
homomorphic property of ElIGamal encryption, each node would
locally check E(Z) - E(v) = E(0) to judge the validity of the
Proof. Obviously, because the attributes are encrypted and each
verification process is performed locally, the privacy of any DU’s
attributes can be protected.

Furthermore, we use the Practical Byzantine Fault Toler-
ance (PBFT) [55] in our TrustAccess to reach a consensus on
the storage transaction and access transaction. PBFT is a state
machine replication algorithm [55], which is usually used in
consortium blockchains. Due to the limited space, more details
on PBFT are not discussed in this paper. In addition, in order to
address the storage limitation of blockchain, we store ciphertext
locally and send the ciphertext address and integrity check code
to the CB to ensure the locally stored data integrity, while
improving the system scalability.

B. Construction

1) Setup Phase: Our TrustAccess takes a security param-
eter A as input and runs the group generator G(1*) to get
(p,q,7,G,Gr,€é), where G = G, x Gy x G,, G and G are
cyclic groups of order N = pgr. Then the DO performs the setup
algorithm as follows.

e Setup (1*): It picks generators g, g, of G,,G,, re-
spectively, and then randomly chooses a,w € Zy. It also
chooses Ry, R; € G, uniformly at random. The public
key is

PK:(A():gp'RO7 Al :gg'Rla gr,
Y = é(gp,9p)")-
And the master secret key is
MSK = (glhavw)'

2) Encryption Phase: A DO specifies an access policy 7,
which is represented as a matrix with n x [. To guarantee the
access policy privacy, the DO first vectorizes 7 and encrypts a
message m, which is shown as follows.

e Enc(PK, m, 7): Let T=Wy,....,.W;,....,W,)
with W,L' - ‘/i, where ‘/7 = (]431‘71, ey ki,ja ey ki,l)~ The
vector associated with the 7 is Z. The algorithm randomly
chooses s,s;; € Zy and Rg, R ; € G,, and then

computes C=m-Y* Cy= A§ - Rf), where m € Gp. It
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Algorithm 1: Generate a Storage Transaction.
Input:
The identifier S of the storage transaction;
The storage address storeAddress of the ciphertext;
The Ciphertext C'T" generated by the encryption algorithm;
The private key BSKpo of the DO;

Output:
The storage transaction T s;orqge;

1 /* Compute the message digest for C'T" */
checkCode = H(CT);

2 /* Compute the message digest for transaction */
MD = H(S, storeAddress, checkCode);

3 /* Encrypt the message digest with the BSKpo */
sign = Signpskp, (M D);

4 /* Generate the storage transaction */
TZstorage = {5, storeAddress, checkCode, sign};

5 return T'%i0rqges

also computes

A‘lg . R;,jv lkaJ S Wi;
Cij= i
Al

R; ;, otherwise.
where 1 <4 <n and 1 < j <. Finally, the generated

ciphertext is
CT = (%, C, Co, {Cijh<icn, 1<j<1)-

3) On-blockchain Phase: To make a trustworthy secure ac-
cess control management, the DO will send the ciphertext ad-
dress with the hidden access policy to the CB via a storage
transaction, that is,

TZstorage = {5, storeAddress, checkCode, sign},

where S is used to identify storage transaction, storeAddress
denotes the ciphertext storage location (e.g., the hash pointer
of the ciphertext), which is used to index the ciphertext C'T’,
checkCode is the integrity check code of ciphertext, sign is the
digital signature generated by the DO’s private key registered in
the CB. Algorithm 1 illustrates the entire process of a storage
transaction generation. The checkCode is generated by hash-
ing ciphertext, thus any DU can verify the integrity of shared
ciphertext through checkCode. The sign is used to prove that
the transaction is indeed sent by the DO.

After the T'Zg40rage 18 generated, it is broadcast to the other
nodes in the CB for verification. That is to verify the validity of
the transaction through the sign and the ciphertext through the
checkCode. The details are shown in Algorithm 2.

The validity of the T'%st0rage 18 verified by comparing the
message digest M D' generated by the received T%storage With
the message digest M D generated by decrypting the sign
using the public key BPKpo of the DO. If they are equal,
the T'Z4orqge 18 considered to be valid. Note that in order to
reduce the storage cost, the DO only sends the storage address of
ciphertext to the CB. To ensure the integrity of ciphertext stored
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Algorithm 2: Verify a Storage Transaction.

Algorithm 3: Verify the Access Right.

Input:

Tz = {5, storeAddress, checkCode, sign};

The public key BPKpo of the DO registered in the
CB;
Output:

The validation of T'x and CT}

1 /¥ Compute the message digest for the transaction */
MD'" = H(S, storeAddress, checkCode);

2 /* Verify the sign with the public key */
MD = Computeppk,,, (sign);

3if MD' = M D then

4 Obtain the CT according to the storeAddress;

5 /* Compute the message digest for C'T" */

checkCode' = H(CT);
6 if checkCode' = checkCode then
7 | return True;

8 return False;

locally, we should further check whether the message digest
checkCode' of the ciphertext related to the storeAddress is
equal to the message digest checkCode in the T orqge. Once
verified, it would be packaged into a block for consensus by
PBFT [55].

To get the secret key from the DO and ensure the privacy
of attributes, a DU would locally match Z from the CB with
the ¥ that are generated locally based on a set of attributes.
Once 7 - ¥ = 0, it means that the matching is successful, and
the DU would generate a Proof to trigger the smart contract for
validation. Specially,

Proof = { BPKpy, storeAddress, E(7), sign},

where BPKpy represents the DU’s public key registered
in the CB as its identity, storeAddress denotes the cipher-
text storage location that the DU wants to access, E(¥) =
(E(v1), E(v2), ..., E(vy,)) is the result by using ElGamal cryp-
tosystem to encrypt each element in the ¥ and sign is the DU’s
digital signature of the Proof.

After verifying that the signature of the Proof is valid, an
access transaction can be generated for the DU that satisfies
the hidden access policy defined by the DO. Besides, to ensure
that any DU with the valid signing Proof has the access right
indeed, it will broadcast the Proof to the other nodes in the CB
and trigger each smart contract to validate if the DU has the
access right. The validation procedure is shown in Algorithm 3.

To be more specific, it takes as inputs the £(¢) in the Proof, the
hidden policy and parameters required for ElGamal encryption
and then outputs the verification result. Each node in the CB
invokes the smart contract to locally perform multiplicative
homomorphic ElGamal cryptosystem to encrypt each element
in the & generated by an access policy. Note that the verification
process would not reveal the secret key of the DU and the
privacy of the DU’s attributes can be protected. Because of the

Input:
The E(¥) = (E(vy), E(va),- -+, E(v,)) in the Proof;
The hidden policy & = (x1, 22, - - , 2, associated

with the DO’s ciphertext;
The public key (G1, q1, 91, h) of the DU in ElGamal;
The random number 7;

Output:
The verified result of Proof;

1 /* The ElGamal cryptosystem encrypts each element */
for 1<j<ndo
2 L E(z;) = (gimod q1,x;h"mod ¢1);
3 /* Generate the encrypted access policy */
E(f) = (E(x1)7 E(l‘g), T ’E(xn));
4 /* Multiply the encrypted vectors */
result =
E(vy) - E(x1) + E(ve) - E(x2) + -+ E(vy,) - E(xy);
5 /*Verify the result and get the access right */
if result = E(0) then
6 L return True;

7 return False;

Algorithm 4: Generate an Access Transaction.
Input:
The identifier A of the access transaction;
Proof = { BPKpy, storeAddress, E(7), sign};

Output: The access transaction T qccess;

1 if Proof is valid then

2 Get the current time time;

3 /* Compute the message digest for transaction */
MD = H(A, BPKpy, storeAddress, time);

4 /* The DO signs the transaction */

sign = Signpsk o (M D);

5 T:Eaccess =

{A, BPKpy, storeAddress, time, sign};
6 | return Txgccesss
7 return L ;

multiplicative homomorphism, apparently E(Z) - E(¥) = E(0)
if and only if & - ¥ = 0. Therefore, it can enable any node in the
CB to verify whether a set of attributes matches the hidden access
policy to ensure the validity of the Proof, while guaranteeing the
privacy of the DU’s attributes.

After that, the DO generates an access transaction for a valid
Proof, which is described by Algorithm 4. The smart contract
verifies access right and generates the access transaction

TZoceess = {A, BPKpy, storeAddress, time, sign},

where A is used to identify access transaction, time denotes
the T'x4ccess generated time and sign is used to prove that the
T'Z4ccess 15 indeed sent by the DO. Note that the 7'z g ccess pub-
lisher needs to be consistent with the owner of the store Address
within the T'T 4 ccess-
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4) Access Phase: In this phase, the DU authorized by the CB
can obtain the secret key S Ky, which is generated by the DO
that runs the key generation algorithm KeyGen, and then the DU
locally performs decryption algorithm Dec to obtain the data.
Therefore, the access process can be described as follows.

® KeyGen (PK, MSK):The DO randomly selectst; € Zn

uniformly fori = 1,2,...,n,andsetst = X7 ¢;. Then it
computes
DO = g:7t7 Dz = ;i/a~

Finally, the secret key is
SKz = (Do, {Dit<izn)-

® Dec(PK, CT, S, SKg): The set of attributes of the
DU can be denoted as S = {ki j,, k2, - Kij---
knj.t. 7i€{1,2,...,1}. Note that the ciphertext can
be correctly decrypted if and only if the k; ;, satisfies the
access policy made by the DO. The decryption process can
be computed as

C
é(Co, Do) - T3z, é(Ci i, Di)
m-Y?*
E(AS - Ry, g5 - I €(A - Ry, g5 )

m - é(gp, gp)“°
R _ ~ ti
élgs. g5t - T e((g2)* )
m - é(gpvgp)ws
e(gp, 9571 - TIimy é(g5. 94)

m- é(va gp)ws
(g5, 95)

= m.

VI. SECURITY ANALYSIS

In this section, we analyze the security of TrustAccess from
the two aspects of blockchain operations and the OHP-CP-ABE.

A. Security Analysis of Blockchain Operations

There are some security requirements that need to be ad-
dressed, namely trustability, privacy, integrity, traceability.

1) Trustability: To achieve a trustworthy secure data access
control, most of the existing work requires an intermediary en-
tity, which would cause a high trust-building cost, single point of
failure, privacy leakage and so on. In this paper, our TrustAccess
takes advantage of the blockchain with the characteristics of
distribution, disintermediation, transparency and immutability
to address these issues. By sending the generated ciphertext
address with the hidden access policy to the blockchain, we can
guarantee the trustability of access control management without
the involvement of any intermediary entity. In the phase of access
control authorization, the Proof of each DU is verified by a
pre-defined smart contract that achieves trusted authorization
with less human intervention. Therefore, the blockchain plat-
form serving data sharing and access control will be trustworthy.

2) Privacy: Most of the existing work poses a great threat to
the disclosure of privacy by directly storing the access policies
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or attribute sets on the blockchain. To protect these privacy,
the necessary hiding processing needs to be carried. In terms
of access policies privacy, our OHP-CP-ABE can hide access
policies through vector representations. This scheme can not
only realize the fine-grained access control, but also store the
data in an encrypted form such that eavesdroppers cannot obtain
the sensitive data. In terms of the attribute privacy leakage
that a DU faces, we use ElGamal cryptosystem to encrypt
the attributes of the DU during permission validation. Thus,
the privacy protection can be realized in the transparent and
distributed environment of blockchain.

3) Integrity: To increase the scalability of the system, we
store the ciphertext address in the blockchain. However, the
ciphertext associated with the ciphertext address may be changed
by the DO. To ensure that DUs can obtain the integrated data, we
include the integrity check code of the ciphertext in the storage
transaction, which can allow the ciphertext to be verified at any
time to ensure data integrity.

4) Traceability: Our TrustAccess can track and verify the
access control information in the blockchain. Any authorization
is recorded as an immutable access transaction, so a DO will
know which DUs have accessed the locally stored data and
any DU cannot deny the access operation. In addition, storage
transactions can also make it impossible for DOs to deny not
providing their data. The DO can detect malicious attempts by
the DUs through verification.

B. Security Analysis of the OHP-CP-ABE

The OHP-CP-ABE we improved based on Lai et al.’s
scheme [17] can ensure the secure access control off the
blockchain. Our security proof is based on four assumptions,
among which Assumption 1,2 and 3 are used in [7], [17], [56],
[57], and Assumption 4 is used in [7], [17], [56], [58]. Note
that Assumption 1 and 3 are the same as that used in [17]. The
specific assumptions are described as follows.

Assumption 1: Let G, the group generator, be defined as the
following distribution.

(N =par, G, Gr, &) + G(1"), g, <~ G,
gr (i GT, D = (N,G,GTaéag;mgT)’
T1 (iGpXGq; T2£GP'

The advantage of an algorithm A in breaking this assumption is
defined as

Advly = |PrlAD,T1) = 1] — PriAD, T3) = 1]|.

Definition 5: G satisfies Assumption 1, if Adv1 4 is negligi-
ble for any probability polynomial time algorithm .A.

Assumption 2: Let G, the group generator, be defined as the
following distribution.

(N =pgr, G, Gr, é) + G(1*),

Opr X1, Y1 ¢ Gy, X5,V <2 Gy, gr <2 G,

D= (Nv Ga GTa évgpa X1X27 leyrbgr)7

T, <& G, x G,, T) < G,,.
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TABLE II
COMPARISONS OF BLOCKCHAIN-BASED ACCESS CONTROL SCHEMES

Scheme Encrypted Storage Fine Granularity  Attribute Privacy  Policy Privacy  No intermediary entity involved
[13] X X X X v
[11], [14], [29] X v X X v
[371 v X X X X
[23] v v X v X
Our v v v v v

The advantage of an algorithm .4 in breaking this assumption is
defined as

Adv24 = |PrlA(D,T}) = 1] — PrlA(D,T3) = 1]].

Definition 6: G satisfies Assumption 2, if Adv2 4 is negligi-
ble for any probability polynomial time algorithm .A.

Assumption 3: Let G, the group generator, be defined as the
following distribution.

(N:pqra Ga GTa é) — g(l)\)7

R R R
w,s € ZNa gp7Z1 — Gp7 X27Y—2722 — an Gr < Gr7

D = (NaGaGT)éagpvg;)XZag;}/%ZlZLgr)a
R . ws R
Tl — e(gp,gp) ,Tz — GT.

The advantage of an algorithm A in breaking this assumption is
defined as

Adv3 4 = |PrlA(D,T)) = 1] — PrlA(D,T3) = 1]|.

Definition 7: G satisfies Assumption 3, if Adv3 4 is negligi-
ble for any probability polynomial time algorithm A.

Assumption 4: Let G, the group generator, be defined as the
following distribution.

(N = pqr, G? GT7 é) «— g(lk)7
R R
a € Zy, gp < Gpv gqulaQ(i an
gr Ro, R, R < G,
D= (N7G7GT7éangOaggRlagleagqvg’r')7
a R
TI = gpQR7 T2 < GT

The advantage of an algorithm A in breaking this assumption is
defined as

Advd = |PrlA(D,T}) = 1] — PrlA(D,T3) = 1]|.

Definition 8: G satisfies Assumption 4, if Adv4 4 is negligi-
ble for any probability polynomial time algorithm .A.

Theorem 1: If Assumptions 1, 2, 3 and 4 hold, then the
proposed OHP-CP-ABE is fully secure.

Proof: To prove the security of OHP-CP-ABE, we first intro-
duce two additional structures, namely Semi-functional Cipher-
text and Semi-functional Key. And then we prove the security
by using a hybrid argument over a sequence of games. Finally,
the lemmas on which the proof depends are given. More details
about the security proof can be found in Appendix. |

VII. COMPARISONS AND PERFORMANCE ANALYSIS

In this section, we first make comprehensive comparisons
of our TrustAccess with the related work, and then conduct
extensive experiments to demonstrate the efficiency.

A. Comprehensive Comparisons of Our TrustAccess

We compare TrustAccess with related blockchain-based ac-
cess control schemes, which is presented in Table II. We an-
alyze the method mainly from the following aspects, namely
data encrypted storage, fine-grained access control, privacy of
access policies and users’ attributes, and whether an interme-
diary entity is needed. The access control scheme proposed
by Dorri et al. [13] and Alphand et al. [37] can only achieve
coarse-grained access control. Some work [11], [13], [14],
[29] sends access policies or attributes to a blockchain for a
trustworthy access control management. However, they do not
take the security issues caused by transparency into account.
Wu et al. [23] and Alphand et al. [37] proposed to encrypt
and store the data off the blockchain. Both of them depend on
an intermediary entity to distribute the keys, which results in
some privacy concerns with the disclosure of a DU’s attributes.
Overall, these blockchain-based access control schemes can-
not protect the privacy of access policies and attributes at the
same time. We propose the TrustAccess based on blockchain
to achieve a trustworthy secure ciphertext-policy and attribute
hiding access control management. By storing the data encrypted
via the OHP-CP-ABE locally and sending the ciphertext address
with a hidden access policy to the blockchain, we can guarantee
the trustability of access control with the characteristics of
blockchain. In terms of privacy, we propose the OHP-CP-ABE
scheme to prevent the privacy leakage of access policy, and use
the ElIGamal encryption to guarantee the DU’s attribute privacy.

Furthermore, we compare our OHP-CP-ABE with some re-
lated CP-ABE schemes, which is shown in Table III. Bethen-
court et al. [6] proposed the first CP-ABE schemes, which do
not take the policy hiding into consideration. To protect the
privacy of access policy, Lai er al. [56] proposed a partially
hidden policy CP-ABE scheme in a small universe construction.
Zhang et al. [7] also proposed a partially hidden policy CP-ABE
scheme, while extending the scheme proposed by Lai et al. [56]
to a large universe construction. These schemes support Linear
Secret Sharing Schemes (LSSS) realizable access policies. To
achieve a better privacy, Phuong e al. [59] proposed a hidden
policy CP-ABE scheme based on the Viete’s formula, but it is not
fully secure. Lai et al. [17] proposed a fully secure ciphertext-
policy hiding CP-ABE scheme, which is combined with IPE
scheme to realize the partially hidden policy. However, it is
a small universe construction. Generally, these schemes either
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TABLE III
COMPARISONS OF CP-ABE SCHEMES
Scheme  Hidden policy Expressiveness Large Universe Fully Secure  Blockchain
[6] X LSSS X v X
[56] v LSSS X v X
[7] v LSSS v v X
[59] v AND-gates X X X
[17] v AND-gates X N X
Our v AND-gates v v v
2 100 — Lai etal’s scheme [17] . 70007 . Lai et al's scheme [17]
2 —e— Ours E —e— Ours
< = 6000 -
o Q
o g 5000
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Fig. 3. Performance analysis and comparisons. (a) Public key. (b) Key generation algorithm. (c) Encryption algorithm. (d) Decryption algorithm.

achieve a large universe construction or achieve full security.
In our OHP-CP-ABE scheme, we improved the fully secure
scheme proposed by Lai et al. [17] to achieve a large universe
construction and support hidden access policy. In addition, our
TrustAccess uses the blockchain to improve the trustability of
access control management.

B. Performance Evaluation

In this subsection, we conduct real-world experiments to
evaluate the performance of our proposed scheme, and make
performance analysis and comparisons.

1) Experimental Setup: The experiments are implemented
on a laptop (with 1.60 GHz Intel (R) Core (TM) i5-8250 U CPU
and 8 GB RAM memory) based on Windows 10 and the Java
Pairing Based Cryptography Library 2.0.0 [60]. We use Type
Al pairing, which is constructed on the curve y> = 2 + x over
the field Fiy with the composite N being the universe size.

2) Performance Analysis: As we discussed, the efficiency
of our TrustAccess is mainly affected by the operations on
the blockchain and OHP-CP-ABE. For the efficiency of the
operations on the blockchain, in our TrustAccess, we store the
ciphertext address instead of the ciphertext to the blockchain,

which can improve the system scalability. The performance of
operations on the blockchain mainly depends on the consensus
algorithm PBFT, which is not the focus in this paper. Here,
we mainly concentrate on the efficiency of our OHP-CP-ABE.
Compared with the scheme proposed by Lai et al. [17], our
OHP-CP-ABE can achieve a large universe construction, which
is more suitable for blockchain-based systems. The performance
analysis and comparisons are depicted by Fig. 3, where Fig. 3(a)
denotes the result that we achieve a large universe in the setup
phase. Meanwhile, we compare key generation algorithm,
encryption algorithm and decryption algorithm with the
scheme of Lai et al. [17], and experimental results are shown in
Fig. 3(b), 3(c) and 3(d) respectively. Note that all the experimen-
tal results we get are the average values by repeating running for
20 times. As illustrated, the key generation time, the encryption
time and the decryption time increase with the number of
attributes grows, where the x-axis is the number of attributes in
the system and the y-axis is the running time of the algorithm.
In general, the results show that the total time increases as the
growth of the number of attributes. That is because in these
algorithms, the number of variable operations is greatly affected
by the number of attributes. The time that our TrustAccess
spends is relatively shorter than the scheme proposed by Lai
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et al. [17]. That is because we optimize the key generation
process during the setup phase, which achieves a constant
key size. Therefore, the product computations of the random
variables are less than the scheme proposed by Lai et al. [17],
which can achieve a more efficient access management.

VIII. CONCLUSION

The involvement of an intermediary entity would suffer from
a high trust-building cost, single point of failure, privacy leakage
and so on. In this paper, we propose the TrustAccess based on
blockchain, which can achieve a distributed and trustworthy
access control management. To address the privacy issues of
access policy and user attribute in the TrustAccess, we propose
the OHP-CP-ABE to support a large universe and hidden access
policy. In addition, we propose to use ElGamal cryptosystem
to protect a user’s full attribute privacy for trustworthy access.
Theoretical analysis and experimental results indicated that
TrustAccess is more trustworthy, secure, private and scalable
than existing schemes. As for the future research work, we will
consider to optimize and evaluate the operation efficiency of
TrustAccess on the blockchain.

APPENDIX
SECURITY PROOF OF THE OHP-CP-ABE

In this appendix, we detail the proof of the security for OHP-
CP-ABE.

Proof: According to dual system encryption methodol-
ogy [57], we need to define two structures that will not be
used in the real system but will be used in our proof, namely
semi-functional ciphertext and semi-functional key.

Semi-functional Ciphertext: First, the normal cipher-
text generated by the encryption algorithm Enc is

CT' = (%, C', C}, {C} jh<izn<j<1)-

Then, let g, be a generator of the subgroup G,. We randomly
choose exponents xg,z; ; € Zn, where 1 <i<n,1 <j <.
Finally, the semi-functional ciphertext is

CT = (%, C=C", Cy=Cy- g,
{Cij =Ci ;94" h<isni<j<t)-

Semi-functional Key: First, the normal key generated by
the key generation algorithm KeyGen is

SK;; = (Dé)v {D;}léiﬁn)-

Then, we randomly choose exponents yo,y; € Zn,1 < i < n.
Finally, the semi-functional key is

SKy= (Do = Dy-g&, {Di = D; - g% }1<i<n)-

We prove the security by a hybrid argument using a sequence
of games as below.
® Gameg: This game is a real security game, in which the
ciphertext and the key are normal.
¢ Gamej: In this game, the key is normal but the ciphertext
is semi-functional. It is also Games o.
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* Game; k: In this game, the ciphertext is semi-functional,
the first £ keys are semi-functional and the rest of keys are
normal. Suppose (¢ is the number of keys queried by the
adversary, and then 1 < k < (.

e Gamegs: In this game, the ciphertext and the key are semi-
functional. The ciphertext is a semi-functional encryption
of a random message, different from the message provided
by the adversary.

e Gamey: This game is the same as Gameg, except that the
ciphertext is independent from 7; and 7, provided by the
adversary. It is obvious that in the Gamey, no adversary
can have an advantage greater than 0.

The proof requires the following lemma.

Lemma 1: Suppose that G satisfies Assumption 1. Then

Gamegy and Game; are indistinguishable.

Proof: Suppose there is an algorithm A that distinguishes
Game, and Game,, then we will set up an algorithm 13 that
has non-negligible advantage to break Assumption 1. B obtains
9p, gr, T and simulates Game, or Game,; with A.

B randomly chooses a, a;, az, w € Zy. It then sets Ry =
gr's Ri = g2, Ao = gp - Ro, A1 = g - R, and sends A the
public key

PK = (Ao,Al,gT,Y = é(gpvgp)w)'

B can run the key generation algorithm to generate the normal
key in response to A’s key request. A sends B two messages
of the equal length m;, m, and two access policies Ty, 7T>. B
chooses 8 = {0, 1} randomly and does the following.

1) Brandomly chooses s € Zy and R, € G, Italso chooses

si,j € Zn and R;J € G, at random.

2) B computes C = myg - é(gy,T), Co=T - R§- Ry and

T R]g . R;ﬁj, ifUZ',j e Wy
Ci’j - a-Tij Si,j /
Tere R R,

i.;» otherwise.
;

where ] <i<mnand1<j <l r;=s,/s.
3) B sets the challenge ciphertext as CT = (&, C, Cy,

e e

If T+ G,xG, let T=gg®, then C=mg-
é(gpvgp)ws7 CO - 9;9;“ . Ra . R6 and

ggsg‘q‘w' ‘R R/i,j’ ifv; ; € Wi
Cij=

asi,j Ti,j Si,j /
p Jq . Rl - R

i.;» otherwise.

where x; ; = axo when v; ; € W;, otherwise, x; ; = awxor; j,
and 1 <i<mn, 1 <j<I Hence, the ciphertext is semi-
functional and BB simulates Game;. If T’ <i Gy, itis anormal
ciphertext and B simulates Gameg. Finally, B can use the
output of A to distinguish between these possibilities for 7.
|

Lemma 2: Suppose that G satisfies Assumption 2. Then
Game; k1 and Games; g are indistinguishable.

Proof: Suppose there is an algorithm 4 that distinguishes
Game; 1 and Games i, then we will set up an algorithm
B that has non-negligible advantage to break Assumption 2. 5
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obtains g,, X1 X5, Y1Y2, g, T and simulates Games y_; and
Gamey i with A.

B randomly chooses a, a, az, w € Zy. It then sets Ry =
gty Ri = g2, Ao =g, Ro, A1 =gy - R, and sends A the
public key

PK = (A()vAlagT,Y = é(gpagp)w)'

B knows the master secret key M SK = (g, a, w).
Next, we explain how B answers the j-th key query.
e For j < k, B creates a semi-functional key by randomly
choosing t; € Zy uniformly for ¢ = 1,2,...,n, and sets
t = X_,t;. Then it computes

Do = (MY2)“™t, D; = (V1Ya)h/e.

Note that this is a distributed semi-functional key.
e Forj > k, B can run the key generation algorithm KeyGen
based on the master secret key MSK to generate the

normal key.
e For j =k, B creates a semi-functional key by randomly
choosing ¢; € Zy uniformly fori = 1,2,...,n, and sets

t = X7 ¢;. Then it computes
Dy =T%", D; =T"/".
T & Gp X Gy, let T = gpgg,c € Zn, then
Do =gy 'g¥, Di = g/ gy

where yo = c(w —1t), y; =ct;/a. This is a semi-
functional key. It is a normal key, if T’ <i Gp.

At some point, .4 sends B two messages of the equal length
my, my and two access policies 77, 7. B chooses = {0, 1}
randomly and does the following.

1) Brandomly chooses s € Zy and R, € G,.. Italso chooses

sij € Zy and R} ; € G, at random.

2) B computes C = mg - é(g‘l’j,Xng), Co=XX, R§-

Ry and

{(Xle)a - R}
iy = I
(X1 Xo)"" - Ry

'Rg_’j, if”UZ‘J‘ e Wy

- R

i.j» otherwise.
where ] <i<nand1<j<I r,;=s,/s.
3) B sets the challenge ciphertext as CT = (&, C, Cy,
{Ci,j h<i<ni<j<i) and sends to A.
Let X3 X, = g;g;”“,thené =mg - €(gp, 9p)“°, Co = 9595 -
R - Rj, and

as  Li,j s / : .

o 9p°9q"" - Ry - R ;, ifv; ; € Wi

15 =N asis wri s ,
gp 7gq" - R - R, otherwise.

where x; ; = axo when v; ; € W;, otherwise, x; ; = axor;,j,
. . . R .
and 1 <7 <n, 1 <j <l Hence, if T <— G, then B simu-

lates Gameg 1. If T’ £ G, x Gy, B simulates Gamesy .
Finally, BB can use the output of A to distinguish between these
possibilities for 7. |

Lemma 3: Suppose that G satisfies Assumption 3. Then
Game; ¢ and Gamegs are indistinguishable.
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Proof: Suppose there is an algorithm A4 that distinguishes
Game; ¢ and Gamegs, then we will set up an algorithm B
that has non-negligible advantage to break Assumption 3. 3
obtains g, g;’Xz, g;YZ, 21723, gr, T and simulates Games ¢
and Gamegy with A.

BB randomly chooses a, aj, ap, w € Zy. It then sets Ry =
g:', Ri =g, Ay =gy Ro, A1 =g, - Ry, and sends A the
public key

PK = (AOaAlagTvY - é(gp?g;)XZ) = é(gpagp)w)

B creates a semi-functional key by randomly choosing ¢; €
Zn uniformly fors =1,2,...,n, and sets ¢t = X" ,¢;. Then it
computes

Do = (2,22)*7t, Dy = (2,1 2,)47°.

Note that this is a distributed semi-functional key.

At some point, .4 sends B two messages of the equal length
mp,m, and two access policies 71, T2. B chooses 8 = {0, 1}
randomly and does the following.

1) Brandomly chooses s € Zy and R, € G,.. Italso chooses

sij € Zn and I} ; € G, at random.

2) B computes C' = mg - T, Cy = g,Ya - Rj - Ry and

(g3Y2)" - R} - R}, if v j € Wi
0. (gpYa)* " R} - R} ;, otherwise.

where 1 <i<mand1<j <[ r;=s;;/s.
3) B sets the challenge ciphertext as CT = (Z,C, Cy,

=N, 13J>

Let g5¥s = gpgi°, then C = mg - T, Co = gy95° - R - R,
and
[ RR i €
0 gatd L Ry .R;,j, otherwise.

where x; ; = axo when v; ; € W;, otherwise, x; ; = axor; j,
and 1 <i<n, 1 <j5<I.

It T < €(gp, gp)™*, this is a properly distributed semi-
functional encryption of mg and B simulates Games (. If

T & G, this is a properly distributed semi-functional en-
cryption of a random message in G and B simulates Games.
Finally, B can use the output of A to distinguish between these
possibilities for 7. ]

Lemma 4: Suppose that G satisfies Assumption 4. Then
Games and Gamey are indistinguishable.

Proof: Suppose there is an algorithm A that distinguishes
Gameg and Gamey, then we will set up an algorithm B
that has non-negligible advantage to break Assumption 4. B
obtains g, Ro, g, R1, 9pQ1, 9p, gr, T and simulates Games and
Gamey with A.

B sets Ag = g, Ro, A1 = g, R1, and sends A the public key

PK = (A0>A17g7"ay = é(gp’gp)w)'

B creates a semi-functional key by randomly choosing t; €
Zn uniformly for i =1,2,...,n, and sets t = X7"_,¢;. Then
it computes Dy = (,Q1)“ %, D; = (g,Q1)%/®. If let Q;
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gg,c € Zy, then
—t ti i
Dy =g 'g¥, D; = gki/*g¥,

where yo = ¢(w —t), y; = ct;/a. Note that this is a semi-
functional key.

At some point, .4 sends B two messages of the equal length
my, my and two access policies 71, 72. B chooses 8 = {0, 1}
randomly and does the following.

1) B randomly chooses s,%;; € Zy and R, € G,. It also

chooses s; ; € Z and R;’j € G, at random.

2) B computes C L Gr, Co = g,93° - R - Ry and

/ Ty W
TR} ;-gq", ifvij € Wy
Cij= ) i
T - R; ;- gq"”, otherwise.

where ] <i<nandl1 <j<I. B
3) B sets the challenge ciphertext as CT = (Z,C, Cy,
{Ci,j}lgign,lgjgl) and sends to A.
Let T'= ggQR, then Q :gg/,c’ € Zn, we have C <&
Gr, Co = g,93° - R§ - Ry and
Gig  RRL,

as;j T i ,
gp '9q"" - R - R,

if V5 € Wi
Cij= )
;» otherwise.

where z; ; = s+ Z;; when v; ; € W;, otherwise, z;; =
dsij+aijand 1 <i<n, 1 <j<ILIT=giQR, then B

simulates Gameg. If T’ £ G, then B simulates Gamey.
Finally, B can use the output of A to distinguish between these
possibilities for 7. |
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