2023-04-25 14:37:19
https.//kns.cnki.net/kecmg/detail/61.1076.TN.20230425.1241.006.html

2023 4£ 8 H i TR KM Aug.2023
505 H 4 JOURNAL OF XIDIAN UNIVERSITY Vol.50 No.4

BENEDRMHNSHAEFIHR

TXEE, m MK, KEW, E R
(b M%K% 158%K, L 100081)

WE: REFIAESHTBIIFERRA RN, LR EER— R 7" E6IE %48,
Ve —Fr 2 BIEAEHAR, 2o AR R Ik B8 14k 4 BT HIE £ F 094
B A BB, LESNEFTAAR PR O F. 408 XS E0BREE
5] &P SRR BT A AT R M BB T A BURABL A SR F AR F AR, R
—FAERESEPYSERELI T E. G, BT UEAmEBREER LT —HEER
E o TaAabud], il it SR R AFAE A AR AT AR OR B T IR, BAR S HhUH 30 IR
RFBH, LIS RIGAE A AR AW N ERY, FIERMET AR, Lk, ARBER
SEAE T RS ] R A AL RO AR . SR, FIANEE P £ 5T RME A TR & gt
W], B B2 AR kAR IR AAT R R R B R . RJE, X R AAE AT
¥, 4 MNIST #e Fashion-MNIST #4& & b i@ it ad bb 52 30 I4E T B3 75 5 098 2k
XA REF T, E5BA; AER; BARBRA; BAKK

FE S S: TP309 WHERFRIAES: A

Efficient deep learning scheme with adaptive differential privacy

WANG Yuhua, GAO Sheng, ZHU Jianming, HUANG Chen

(School of Information, Central University of Finance and Economics, Beijing 100081, China)

Abstract: While deep learning has achieved a great success in many fields, it has also gradually
exposed a series of serious privacy security issues. As a lightweight privacy protection technology,
differential privacy makes the output insensitive to any data in the dataset by adding noise to the
model, which is more suitable for the privacy protection of individual users in reality. Aiming at the
problems of the dependence of iterations on the privacy budget, low data availability and slow
model convergence in most existing differential private deep learning schemes, an efficient deep
learning scheme based on adaptive differential privacy is proposed. First, an adaptive differential
privacy mechanism is designed based on the Shapley additive explanation model. By adding noise
to the sample features, the number of iterations is independent of the privacy budget, and then the
loss function is perturbed by the function mechanism, thus achieving the dual protection of original
samples and labels while enhancing the utility of data. Second, the adaptive moment estimation
algorithm is used to adjust the learning rate to accelerate the model convergence. Additionally,
zero-centralized difference privacy is introduced as a statistical mechanism of privacy loss, which
reduces the risk of privacy leakage caused by the privacy loss exceeding the privacy budget. Finally,
a theoretical analysis of privacy is made, with the effectiveness of the proposed scheme verified by
comparative experiments on the MNIST and Fashion-MNIST datasets.
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1 8 B

AR, IRBL S ST BORME LA 2 ST TR v A0, FEAE X SCAS 78 38 AT 5 S5 it 10
SRR AL FRFIFRARAE S, AEAL 2 WL M o DB D R JC B4 46 1 22 U 55 rh 3 I Hh B A
B E R E ZRI T S PERE T O A Bedhe LA R S PR B 2 SIREZR (PR TR 2

WA HiH: 2023-01-12
HEEWE: FExHRBEIESE(62072487); Jbni EH AR -4 (M21036)
e T EE (2000—) , %, HRMEREREH LA, E-mail:wyh1921352947@163.com

B (1987—) , B, ##®, 1+, E-mail: sgao@cufe.edu.cn
R (1997—) , B, PRIFLKZEREM AL, E-mail: ichuang12@163.com
BfEEE: AEW (1965—) , B, #¥, L, E-mail: zjm@ cufe.edu.cn



2 P82 HL T RHOR AR % 50 %%

FORF LS AT B e RIZRI B, FWSCER 31 ) 5 2500 o R R P 28 I 2 B TR 471
RN, BBEBSEIRT T BFRBEAL OB BRI B, I UIZRLT (1 B ARBLALNT H b5
BHE AT 7 R AT 55

SR, HH T T B W IR, IR EE 5 S AB A Bi A7 75 1Y) [ R ik B XS tHL B 2 39 n . 3 WL
Bk 75 XA 15 8 S v BU ey AR R HE B B0ty o ARS8 g v AU A A5 AL )1 5 RO 4 BB B T Re R AR
AL 308 o AR 7R 2 ORI RS 2R i ok i 7 I R B 46 - SONG 2 AR H AL 70 2 45 T ) 1 i ey
g, 27 U MASERE M BUBME B BURHERE G E B R AR EA R HERR Y B, BT
BB [ B 2 S R HE T 45 e AN 75 8 TR AL () 45458, SALEM Z5BRIE ] 1 & F-nl DATE %
BT SE BRSNS, W48 B AREA R AR AR B S 5%k, An b, X
R A v 0 ) 7 AR AR KR P VA R VA8 Ao 2 D) 48 e 1) 2 SRR 5 02, dd e K & Bk 2 A
PR R R BIR AL, BIRDE AR S B o Rk gy, B R A HdE AR,

BT PR 2 ST AE B RA S B, DA ()7 RIBI &5 A — L & i (1 B RA TR AP AL R 3G 5 B AL
F By NI HLE RIS ALEI Y InZ AL B TR SR S e i A, W S I E M7 2%
FPESII . Hodr,  [FESINES SOVR S =07 o R B AT LA B N S AT, AR AR Y
SHIRE LT, 2 Z 0 ERVEUA T E 2075 5 B N SR A AR I, Gl AR
NG AR SRS B 1) e B0 ML T RSN vk, T RaL i HN T RBERA
T BRI ITRY, (HEIG N T @S A . R B 7 TR B s WA A, i % 5 Bl no
(Differential Privacy, DP) FiARTERER I Gk 2 hds i sk Pz, A5 2650dE 2B S 5 I140)
A H AR . X —MREEHERRTER, HEMES, BEFHK HA
B AbEE M, JT 2 BRAAR 7 R OCBEAE T AL U AIBRFA R I 2 18] AL 2281, ABADI 2121
Wit 7 —Fh 2y BEALBEHLES B R & (Differential Private Stochastic Gradient Descent, DPSGD) i,
B2 HAR A, MR R E IR, IE 5] NFE 21T (Moment Accountant, MA) >k
IBEEREALRZR, AT ZRAS B S B BEAR SR R A 1 SR, 2R DL S AL T I 2
BUR G BB R R B, B PR T AR v . ZHANG SRR H —Fh 38 3 e 75 11
B AR BT, AR URIEAR Hp A B 0 N I 28 1k T U R R e, DA D B e RS N, (ELE
7 X TR R I A R T S 77, Raedid e ek, ST . Fridmifh iy £
ST FE AT VG B B R 5 i FE R RIURR R, ] S o I FH X v A 1) 3 B 3 [ 2 AR A 48
(1), T B AR NSRRI R RE A T 2, (1R R AL 2R ™ B O TR AR, R A
Z UEAR AR A I, AR &2 85 m . PHAN 208 T — b 5 38 I 4 5 47 17
B, B IREM 3G (Layer-wise Relevance Propagation, LRP) 0iE /7 81 FE i 2 W 4& i A\
it AR DG, PR AR R A OGN S — AN FRBUZ IR R e S, FLIESCEL T MR AL 1) £
JEE K B S B s e KN R, AR LRP BVERT Al A it R IR . s, ZHANG 209
Wit 7 — R 3 N S S B TR R i 2 4 Fefh )5 %€ (adaptive allocation dynamic privacy budget
differential privacy, ADDP), Xf LRP Syk4i i ARG E AT 7 g Ab 2 . LIV 295 A\BENLAGES
ACRA TR, B A IR I 58 BB P N RHEREATHLE), A S BB 1Rk B BE AL A
TFUE RIS SR, AN [T R A0 AL R 7 P 3R B o S 2 Ak R 3 AN R ) s . DA
=TT SRR R WAL I I A, ELIAA 1R L bS5 R B A DG A R R S Rl T
Z IR ZR, ORGP AE DG AT B A RS AT Bl B v e . SE 24, e AT TR A FE LTI 3
BRSSO E, T AE S e B X AT AT 2 2B OC E ) o

AR INA TR L 7 ) 22 03 B AL R T7 S vh AR AE (R S B A TR 2 TR . 0l ] P4
A ST B A S ), A ST T — P 3 22 43 BRORA B R AR BE A 2] (adaptive differential
privacy-based efficient deep learning, ADPE) 5% . A EE TR,

1) Vit —Fh &R 2 RN, #id Shapley I AR Y 78 R 4 1 0 R S8 REASHEAT H
EMNIRBN, AFFEAREMAL TR, FH4E R EWLH R AR AR B SEAREE, T SLxf
JRAEFE A T FAR 2 R AL BB AL AR I B [RI B, CRAIEESCHE (1 o] A

2) ¥ BIE N T EVE S TR BOE R BUH A A, I SRR ARLEE RS, AN [ () 250
s o g, ISR SSOR BE, IR 9 S AR I 2R R RS E 1

3) GIANEE R Z AR I H S HLHI BT R B FAR R AT IR M S R B Gt
B AR 5T B AL 253 2 e ok B AL TR iy SR T B A ik 2 IR, B 4y P A B RA N A 2 T I R &R

4) YT FEIIBRAL M, FRE MNIST A1 Fashion-MNIST %ds 65 b i ik iy A5 7Y 1) 40 S5 e
THEZRIEAT TXTEESRE, S5 HARTT SRAHLE, AR SO T SRR AL

http://journal.xidian.edu.cn/xdxb



%4 EEBF: AEPESRAGHIRAEI TR 3

2 FEHFIR
2.1 E5FaF
FOr AR RN T R B B E T i B AL B EE e A, I T AR, ik
BT TC MR 8 2 ) 235 SRR S T HH PP 2 i T S P O el e A, B S 4 SR T e A R AT A —
A EICRAARUK . E BRI E LW,
EX 1 ((¢,6)-DPID) FHHBAMEIM , Hg A Dom(M) , {Ei N Ran(M) « # KA
BT M X6 T4 8 5 MU 22— 450 SR I ARAT B i 45 D #1 D' < Dom(M) , O < Ran(M) i /&
Pr{M (D) e O] <€’ Pr[M(D") € O]+ & 1)
TFREEAAHLE] M i 2 (,8) - DP. Horfr, Prx] Fan%di x B MR, S8 e INBRRTIS, Ik
BRI IRRRE, & MU, BRAAVRY RS 24505 Nl RBERNLE M KR, s=0/=
I B AN M i L A 22 2 Ba L, B e - DP.
X2 (LRURERY) LEHHEED LR AMEEE f:D>RY, f A RBUREEE
TR s 4 Hp AT AT — S5 S i s LR A 45 R B kA8 1k, 52 U
$; (D) =max|| (D)~ F(D)| )

Horb, DRI D' RATETAIAEAR A, | 2o R S, RN 1 8% 2 S
R 1CEETLEID B £ 5 € (0,1) , (D) 21, BUREEN S, AR, 4 S, o> Y2NE-25/0)

&
i, BEFLHLE] M (D) = f(D)+N(0,S,%c?) Wi & (¢,5) - DP.

2.2 BEHENEFA
TENGRIR AR MRS, TR 2, MRS T EeE T, BEPE)
FafL2Y (zero-concentrated differential privacy, zCDP) & —F#i Iz Fafhfa iR, 5 (s,0)- DP
FLL, X2 UOEARTE S R B RATR AR AL T S T I A B A (1) 43 BT . ZCDP B SE LU o
EX 3 (zCDOPA) X FATR a >1, FFBRFAHLE] M X FAF 2 B MU 25 — 2510 3% O AH A1 530
£ DA D' 2
D, (M (D)|[M (D)) =——IogE[e" "] < p ©)

T FRZ B2 AHLEH L p - zCDP. Hrh, D, (M(D)||M(D") %7 M (D) #1 M (D") [l ] o — Renyi 5,
O RN AR N O B, BIEEAN IR 2 AP AE BRI R, R
© Pr[M (D) € O]
L =ln———2 ="
(M(D)IM (DY) PI’[M (D-) c O]
ASCAg FH ) zCDP — etk il A E # A R .
PR 12U EHLEIR A f (D) + N(0,S%0%) I &£ (1/ 262) - ZCDP.
PR 202 5 W FALEE L p, - ZCDP Fll p, - ZCDP, FBATA LA 2 (o, + p,) - ZCDP.
PR 32U ML M L p - zCDP, HS 4 TAEE 5>0, M E (p+2yplog(l/5),5) - DP.

(4)

Wi /& p, - ZCDP., 24 %44k D #BENLYF 73~ D, D,,..., D, I§F, ¥l M (D) =(M,(DND,),....M, (DND,))
iv%/@{m?x,oi}— zCDP.
2.3 SHAP

SHAPI2 (Shapley additive explanations) & — 7 X 22 4 4% 70 3047 f B% 0 5 7% . SHAP 3% T
Shapley {E ¥4 il B — RPN RFAE VA R 75 v, DA AT & HE A i N R AE X i 2 T 225 SR 1 DT ik
5 o ASEIRL PR TR 45 A AR — e AR B IR R I R B T

http://journal.xidian.edu.cn/xdxb



4 P82 HL T RHOR AR % 50 %%

[M]

@) =d+D. ¢ )
b, g FORMARIEA, M FRBNIHEES, ¢ TP T, ¢ EAEHE 1) Shapley
i, HirEARH

6= gy g A )= ) ©

S, VRIS, RS AFAHEA AR BIIRE, | (Xq) 5 f(x) 4 HI%E
ANEHFAEHE S X ANBFIA AR ) T 25

3 AR
AT 24 B AL AR, ZE B IZRA R eh, 2 26 SHAP B ik 5/ N\ %

RUFROM 25 SR I DT R L, PRI DTk B A9 X g 2% S 06 BOHR AE R 4E FE R AT & RIS, BRBRIE AR
SBR[ O IR, JE T R bl B 3, GT 40 2% R B03EA T 2 8 e R 3R B AL 22 10 =
HXH REGHATINS), WREFEAN ESREE B WA SWME . RSN, @ida
TE MG TR RR FE AT R A S ) 3, TN PR A IR B . kA, IR GIN T B S
R AL LA LI BEA I 250 A2 B RATR SR B AT 1 B ™A% SIS M BE & . %%, AT ADPE 5
FAEARY 7 AN IR E S )RR FRRA T AT, A R ARAE T RS Rt e m e Al sE P . BUA RS
et EwWE 1 Frs.

A1 A%kt A
3.1 RAESE
AXLLBR AN EAE NIERI N K LK, AN EEEME TR &R N
h=a(xW' +b), Horx N¥AFE, h L, b ARET, W N EEMRE. W' +b Rkt
ARy, a() TR AL 4 MRS HCN 0 KRR REL L) » EIETE N, FUIZRr S
Adam EVERAEHESE D L8R R AL L(9) SRINZEFIME M4 . o, BN INGFE AT Nigragon

http://journal.xidian.edu.cn/xdxb



%4 EEBF: AEPESRAGHIRAEI TR 5

UGB, FHHIRIIZREA B J& D TP k/NR | B IBENLEE S .

ADPE 5 R F B8R H & XERY, AIECFIA SR B 22 SRR ) A3, R R 5 4y
M, A LAY A R AR IR T AN HR G B . RIS 3 FEAELE LT PR BERATH 8% g . 1) #K
FARYERET S BER B RS BB R EEHE . 2) BB B bR W 4% BARREA TS
2 5id il %,

3.2 BiF%EIR

BTk, N4 ADPE 7 £ BAGRRE, W% 1 iR, FESNIANE. FET AN,
SIERR BN I GREe BOM AR RS AR I e

1 H@EMEE A RERDHC. MWRINRFER A RS, AR B4 AT T 25 552 m e 1 2
ANV, g B T R AL AR AT 6 T &5 S B e e MR, TS B B R AE TG Ve A AT SR B FAS 2 %t
SRR PR . R, AT OB AEANRFAE 0 TR A 0 B e 75 R (A 3

Ee, SRR B AT R R L TTRR TS, IEECtr, je[LK], FoRE jMFAER
ARSI TTRREE o X TREANMNRAE M |, THEREANMREA i NRHIE R SHAP M8, 4T FEA
HFAZAHE SHAP (8 2Nk MBS R 7245 0E R STk AT . RSN N R A0 T 100 45 56 1)

K |Ctr. . \ ST
BEE, WIS 0, =, % |Ctr | 75 K AMSERTRRIEL A, BUR, 35T %708

pawlei
SRR R 0, ==,

i

2) JRIEFEARRITS) . BB FIEREA JAE AP E N 2% B NBEAE AT, FERE AR N\ PH 22 1 2%
I, A 3 R 22 7 B AAAL )Xo 55 2% R VAR 0 v 0 i 75 R SCENAR BN, T R AE B R AR A 0 A Y
BB M . X RS LEBRFAR R AN T2 IE AR B SR, S R R HE R A ST A . B
W E, NEEARES B IRAFEA x, 2R J AN N FRAEE AR I i G0

&(Mj):&(Mj)+r%TNalAgﬂaﬁ) )

Hodr, As) TR EIG R K BURE o RBPI I HHARFEARSE S B M B R s — MEA x, Al x, A
[, Hox (M) BIH—LE[01], WIBUREE As, tH5U0F

85 = YN E XM= T XM

=2 I(M;) =X (M) | ®

<2max Yl (M,)[1=2K

TRV PT LAt AR A T2 TR SR AL B R TR, i
P R, (R T T3 A Wt TGS SRR K. i B T R,
S 2 MR, ARG T R A (AT SR 0T P

3) B MM, AT A AT, S RE AT ISR Oy v, ) 55 T B
GRS, DRI, DR AR AR, 7T BLR B SO R SR AR L.
SR sigmoid fENHGT FHL, 28 XE KRB, FERITT

L(©)=-> X (v logy, + (- y,)log(a-y,))

1=1 x;eB

ZdZZ{yil IOg(%j"’(l_ yil)IOQ [1_(%]JJ (9)
I xe l+e ™ l+e

@

d

Y v log+e ")+ (1~ y,)log@+e™")

1=1 x;eB

Hrb, H W yiRJE — R s . 8RB TR K R B O AL T 1) — Bt

http://journal.xidian.edu.cn/xdxb



6 P82 HL T RHOR AR % 50 %%

(R) (R)

I1=1 x,eB R=0 R!

(R) (R)
o, 4ZHRAHPP = fl.Rl(O) f5 R'(0)

SRR, FSLHIARREAE y, A5 2 AR P;f”ﬁaé A DA REA S BN IR 7

P « PP +ﬁ N(0,As,°c,’1) (11)
Hrr,  As, RoRin il 2 AR B BUREE . [FBE, R MHABFEARLE & B M B AT e —

BEAS x Al x, AR, A el

d 2
s =SSR -3 R
I=1 R=0 x;eB xeB
d 2 2
- S SURP PO 3 S IR RO 12)

2maXZZIIP(R)||<0|(IH |+ IH,, )

*n I=1 R=0
K, R=0M PY =P =log2, |H|NEJGE— A%ﬁ&%ﬁ%m%ﬁo
4) ZHHF . HIENEETT (adaptive moment estimation, Adam) 5iERLE T 5] N B
BFIE, NAESERT BER R, FUGER IS ) R A i e o, FES5tE .
RN 21 B ﬁze?j?@?fﬁilzliﬁlﬁ%ﬂﬂid\ HEE R4 RN & Jext 5 — B I shic el

KEAHL(G) T BEEME g, « E lVL(e), FLRTH SRR B B — B R A T A B

N

R=

o

1=1 R=1

s, =78 +1-7)9, (13)
S, :7/232+(1_72)th (14)
Hrp, oy My, RoRTEBOERE . B s Als, &m0, @ TH 5 R % RIEIE:
¢ .S,
%=1jﬁ’%=l—ﬁ 4
I Ja AL BE B2 50 2 4
(16)

t+1 \/_ + 5
A, EN T HERFEUER E A N E. AHMER 1, Adam S8 I s FE AR D e e AT,
FIFH 3 S0 B B R HCE RO BB SR M iR R, iR T ARSI R s R T s RS R HR 4
T BE TR A 2 %, AR AL SO FE AR E
5) FaFAB RS 5INZE S BRRMLE IR B 5 ST SRt PR AL B m O BRRL CRAIE , (AN AT 3k 47
Hiit R — 8 IR FAR S, i HTIUE IR RATIURLAN ,  e CRAP B AICHE 7t 2 A Mk B ) JRUR: o AR SO B
FAHLE] M BIRERA A A BENL R 2 Z ~ L) oy oy « TETZAR 2253 BaFL 8 L Pr{Z > €] =0 FRA
RAFZERIFI PR, REHEEZE. (6,0)- DP W UHAEE— R Z 4 RA,
PriZz > e]<s, (HHRATERRFATR F I T2 1
TEIRBES )N Zrad fE rp, B USSR R i ANk AR T8 i, FF HUd W 75 22 2 AL Bt
—HEARAE M) 2 50 RIS E R EAR S 2 IR ), B RAR e 2 Bl A A ) B 3G i 2R
N Rk, A IS ZE S BEAAER ZCDP KGRI, MR MR KK, &

U b SP B R AR AL S 2 TRl R /R . HeR, iW%¢%%ﬁﬁ%ﬁp=%%%%¥,
O nax _npixa
&1 ADPE

http://journal.xidian.edu.cn/xdxb



54 1

IEEF: AERENRPUZIRAFIFE

I BIEIRET , BERIEAE N, aon » KNZBREA B | TIAFHEES M ={M,

HSHEIER g, SURKELO), BMAERE o, Mo,, 2JRBURE As M As,
W BB SH0 FEAARRRAIER po

1) WA S50, AR St & p

2) W EIERIEE R

3) for j—>1 to K do

4)  FFEEONRRE M 6 SRINRR A () BTk Cr,

. ! K|Ctr, |
5 TR LG o, —
) ﬁﬁ)ﬁ{h%eZgﬂm

6 BMEERRS R0, « Lo,

7) end for

8) for t<-1 to T do

9)  FREUIKIIZRE B I REAFEA X,

10)  /AEBhIRMEREA

1) 6F X A YRR NRRAE X (M)

12) XAMQ:XAMQ+éHN®A#aﬂ)

13)  /IRBHMEERE

14)  IEBRREL LG, x) BIELZ B LP)

15) PP« PP+ é N(0,As,’c,1)

16)  HUREHER LG) < X L)

1) B g VL)

18) IEHBE

10) {6/ Adam BRI g < J_S :
S, +

200  BHEH 6, <6 -n9,

21)  NIGETRRAARR

22) If 0« tmodN,, ., DO

22)  pemitod

20,.. 0,

24) ptotal <~ ptotal + p

25) endif

26) tet+1

27) end for

28) ﬁﬁﬂj 0T » Protal

3.3 R

HY 3.1 1 AT, AR S A A A SR i e (b, A L AT T UM R AR B

SRIEBIFEAESE . E o, A E 1, SR BT B B B 247 i Ab 28, M AE I Zkid

FE P g5 (8 2405 IR A B M DG IENE ,  LERCT Tk oMt 3 IR I B R

HR, B XS

W20, SEREINGH AL ZE 3 FERLE SRR, AR AR SR P 2 B R A TEIE X o), ST B Te iz A
AR BB T IR S . P, JEERI SR 1 2 2 7 A KIS UEXT L IR P aL

http://journal.xidian.edu.cn/xdxb



8 P82 HL T RHOR AR % 50 &

IR o

SEHL 3 FE 12 N,y 00 - ZCDP, B (p, +2,[p, log(L/ 5),8) - DP.

WEM: fEFRIR T R, — MNEEREN S A AE S WEE I E SR I Z g —k, B4
BARAAE — S GRA AT T UMM AL B . 36— R AEJFUARREAR NS, ARSI RHE
AR 2 N(O, A, %07 1) PR R TR 75, 55 IR A 40 K o B L RTINS A2 N(0, As, o, 1) FD e e

7, i 20DP YERR 1 AVERE 2 TR, LTI L zcop %Dzlz- 2CDP, Jif
Gmax 2

o =Maxoy o &i% zCDP ML 2 f4ih, AR RHAE VI ZRE AR Fr NG T 2 o, - 2CDP, Horf

je

On

py = Toa 192D g s I e AR ORI TR A, A BRI T AL AP, 8

MR A RIS IR 2 py - ZCDP, LB R ILA S 7 SR B AR R 5 R A s AR EOR TG
Ko BHEAT Ny OUIZRRT, AR E p,- 2CDP, Hh p =N, o0, W5 1 AR
RE5 R TF RRR A G . A, IR 3 WTBASEH zCDP | DP mof%ik, BRGEE 1 #R4tT
(0, +2yp,log(l/ 5),6) - DP. (EAHERAISE, LIk 70 B2 DLEEAS I ZRal R A [R) cdls 45 Dy A2
FeFF I, i RABAEAAM L IHAEER LIgAT, TALBRRRRAIR R RPN,

14

zCDP

12 ===t - MA

, (£,0)-DP L A
10 4 A e

,,,,

Rk gitt

oOt+—=——7T—7T 7T 71T T "~ T T T "~ T T T
0 10 20 30 40 50 60 70 80 90 100

Pl
B 2 Fafadfik 545009 X 7
AR R GRS 23 v LAY R VB AP R R Bhas I MUHLE], BI45 € zCDP H S BEORA Pl A
Pt » FFRINGRZATH S HIWT: FR BRI R E AR R WEATEEZSGRKT 0, AAK
T 0 A GRBEPAT LR, IR UEEEA VNGRS AT B 2 P -2CDP B 2 R T Y 0, =0, =0, =5
B, FEENZGEEREIN, 29K H zCDP.  MA Fl(g,6) -DP RS i BaAA i R AL 10, Hp
0=1x107,

4 SEW5Sh

4.1 LW E

AL MNIST 1 Fashion MNIST P Ap£s A2 AT s2 30 46k . Hor, MNIST #4710
R FSE B A, A 60000 MNMIZEEAFT 10000 MINREEAS, SAFEAH 28X 28 ME &K 4
K EMG R . Fashion MINIST £#ia4E B 10 AP0 A Ak 1B 1 B - 2HL A, 492/ 60000 NIl 25
&1 10000 MR ENR, BAFEREBAS 28 X28 B 5.

SIEEG R TR R 884 Windows 11 64 £i7..CPU 4 12th Gen Intel(R) Core(TM) i7-12700H @2.30
GHz. GPU >4 Nvidia GeForce GTX2050 4GB Iy {7 16GB ] T./Eu, 3T Python 3.8 1/ H.3L5
AR, TRYIZRE {8 F DeepSHAP i &4 NRFIEXT 4t (9 5Tk B, >R FH Tensorflow1.5.0 Yl Zki%

http://journal.xidian.edu.cn/xdxb



%4 EEBF: AEPESRAGHIRAEI TR 9

FEZE IR, IR SR BRI AN, A5 2 4 32 il 64 NMRHIE. BRUZ K/ R 5X5. KN
LIGIZ, 24 2X2 s Kibtbz, DL 2 Mo N80y 30 e ez . AU Adam Hik
BEATREAI Y I A S B E N £=1x10°, ,=09, »,=0999, FH4i&TaHERENRILESH
A BRTE f5 BN SR s AR e, BME B IIHEIREE A K /N 600,
4.2 EWEER

e ERSCHIIAEL T, FEFATHAN L, SEI—RIIE ADPE 7 R R, Sk R
& ADPE 75 % 5 IUH 7 ZAEBLHERAVE_EREAT X EE
421 AR

2SI I 6 EEARE Y 5N H 3 22 7y B AL B S OB R 32, SREGIIE ADPE J7 2= 14 XL
P BINZE 7 BRI AT LA A 77 sCUN A SO R AL P 2 5 AR, BRAEFEZRAR AL, 5l NJEAE
S=1x10° BN T K E o, =0, =4, 8, 10. FEIZEEN,,, =100 45 Rk 3 s,

1.00 0.94

0.99 + 0.92

0.90

0.98

o 1\’,{/’ % 0.88 -
Eom— i E [
R i 2 oss | ¥
i & I
®0.967 : B2 ;
: 084
§ * o=4
0.95 f ¢ ---o=8 0.82 |
! A =10
0% 71— T T T T B+ T T T T T T
0 10 20 30 40 5 60 70 80 9 100 0 10 20 30 4 5 60 70 80 90 100
HlIER IRk %
(a) MNIST #iE 4 (b) Fashion-MNIST ¥4

B 3 ADPE 7 £ 4 A M5 1

Mg 3 T IS LR 4518

1) I\ ADPE J7 Z IRV WL A BT IS, A2 0 B BRI A O uEmf R .

2) 7 MNIST 44 L, 58 10 #CIZRIT, —Fhmgems 26040 T PR T Ve R BRI 2] 98% LA I, 26
50 #ilgrjaka TR, NHEH o =4 B EHRIIGICR 53T —20 U R BT mT
FTE.
3) BT Fashion-MNIST Z4E4E M K& L MNIST ZHREFE T4, R MR E RS
MNIST A 4, HARA i 5 B Zh R FE R e Wi A fase, &7 1% F FEsh,
{ELAAR IR G0 SR AR TE 8T% LA, BB T R A 3k

4) SFTASE AN RO, R RN, AR PR SR R R, 1R R P R DUAR FE AN 1
A 75 SRR g 7 R SN A% T R RR R AU 2 8] BT 1
4.2.2 3¢t A

ZSLIGIR AT )5 € ADPE 54 81177 % DPSGDMeIAIEE Ay 563k (77 & ADDPIINH 5 AU 1
PERERLAGRY IS A LUt Bl 3T 3 P75, RE Ny, =100, §=1x10"", 4HUAFFEFA TSNS,
=R RAE 2 P AR B o RUERR R BE I 2R B A B I N i B 4 B 5 Fas. e,
ADPE J5 56K M 3.3 ¥4 3045 R AL T AR 5 249G &

http://journal.xidian.edu.cn/xdxb



10 P82 HL T RHOR AR % 50 %%

¥ ~—+---DPSGD

T T T T T T T T T T T T T T T T T T T T T T T T T T T
0 10 20 3 4 50 6 70 8 9 100 0 10 20 3 40 50 60 70 8 9 100 0 10 20 30 40 50 6 70 8 9 100
IR IZREE L IR

(@ ¢=0.5 (b) £=2 © £=4
B 4 MNIST # 4%

——+—DPSGD

T T T T T T T T T T T T T T T T T T T T T T T T T T T
0 10 20 30 40 50 60 70 8 9 100 0 10 20 3 40 50 60 70 8 9 100 0 10 20 3 40 5 6 70 8 9 100
IZREE L R IR H

(@ £=05 (b) 6=2 € e=4
B 5 Fashion-MNIST # 3 &

ML 4 FE 5 i 5 H LR 458 .

1 FEEFSATR G K, BRAE BTN IR AR D, = AN R o R R 4 2
T

2) PR TS AMFIRE LT, FTid ADPE J7 Z1E 2 FhBun g 1 i oy 5 vk iff e 0 v T oA 4
AT %, Ui ADPE J7 ZHIMERERL « HARHL, TER KRR A TR & = 4 i), iZJ7 RABALTE MNIST
BAREE FREILF 98.7%MIUENAZ, 7F Fashion-MNIST ¥ 5 w5 Witk &~ 89.7%.

3) 7 MNIST ¥4 b, HEATIE ¢ =051, ADDP J5 ZME LA FISCIRE, shB A
%1, 1 ADPE Fl DPSGD J5 ZRIVBCNFH, il I s e 5 o8 A R TR g fe e« BEE FRAL
Tis 34K, ADPE #1 ADDP J7 %1E 20 # Il 5 #iia THa e, % ADPE J5 R1E 10 378 A i A
W s, 1 DPSGD J7 = AE 45 100 %6 5 b A ik BB & U SIUIRAS

4) {1t Fashion-MNIST £l 4E L, i FIHAEARLEMME 4414, ADPE 77 £ ADDP /7 &4 i
—EFRRE RIS, ERTHE R sE BRI NX IR, EE R shER K, 1 DPSGD 77 AR Ik
AN . 45 AT, ADPE J7 AR T RIS R B — 2 A T

5 & it

ASCHE T — P T B & B ZE PR R ROR L A 2 U7 58, A RCTT TR R AL AT
Vo 1207 SRETWHAIEMRAR R T 7 — M B IENZE  RRLE, HT R IR SRR A,
FEFI A s B P h SR bR 2s, G55 T IR AIIZRIIRSAAE . RIS, SIATEFZD RAKA
EHL R BRI ZRIRE R AR K, A5 5 A S ) e DRAIE o S I AE P22 S 4 MINIST
A Fashion-MNIST _RJSER MR B, it )7 SERENs 7 Ry FERA R R HR T /S 7T RE S DL g RO AL Y
HERRA, JFEINBR 7 AR SI0H FE DL PRAIE 1R R o 5 S 2R A R

S50

[1] SONG M K, WANG Z B, ZHANG Z F, et al. Analyzing user-level privacy attack against federated learning[J].
IEEE Journal on Selected Areas in Communications, 2020, 38(10): 2430-2444.

[2] SHOKRI R, STRONATI M, SONG C, et al. Membership inference attacks against machine learning models[C]//
2017 IEEE Symposium on Security and Privacy. IEEE, 2017: 3-18.

[31 SALEM A, ZHANG Y, HUMBERT M, et al. ML-Leaks: Model and Data Independent Membership Inference
Attacks and Defenses on Machine Learning Models[C]//The 26th Annual Network and Distributed System Security
Symposium. California: NDSS, 2019: 24-27.

http://journal.xidian.edu.cn/xdxb



L] IEBF: AERESRPNZHREAFIFTE 1

(4]
[5]

(6]
[7]

(8]
9]
[10]

[11]

[12]

[13]

[14]

[15]
[16]
[17]
(18]
[19]
[20]
[21]
[22]
(23]

[24]

[25]

[26]

Yu L, Liu L, Pu C, et al. Differentially Private Model Publishing for Deep Learning[C]//2019 IEEE Symposium on
Security and Privacy (SP). San Francisco: IEEE, 2019: 332-349.

R, FEURES. BT ARHLL ZE A BRRA BB 5 3 i A 0], A5 2k, 2022, 43(10): 94-105.

KANG H, JI Y. Research on federated learning approach based on local differential privacy[J]. Journal on
Communications, 2022, 43(10): 94-105.

PODSCHWADT R, TAKABI D, HU P, et al. A Survey of Deep Learning Architectures for Privacy-Preserving
Machine Learning with Fully Homomorphic Encryption[J]. IEEE Access, 2022, 10: 117477-117500.

CHEN J, LI K and YU P. Privacy-Preserving Deep Learning Model for Decentralized VANETs Using Fully
Homomorphic Encryption and Blockchain[J]. IEEE Transactions on Intelligent Transportation Systems, 2022, 23(8):
11633-11642.

Resende A, Railshack D, Dowsley R, et al. Fast privacy-preserving text classification based on secure multiparty
computation[J]. IEEE Transactions on Information Forensics and Security, 2022, 17: 428-442.

FENG Q, HE D, SHEN J, et al. PpNNT: Multi-Party Privacy-Preserving Neural Network Training System[J]. IEEE
Transactions on Artificial Intelligence, 2023.

DWORK C. Differential privacy[C]//The 33rd International Conference on Automata, Languages and Programming
- Volume Part II, ICALP’06. Berlin: Springer, 2006: 1-12.

WAL, HA 5. 225 BEAL N IR AL S I ER FaAA LRI [J]. 7 22 Hi 7 RHEOR 5274, 2022, 49(1): 17-25.

Xu H, Tian Y. Protection of privacy of the weighted social network under differential privacy[J]. Journal of Xidian
University, 2022, 49(1): 17-25.

S, A, RTK, Z b Hilbert 4R A A6 B FAFA RS VL[] T2 B TRHEOK 224 4R, 2022: 1-15.
YAN Y, DONG Z, XU F, et al. Localized location privacy protection method using the Hilbert encoding[J]. Journal
of Xidian University, 2022: 1-15.

Hu Y, Tan Z, Li X, et al. Adaptive Clipping Bound of Deep Learning with Differential Privacy[C]//2021 IEEE
International Conference on Trust, Security and Privacy in Computing and Communications (TrustCom). IEEE,
2021: 428-435.

FU J, CHEN Z, and HAN X. Adap DP-FL: Differentially Private Federated Learning with Adaptive Noise[C]//2022
IEEE International Conference on Trust, Security and Privacy in Computing and Communications (TrustCom).
Wuhan, China: |IEEE, 2022: 656-663.

WANG F, XIE M, TAN Z, et al. Preserving Differential Privacy in Deep Learning Based on Feature Relevance
Region Segmentation[J]. IEEE Transactions on Emerging Topics in Computing, 2023.

ABADI M, CHU A, GOODFELLOW I, et al. 2016. Deep Learning with Differential Privacy[C]//The 2016 ACM
SIGSAC Conference on Computer and Communications Security (CCS '16). New York: ACM, 2016: 308-318.
ZHANG X, DIING J, WU M, et al. Adaptive Privacy Preserving Deep Learning Algorithms for Medical
Data[C]//2021 IEEE Winter Conference on Applications of Computer Vision (WACV). IEEE, 2021: 1168- 1177
PHAN N, WU X, HU H. Adaptive Laplace Mechanism: Differential Privacy Preservation in Deep
Learning[C]//2017 IEEE International Conference on Data Mining (ICDM). Lafayette: IEEE, 2017: 385-394.
ZHANG Y, BAI S. An Improved LRP-Based Differential Privacy Preserving Deep Learning Framework[C]//2021
17th International Conference on Computational Intelligence and Security (CIS). IEEE, 2021: 484-488.

LIU X, LI H, XU G, et al. Adaptive privacy-preserving federated learning[J]. Peer-to-Peer Networking and
Applications, 2020, 13: 2356 - 2366.

BUN M, STEINKE T. Concentrated Differential Privacy: Simplifications, Extensions, and Lower Bounds[J]. Theory
of Cryptography, Berlin: Springer, 2016, 9985.

Yu L, Liu L, Pu C, et al. Differentially private model publishing for deep learning[C]//2019 IEEE Symposium on
Security and Privacy (SP). San Francisco: IEEE, 2019: 332-349.

LI C, LOU J, LIU S, et al. Shapley Explainer-An Interpretation Method for GNNs Used in SDN[C]//GLOBECOM
2022-2022 IEEE Global Communications Conference. IEEE, 2022: 5534-5540.

AP, ARRT, ZEtEE, SR LA I 2 e BEERAIEFULRA ] Bor iR, 2021,32(1): 41-67.

JI'S,DUT, LI J, et al. Research on Security and Privacy of Machine Learning Models[J]. Journal of Software, 2021,
32(1): 41-67.

ZHANG J, ZHANG Z, XIAO X, et al. Functional Mechanism: Regression Analysis under Differential Privacy[J].
Proceedings of the VLDB Endowment, 2012, 5(11) : 1364-1375.

KUMAR G, PRIYA G, DILEEP M, et al. Image Deconvolution using Deep Learning-based Adam Optimizer[C]
/12022 6th International Conference on Electronics, Communication and Aerospace Technology. IEEE, 2022:
901-904.

http://journal.xidian.edu.cn/xdxb



