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extending from the study of honest or malicious participants to the study of rational participants,
which can provide significant help for solving cryptographic protocols such as secret sharing and se-
cure multi-party computation. Game theory has become one of the important theories and tools in
the field of cryptographic protocols. This paper explains the application of game theory in crypto-
graphic protocol research. On the basis of introducing the basic concepts of game theory, the existing
literatures are classified and summarized mainly according to different game methods. This paper
respectively introduces the application of complete information static game, complete information dy-
namic game, incomplete information static game, incomplete information dynamic game, stochastic
game, and evolutionary game in the study of information security, briefly introduces the game theoretic
modeling methods of problems in information security such as cryptographic protocols including the
conflicts between attacks and defenses, defense strategy selection, quantitative security investment,
interdependence among defenders, and social optimization achievement, and shows the effects of ac-
tion sequences, incomplete information, system states, limited rationality, and other factors in game
theoretic analyses. This paper demonstrates the significant value of the introduction of game theory
to cryptographic protocol research, points out the limitations of game theory itself and other existing
research deficiencies, and provides suggestions for possible future research directions.

Key words: cryptographic protocol; information security; game theory; attacks and defenses; inter-
dependence

1 5|8

B8 5 TR X PR A R, MR B AU A B AR R, AbHE . W EER, BREHANY
At S E E B RN R 2 . AR, 515 BRI AR AR RS B S F AR R &5
23t BRI R ™ . MR [ X TR R &0 (CNCERT/CC) KA (2016 46 rb [ 115 R P 4% 22
SREY | 2016 FERB SN LSRR P RECR . WG B0 B0 DR 2 e TR BGCR SR B 2015 F
YA R ETE, S R s B R RN 39%, BAE NG TR M s BR8N 9.3%, BB A IR 100
33.9%. TAXAE 2016 4F 11 H, Bt 194 Ji/MEi LumB i #, 5294 A5 Mub# E ok, 5283 ANE3 4 M
VAN G ], 5 R 2 eI AR B, HASA a2 E F G iR ™ B EE. XM TFE
[ P 422 4 SRR (0 R R R B LA EE . B0, B TSGR S MEAR 1, RIBF LM AE 2011 B BRI,
Fff 7700 £ JiA PlayStation Network MK 475, 2014 4E1% 4 7 PR T8 8 MU B A Il 45 A 713
BT InR, B2 — L E RBus FH 4.

F A RAT B AR, B UCRE R EENARE Y. T ERELaR, FRELEHAR
Toht R EER. HEREZ AN, REERREN T RS kb 2 24K, RYm—Eft
BB EE LA Bk, BAME B L EEAR —EIR S AT A, (HR S R %A i B E i B R
FERMEBRN, EEATSHE R L ETEBENE TX— A, — 7, (EATHEAES AT ft 5 i 4k 18 fn
HF T, BEEER SR G FE AR AEA R TS, 2 5H0NE R 2 EHARNET BET
N B iR E ST TR N RARILEA, Bt 7R B T R KGR R T s — 7. B AT AR E
Teik g AT, Bk E R R ARG A SR A A N S AT 3. — 5, R R 1 e U SN &
A7 (RN, B TCVE BN BT B BT R BRI 55 s AT ORP, D AR T R 11 S VR SR A v
s U UL, s B2 e EE BE A AERRAR. QNS B EETE k.

TEZRIR AT FL RS AR AT Dy 2 A AH ELAE P B (R e o B LB i il B B 2, R R SE S S 58 %
B 5 KR 28 B2 At e SRR i, IEAESR, BRI AN TR B RERFFEP M EEINEZ —.
TR 2RV 8K 220 ] 1) S48 W% A A7 1 T AR A i R A5 U2 22 4 v 1 B35 ot 470 DA R B A 7 2 AT ) B AR S . 1%
WH TR BN F 2 EAHMPRIK BN S 57— D8 2N RRIELR, X EAG M 2 aH AR R
fh g 22y ke LA ) g (2

TR Ve A0 LS A B 1 02 AN A T A 22 T 52 T B (80, 0 £ B AP A A R W S R



I A% HAREFLHRLERE 89

FeRR M TR R SRR A0 SIS B 6 B b 22 5 75 BOAT AN K SN 2 A S RS R
HE R L ASOSZRR A B PP S B 2 T L ORI HEAT T 2838, AR I A R 2R, B 7
HAEF M BT KBxT ot IS, R eRT. PiEA LR, e m il RE G R
4 e R .

AT & N AR ZH R S8279 ) ZA T A SCE A BI R R A S 3T T e FER
BHZE. BeEEHBMHAE. AEaEEHSHE. e EBaAMaE. M. B IRE Y
AR B WO KR 54T T T A7 AR A AR R BB T 75 ).

2 EFILHA

TR 8 A WF T AE LR (4 R S AR QT BEAT R L ROA BRI I "2 R, (ERIZE T, IgERIES 5 A
HREHAZ 5 NATERE LT, 2T Ul e KA R ML FE A AT 3. A B YA LUK, /2R
LI AN R R QAN T K — AN BB 3

FZRRIEAMS UGS E N 1730, M. B, S5 G REgE Riscik. 25 A0 Lk
RN Hlds . BIARSE. ATEhR4ES 5 NERZEREAI (Uil (k. SRS 5 AR A ST sh UL L
25 NATEMAF R IR, SRR 182 5 AAER SR AT 3h it

— e 7, — AR LA R e R

G:{Sl,527"' 7Sn;ul’uz7... 7un}7i:1727... N

Hep, Si B 5N i INEWRE, H s € Si. ZH5N i BSUTRE wi(s1, s2,- -+, sn) ATHZS 5 NI

I 2R 207 RIES 5 AN EMS 5N THRIEE, R0 S N 5e2(E B R 215
SR BaE Rl IrE 25 AN S 5 AR ME 6, SO RBEEEE AR TR AEasE
B 2D A S5 N\ EADHAM A S5 N IS 2 R BE T mBEE EA T IRIES 5 A
ITENHINS PR, SRR UL A S SRS A AR, S 2 — SR, 25 AR MHRATs). shd
FROE 2B B, 25 NIATEN S5 2 0. X PRI bR 45 & FT LR SR8 70 9 58 415 2 i A TSR
FAEREEMIE. A R SHIEAE 2 B HIE.

BENLIEZE AR S /R A R SR, 2 B /R AR SR R AR 2 B Ny R, BEFLI SR E 2o R
BHRREE. T35, IREEB R U RESE. § B BS 5 NSl S aRRE M2 5 AT aiskF
PUE, AR LIRS MN S 5 AT DL — @ R R~ — R, BEVLZEGE LR T3 s, 4
AR AL SE IR, BENL I ZRAE A 22 1 U (R BCRAT B 2 TR A A ARl 1 300 0 Tl ) R, S A4 B AL
MZRLE(E B L WA BN IZ M. JEH AN SRS AR DL K 27 3] S I 45 5 (AR BE AL I 5%
BT 733 B AR BRI 2% 22 4 R R I AS T AR SO SUOns BEATL 1 2848 A5 IS 22 4 iF 7T o A N P 2B AT i
B,

AL RO TSR K T2 5 N8 e B BN, R DR VT s AR KT R A A 5 S
AL R ZR IR T IR SCTE A I S AR, DD AN TR ) s s £ AU e A A7 AN BB ik B 32187 T Ak g e
AN T R HI 3K S, B RIS N AR T R T A TSk, BRI IR ok
VAR Rty S N ik S X TR e

3 BEREERMIFEERREMRPHNA

FER GO SCIR LA 1, RIS T I RIR AR B R P S5 (5 2 A U S A

52 AT SRS S R R RE M S E T, A 7 RS TR IIE ], AT B R AR
R ARG TLAAREME. FRM. RENRRGEFE. FAGERRETETA, S NGRS
IIMTAEIZ —F 50 4 1 HEA Y, BRI IE R LA 0 R SRS . BRURACE . BRI I g B A



90 Journal of Cryptologic Research % #% 3 Vol.6, No.1, Feb. 2019

k1 ARy K

Table 1 Classification and comparison of present literatures
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Table 2 Comparison of cryptographic protocols and game theory
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Table 3 Comparison of different types of interdependent security games
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