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WE BRA¥IEBARE L HANER R A BELZ AR, A W F T BRI A RE M
TAERTHHEHEE TR A, EMEEEEE. TAF. T EFHEK. A, AXEET —H
AT X gt fn Dot #1878 (Bayesian game) B9 17T 215 BB FRF J B ALE, # 1 & MK EH L 709
BARA EHEF KT A RS EERZ T EEE, XA D EFIE (Shapley value) LI T 44
AR AT, EXZER T F RIS 5AMEE R SRR, K E3EHS 789 7R
BRI T T e BE JUeT H 8 ZR AR AL 8 30 A A A AL Sk 5w S B 3T BOHE R4 T B9 BB 1
. ARXH—F 0T BBALE AR ST R B, 21— RARF W I TR ET
Fugk LI E % (privacy-preserving Bayesian game action strategy consensus algorithm, PPBG-AC), 1%
HAEHEREL T EET RSB ER ZF & T2 T Nt htHtr. 7 Z x5 2o 57 %A
A WA T AR REFF BB AL RIE T S8 654 77 A 32 4 B o A1k 5 F RS B o ¥ 2 14,
AT EZRNTTHIE R0 LT 5% g8 1 301 T B AL S B9 UK.
KPR BRHAF, BBALE, Kk et AT, DEAE, TR R, RARY

1 5§

B TFATTE =T, Bl ROy R E R B4 7 2R, g 6G M4BFEHoR S/ eil %
TR RE, R s DN, 78U A A A E A RAT W S ah e rh. H AR
KO AL oy M TG R, AR 2 ) T Hf v @ e . PRGN . AL A RS AR, A R Hhs 22
ORI T4 0 A AR, L UE B R BE AR B 78 /I 1. AR SR 1 LA B 56 9 258 5 bR P 1 4
SRR SKibHE, REM, M, 45 FET DXCHUBERN DU 2R R 2 ST Ush AL, h B2 (5 B ARE, 2022, 52: 971-991, doi:
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SRR AR L 5 228 5 T MER] a8 28], JF BT oA AR 22 5 °F & BIE BAX R
ST RZGERRAANFERAAE. B2 (federated learning, FL) 4 JC R 2 77 AR AR Y @ i %2
B A B OIS AE B A R BT . H RTIBCHS 57 ) © RO R AL TH BT B 2L HOR, £E 3T E
P58 5 i b B T2 00 N RIS

SRIM, 2 52 2 AR L s 7 e S ke, B 5 — 7 A PATATE T A Hh I 25, A B ik d 3L
81 & 7 UM AR P R AR R L A, = & BRI AL S 800E G R0 BeORA 8 4 1) gt — 2D
BT AR A R RIIUR. RIS S BRI E DI ZRid 72 b, Bt 2 7 B3R AT h R 240
FIRE S RO AN SR E I 1O, R R Tt 17 S AR MR F B it 181 45 Oy 7 dl e % s B 51 R B
A5 506 BE RN, DRI ZRIG 1OBR B S HCR F 22 43 B L g 0100 Jf gy 11120 5 FAL RS HURSS
AT IR U8l AR ZE S RARA IR LRI T o 8] S B B FA I, (B IBE 27 =T b 2 B a1k 45 U7 [h)
MR A 5 TS PEATIHE DAARAIE.

X Pl 04 J@ I fin NS R T 2 7 S 5 AR, I Re A2 91 FTRLSEIL RIS AT
BCE . ATmAR MR AL ), NEE T B2 ST I BR A & i 3 i T W AR B AE A 5 3R 8E 16). A 5
BT XY T B2 20 2 545 s 071, 5@ B 8 S Token BRI 1T AT R 3L 2, G L%
fife 1 RIS SO (B AT IS8 S BN A AN L 8. (BEUE 77 ZEA 5 e B 7 R SR LS I AR e &5
B st SRR AL JE I 18] 20T BE A8 5 i AR AL S AR R s AL 0] /R 5 B A ST
B, BRI DL 4E R 52 5 T AR g 1817

UbAt, A LR 2 R 2% 18 T 56 415 B st 5 19~2U ) AV S A8 2 i i 2 A A e 4t
2577 FLSE I JE AR R R, FF BSR40 T 4 s e TE T D7 RS RS N SR B R G B SR M. R, TESEBRIN
B2 G i, M G AFAE — LA I S P R SR R I 255 B U A 4e 77, S 30T BUmLl i
THRIA A 5AAE K. BRIk, el A 58 245 B 55 N SeBBER (45 77 A~ 1 22 5 3 e AL ) 5 o
HEH) B YR IC B HEME A2 BRI~ ST AL Bt B S .

ML, ASCucrt T ATEAE BT RIS SRR ALA], 8 T B e T A U R I Zr o BRI
BATBIHNE I DU g A @Y R (Shapley value) 556 EE X BRBE LB 1 HR M 3 160 2 714
SAEME. R3] DU 2R AT 3 S 1) — Bk, $E T — BB AL DR DU 1 2R AT B SR R
2, BRI T UL B R, BRI b 5 SEEe A5 AR, Bdn s 75 mT L R L B T
MR S eAR A, JF B Bl b 4R T, SO0 SHEFIRSR T RCR IR, AL EE Tt 4
.

o MR T — N XCHRBE ) AT A B 2 >0 B 2 S A | e e B A B (45 T ) A A A e A
R TT IS, SRBLERFR 27 I Bl AR 5 5 UL IC S5 . 22 20 FE B BOR R Vb R S B T 4
P BE2s 77 I 23 BE G

o TEANTERAE B R TR —FhRE T DUH-0r 8 2 R RS 2 S BRI L. 4 Bt Ak 45 07 A AR B 31| 5
(1 2 R B I A g DL et S e AR e SRR TR 240 SRS PR A 2 A R B R A ) A 3] DL S A
)1 (Bayesian Nash equilibrium, BNE), SEHLEHE 45 77 B 55 IRACALAC .

o CRBEURIHLE A RO 54T ) SN TSP, 52 tH—Fh e T X e i) B A O DU i 2547 50
HBE IR STV (privacy-preserving Bayesian game action strategy consensus algorithm, PPBG-AC), &
i DU {4547 50 S A 45 2 LR ORI 1 SR AL v B UG B SRS ) — SO S RIS . BS A S5 07
FSRIGIOUE 1 SRR WSS 5 SR B A .

AICAEER 2 T T B 5 BRI STRUB L] AR ST 7 TAE. 38 3 5 EE Xy BRI~ 21 B
Ao AR, AL TR AR AS T (0 AR ROH S5 BE TR SR T I SRR, 28 4 A 1T DU
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FRMIANE 25 RIS ST WML At AT, 58 5 "5REAT 707 RS 07 SR, YRRl T RER
Sk S B AT e, 55 6 SR ASCRUB AL BETE TARREAT T a5 R 2.

2 MxIfE

BRI 21 H 2016 R4 2 5 BoA A Sl Las 2 ST REE A W, B2 S T M0E R L R
R UR P I S RSN B AL 5 S I T B ks U5 IR AR B A AL, O 5
PMEAE P B R AT R0 i BRI, BT W TR 2 SR WL B s et ks s S bk v 555 A ik B D
2 GRS 2 SRR R B N B 15171 (B B SR A WUR LA AT A BRI 2 G2, R A B A
HHABES SRR B2 EEHGRAER R R EGE B ELIMERR . 1eah, SLE R aER
5T BB 27 ST BB LA B 552 5 T 3 C B (40 7 R SRR R 2545 1., 380 5 1 B k4
J7 5 Bk S B AL ORI 75K, ANE T Se PRI KRR 52 5y gy, (RIS, e (s 7 (0 e 4% Bl 52
PR 55 s AL [F) 73 A (non-TID) 25~270 Rtk 3 SR FE 0 42 15 AN A It ik — P BEAS 1 Bl b 4n o7
K12 5. J9ut, AR SCEERTIBHR S ST B A2 5 O B4 AN R TRl FBURITRIT T, E2ERBE 1 2 22 5 IR
STRRALA IR SR T, A A i A K 25 5 BR AL DR3P 5 SR RT 4R, SR 2120 Fic 5 B A
MHBE B AR TR = > B B R ) 3L S P

FERHE S S AR AR, AW 7 B3 2 s i 2280 A G BRaRL R 2o~31 DL
2 AP AC 132:33) SE L o, Chen 5 2 2 T — i S 252 5 T 5 BRI KB 32 5 07 1%, it 5
LGN SLBL T BT ITAEL LS W FREENZL 5. Lin 55 28 it 17— AT X HREER %
A2 oy sy, I R BT IS 7O AA RS 155 (Stackelberg game) Wit 18U F K7 5 iR E M 5
VA SEHLY, UL T AR RIAEENE. Jiao &5 B4 M | — N T BRI I MRS AL 5 i 4, KA
ASRBEAIE B RAIE 152 5 AT 1« S NBEAE DU TSR0, i f 1] 22 441 SEATLAR AR B 9 e 2 5] S
T LSRR RO, BARCA T R T R Gt E I sth B I IR S AL m i i, I H %R
T2 571 s GEIRIC E AR AZ 5 B 1R, ABATSOR 5 1 H50H 1 22 364 it J R TR N 5 R Bt 3k 2 5 1) 5
JiES 2 2575 MEI 2T RIS .

AT IR ST B ML AR I PPAS 4 AR A R AT BL oy N ook sl . (R 3 E IR Eh 5 B e Sk B =
R B8] EER A AR U5 S i B s A i g (0L 32y i 201 DL Rdr Sl BY S FE TR
JERRB) T IHI, Feng 55 36) 5 fGRIBCIHR 27 3] i FEARMIh DAL S H S5 4, RATIME Q@ (E M 5 iy 1
Hi 55 45 S A2 BB 2 (B AR R BRI TR, R it B SR B AR Oy TR BE VAl Ak . Herh, #23h
VA VR B BT AN, T IR 5% 5538 T R I R0 1) DR/ S B AL AR R i R A, R A s B7)
R 7 IR M. AEEEME KN T T, Kang 55 20 @& S 3L 5 A BIE N2 5N
ST ST AR, SIS ER b BRI fhae 7 T FE vk, SR 2 BCE SRR 5 X Pkt AT
Z 5 NI SERER ARG R, WL T NBIE S U, 17 045 RR W07 ST ks
SRR I AR Y B SR AT S @ AR5 RATE AR A, Zeng &5 2V 4R T —FhJ T 2 4R M40 L (02
ENIAGBF BB, IR R B Bl en AT N REAT IR . AR BHE O IRBN T, O
KR FURTT T IS 27 2] v iR BRI 55 e DU C B ) AL 128~40). Wang 45 W RIS FMEIT RS 5
JTOTHREE, MR T PR BT SRR IR, b TR A 52 5T E R aE R AR EER
Y T BIR B, BARZ AR AT IR S R A e A5 B st, B RA B B2 Bttt e
JTRSESF R AR ARG B SRS, O TARRM 7 IBHRS: 5T 9Kah 1 e ik 5558 5 i 47,
RUER] T B L T 15 RVE S FEAA ORI 755K, B AT AE A e 2 A5 BT Bk 2 1A R s L 47y
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i B IR

3 RpEHE

FEIBRIR 2 ST R 5E 5 W 5t rh Bl (3t 2 U5 B A JR B R PR 2 7 tho 1 2t 3, IR X5 2k 1 X i
B B AT i 5 SRIRE 0 BE. ASHIREE T T X HURE 1 T B 2 ST R se AR ) S5IN
A SN 55 e FE VPP AT i, Al 1 R s T ) A R 5 B8 5 SR T R ST, SR VD A
EREAT RIS AT BE, S 1A E 45 RIS A I B b A e it H Ax.

3.1 ETXREMAERBEIREZHIEE

AR E—NAE N DMEERGS T M AR 75 R 7 IR S B3R 22 5 i3, S50
BEGETIREE P = {P,P,...,Pn} SHIEFRKTTES R = {R1,Ro,...,Ru}. BNEERMELSTT P
WAEEMEIRE D, = {di,da,....dn}, BURBS T HESE P WA BIEEN D = U, D,. HER
AR 550 &0, B0 gt 7 AR BRI R BIEE D, R ¢ 3RS AR B 2450
wt = {wy, wa, ..., wy} FEHELEXEEE S WAREIZ T SHES o = UN wl Z R B
S W8 R A R we, B2 HIERZ G AN 5 W4 A vy, R EEHRE D _ERIHER
&K L(we) w/Mb, B

N M

1 M B
wy = argmin ¢ — L(f(wh), D)y, r< =2 , 1
b = g mi {N;_f (fwp) >} oL o

Hb L(f(wg), D;) RAEEESH wy, TR () FEHHRIE Dy BIHRRAE 12, r W R A TR 2R
IR G IEL, By XA we, A3 W LRGSR 80 7 3R 7 SO U, Cunse RS I ALV SR
Bl e R DL R B a7 ARV B A S L BRURAE DT T N R I, BT BE P AR s
4. PRIk, 75 225 88 ftas 7 i AR 5 2N, Tl SR AL IE B S 1 2 i o e s Bt 45 g it
AT, AT 4E R EE AL 5 W IR 81T, R 1 4l T AR BB TS KA.

AFETARGE R O RIBHE S 5T 6, ASCHIEE T — 5T DXCHRBE 0 AT 5 500 27 ) Bt 52 7 i,
WE 1 R, G REPEHE TR R DT Ry A IXCHVEETT R A Bl 7R R, BE L SR R R R A
WIS H v, Ja ) Bt T & P, S SRS T P R B ERR A AR R A
HIRAL T SERATE B Ceom (Pi) JETFIGIAT AR 5. P, 223 ¢ BB B SH w] EA%
2 X PR AL 51 G i B B G QT S EIE SRR G 8. R R TR L T B L SO
SRR B RIS, IR A B I R f(wg) Uil 0 18] TR BER T K0T R, Ry SCITHRIH
B; Ja W HAF AR f(wg) RITT AR, XREEIC R A MBS w!f LR EEHZH vy, H
TIEWE RIS T I 2 ikt REEENEBELZHS 5T NHAWT.

(1) B KTT Ry Mot AEEE TR E; MM B, S XBBERHE A2 5 7 IR R
T AR B2 07 A P B Y wy,, B BT RUIGIER R RS Ry AT WAL R I S A B;.
NT BRSNSy, st Ry CFEHT AT 5 S5 6 DUORRR 1L H SR

(2) BARMeTr P RABRWIAG A R wd AT AN ZE, ¢ Fe AR AUE 15 21 A AR T 24
wi, AHIEAGE RN R BB N RS 12 ST Sy, B

|bs] t—1

_ 1 OL(w;™",d;)

VoW b = e 2)
j=1 i
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Table 1 Notations and descriptions

Notation Description
P={P,Ps,...,Pyn} The set of data providers
w§, The tradable global model parameter
v§(wt, b;) The perturbed gradient of the local model w?
Py The reward of P; in r-round model aggregation
Q(w) The quality evaluation function of model wf
U;(r) The utility function of P; in r-round model aggregation
0; The device memory of P;
Bf The average memory consumption ratio of P; in t iteration
¢ The capacitance parameter
Ceom (P;) The computational cost of P; in per iteration
Cor(3(+) The privacy cost of 7g(-)
Cr o (Pr) The unit cost function of P; in r-round model aggregation
r(wg) The aggregation rounds of wg,
¢ s, Consensus verification
: r : Q Consensus committee node 7
i ial «
________________ ] - ]
. 3~Lb;c§1a;ne‘;ienl g:}i;leing o E‘ Smart contract Globaiib?el W ,E . .

\

1 T

1 N e e e e e e e e . ’ ﬁ? N
= | =

1

] 1
¢ L - i

4 . . ! \ Requirement £,
Dataset D, “ 2. Receive requirements 1. Publish requirement : 9 q :
;‘ —_— «— “ H
1 - 7. Pay reward 1 > i

; 4. Upload gradient 4

% Data provider : ;)aramfters \ Y : Data requester g :
1
1 / I‘ !

v Local model w/

e e e
“ AD A D 8. Access FL model aam®
{a a @a
Data providers P, Data requesters R]
'I' 3. Local model training \ \ // \\ // STTTTTTTTT :|:E;_ T \\‘
: by Bayesian game : \ / \ : o= :
1 ! I ’ Requirement £, |
' i P 1 2. Receive requirements 1. Publish requirement | 3 v :
1 y — — — ‘_— ‘ i
! Dataset D, | - 7.Pa d ! = ‘
L . . Pay rewar: '
i ! 4 U;) ;?:if:;glem | Data requester g !
1 % Data provider 1 H R, Budget B,,
. Local model wr ¥ i Block header <H,_,, H, 1 N S
N /2 A S S
N e e 4 6. Consensus results FL model transaction record
up to the blockchain Tx [V (s, b), @, p]

8- - -0 -0

Consortium blockchain

B 1 (MERFE) £TXRENAERBE IR HIEE

Figure 1 (Color online) Trustworthy federated learning data transaction model based on blockchain
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Horb by 2 /AMEERBEREAR, P RSB TR A MR S w!l = vl +a v g(w] 7 ). N T S
BRI () 5 Rl R G 1)) 8 ¢ R, P MR ESHEE SRS O 8 vg(w, b;)
Ja EAL B XCHEET TR 25 » BRI G IR G, BN E0E 45 75 U7 1) X B b 20dis
FEE—ROERERSE w ", JFRET wi ! ST RE A Y.

(3) XEREERIR AL ZhTiidsy. 05T FE U 7 SR EAT S i Ik, 28 by s i B a5 KT
WHRJE, BN — 2R w AT ER e T B L SRR B 4 U7 SR A R A
R ZH wl, PATHRR G HREG L TR & RN SR E B vy, WL

(4) 8 E8E. STl SRS DT RIS R A RIS R S wg(wl, b))« BETE 4
SRR ZE wi, ARSI S P BRI o, AZZ e T = {vg(w,b;), wg, pr b T AKX R
Block; = {(Hi—1, Hi, t;), (Tx = {vg(wl, b;), ws,, pr })} FFEE ILRNLH] 58 ek, 5 8 IR 2
- GORIEETIBER))

3.2 HIRMATSHIRBAN A R

SO 647 2 AR 1 T o 75 R A7 RV, {583 e B8
R R TR, L, A2 A R DL LD, 5408 T ECR ARy P, 0SB X
WS Coon(P). BURBEAT7 P, 2 AR T 538 4 47 CPU S SEBE,
WH AT P, 1 TARHSRE AT CPU MASIEH ., (] F = (f, for... ) XL
PEREUD wy, (VBUROE TH S P ISR SURBEA T P T A MBI B A 7
Do 00, B ¢ AMIEAR P TEIAELCH 5 € [0,1], IAFSSBRIEEN) 510, BLEAMLBUN N Bl
YA N HHERE A BRI, 6 A0 — W RERER 20 SOOIy P, A MBS
SR
Ceom(P;) = aCeisi ff + (1 — ) B{6:, (3)
Seob, o SRHSERAT BT, ¢ A2 Py i AL A B0, e, SIS AMA MR T
9 OPU I, 5, RAEHAHUE BT AR RO FE A
BRI G, 9 T ROCIRIEIRS AHUBOR 1P BN BRI, A %56 T AR 58
N, B R UL 0 KT BLRCHURORATT P, 4976 KRS0 RIOBERE 5 80
it b) LA BT A, i, b) TR BRI 51
vt = g(ut. ) + (Lap (o= 21, (@)
SE5k, g, b I Laplace A0 BBERRIESHL Af RV 3 MBHURIE, ¢ 122 AIAL B
5 R B 5477 SRR E 2 Rt 2 RO G 19, TG 1 S8 HOR U BAER
B TORREIE. thilt, BB M (ot by) AR (0t b)) DL F i1

Cor(Vg(w;, b)) = e (1 + || 7 g(wj, bi)), ()

Horr, REFSRATIEE & AF 9B A AN TS5 2 AR, SR FH X 430 R 30 ST R Js AR 5 6 J3E i R 52 i F) T4
xK, FER R FERA A KT 0.

JEABREL CF i (Pr). 26T DA ERRAZR I EAL, BRI P e P 2555 r RIBIRSE SIS
TIAE Gy AR R C L (Pr) AT RAE N

Clnie(Pi) = (InCeom () + Cpe (Vg (i, b)) (6)
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SO RREL Ui(r).  ASCE SCEUR R4S 77 20 2 VPl AR IR R A AL i & 147) S5 ErE. th T1E 0
T 17 50 PP AZ S R B T R 22 1484900 DR T AR SRR (a4, i), SR AZ U0 2K R 5K
H(f(x:),y:) = — Sor, yilogf () FIWTBRL T B ASAEGL. (E5RIMIF R AT, 30 /N A7 5
EAE/TE INEDRSY LA SHER KLl e

% 18 B HAR A AN B Rk M, B8 T T 10 0 5 A R P AN AR B o BRI, DR AR SC 5 N AT S I
TR R P B R i A B . Ay 7 A R 1) 0 T BRI, B Bt 4h T s A R Y b AR ST, T
AMEE; SGX H N A S enclave B0 1R — AN 8 TF(wh), B8 wh FIBERLUE LS F(wh) =
1gTF (wh). Ft, B w! (KRB IAS B3 Q(w!) 7T AR RN

poF (wk)

Qwi) = pr+ H(f(xi),y:)’ ")

b BERGNBHL o, pa > 0, T DARIEIR BRBL 1128 00 25 254 LA KK 73 A B A [RIEAT 1 L 271

ARSI wo R TBRGRZ AN, wy AR g R AN, St R RO AR AR R R P
Z5% r RHEBEMESG ZEIRMIE Q(ug(P)) 5 P RBERENBETE Qw;(P\{P:})) f
ZEAE B R A Y. FET Q(w!) TR R BUR I A6 2 R BLIL 5 Q(w?), Bl ftenJT P e P
FES NG r FERE RIS 5 ST RO B BT 2

Ui(r) = pi[Q(wg (F)) — Q(wg (P\{F:}))], (8)

R, Qug(P) ZEHRMETT P ZE5REEGIRMFTEEEIR, Qi (P\{R)})) £ b REZEHR
REMVHEEER, pf REARMS T P AR r SRS TP i 22)5h, Wk Ui(r) <0, WARE P
FESCAT R A2 DL DO o o B O AR 2 , dt M B 45 J5 HE A 2247 .

3.3 HURFERTFTHI ST HREM R 2

FERHRRAZ Gl R b, BE R oRTT Ry BT HIRAA B; e Ry RABIET R E;, et
J7 Py R S 5 HERRE T w;, BN 8 T BOE 2 MEdR M T P ST IR A
2, AR 5T 6 W BB RIS By AP Fogs U E stk E DO R ke i 2 5. 8 TR
AR B A AR Y 1) 5N B R e 4 77 i i s ) 5 EORIE UM rh Bdfs k45 75 TTBR L PR A
AT FEE 5 1 20 FC PR 2~ 1

RGN X REECF AR RS AR SH w!, RAHVERE B2 A7 428 774 0 A~ 43
M. FESREM O BCRY B, BB r SRR wp, MBERMI S TR S S, RKEMZFEH R AES. H
W% o(P) HEAEBS TS P e P ESINGE r BRERS R IRTIIZON R E U (r) i, Bl

Ui(r)a P’L S S’r‘,
o(P) = { 9)

Oa Pi¢sra

Sl 5, RASHURAC S P OISR A TR S P IER T, ) S, C P OB TSHb IS,
MR TT Py T BIBEIT ISR 1Y S, 58S SR A IR AL 5, AT (55 ).
SRR B BT, B 4 TR A R 2 LS R LR U B SR (4477 T
W (S,,0(P,)) o, AEREUR BT Py BT MR €(S,, o(P)) AT iP5

aisopy = Y BRI s oy~ s, (10)
SrCP\{P:} '

977



FRAUOAR A T X HRBEAN UL i 2R A B8 2 >0 U L o

Horh, N OSBRSS TS P TR, P\{P} AAEE P BRI T 6. R BER e Tr
P, (IO EANE & NE, W P S EEEEEA wy, FITTHREENE, RIJYMESTE (dummy player) P31,
ARG Ky 75 SR OT I PSS € SR AN TS LR A2, AT A2 TR T A 5 A N,
YR 1 (REBEMBAR). WL w; FIBRIE AN TG0 75 KO I F2: 3%, B

Zjvil Bjxoa
r(wg) < =—,
Ekzl Ccom(nk)

Hor, r(wg) AR wi, FREGREL, By 25 j MK wg, FIEEE T RKIT AT, Ceom(n;)
R GV B IICRE RS R ny SATIEREAER BT SAS, T 22 5I0RI S, M2
ARF ) SIE TR ) B8040 75 SR TN, o € [0, 1) R8s 7 SR 7 SO P o ) T 8 B LU A5

AR 2 (RWINGTRELAR). S EHa T P AR ZRpA /T8l 7 K5 I A
ZrRiAs, Bl

(11)

o YL By x (1-0)
F) S g TP G (B
S, k) AU Py AR wf MHGTRAIEAR AL, O (P & P, 255, b
RO 2 BB BB K, | Py | SIS A b MO G AV, 1 — o TR T2 SR
W IHRIN L), SRR T Py P 5535 » S MO UM B A B R o B Ry

&(Si,v(P) S0, By x (1—0)

r(wg)

(12)

pi = 7 (13)

Hor, &(Si,v(Py) 2 P AR5 r FeRERIRS P K B0 22 5 1 6 IXBRBE Y 3R B8 IR OV 3 AU AE

3.4  BAFFE IHEBAEIEIRITBR

BBEE Mt T P AR EARAR MR SR &R — DA R E M (i, Ol (P) B8
Lo G, HARE 5 0 P SRR ! FrisiE, B O, (P) 2 P R r SRR
G IZRA AR ! BTy R AL A, BRI HLR (1 H AR AL A A (45 U5 i 4 20 id LA &% B2 e
BEARRKITE BRI EE M (i, Oy (P)) RIS

P1 MM, BN MSTT P e P ES SRS 5 5 RIEATRANE 9 IE, B

Ui(r) 2 0, pi — k(w;) x Ciyie(P) > 0. (14)

P2 TREE. Fra S e T A VN T B3RS IR 2 A0, B e 28 51 6 XCBRBEST
3R A AR AN T e 7 SR OT TR P83 2 A0, BN RE 28 5 i Je i 2 = #e s, )

T M
r(wg) chom(nj) < ZBja, (15a)
k=1 j=1
| Pr| M
) Y k) % Cp(P) < 3 By (1= ). (15b)

P3 S BARAN. HHasC 5 M 75 B 2 am A i K NI 4E 2R 58 5 i e e ie s . Bl it
257 i B P A AL AR A A 45 T %, RIS AREL k(w)). PURELIR T 4 245
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Al KA A n e T 3 e 3

N

arg max I — k(w!) x CLi (), 16a
5 xS (o] — klul) % Clu () (162)
« Zj]\/i1BjXU E?;Bjx(l—a)

 k(wy) <

R
st r(wg) < ng o)

P4 HFNHEZE. 15 S 2o AR 5 A PR [R] I 2 A A\ B 128,

P5 BRAARIP. BIEEAAL Gl AR ol i A FCRR AL T e DRIEADE S HBEAL, R Z 5 Fa AL
TEN OV 5 2, 28 G () S0 R FATH 55 177 38 52 i A HERR Mk (7). B B FA TS DA AR B 3R N A ek B
T AN [F) i 45 7 RS ARL 75 K.

P6 FRBR/NME. A MBI 5 i K2 R leE . Ede. Bl BEEnELl
FHORE S BHE A 5 AR K TIRIR . DRI, ASCHEIRCHS 2 2] o A S L 8 5 ST HE 2R R, &4 T Huk
BEE5TT AR 5 80 75 SR T7 SCIHIRI, £ TR 20N B A = e B, AR Hls 5 SR 77 IR Bh A&
VA HE YN SR R Hh i A Y BRSO, d R AR B2 Tl A BRI 9, ek < XUm HARik Bl

(W) Pr|CTi (P1) (16b)

4 ANE2EREFBE SR

S BIER e U7 R RE S AL ORI TR, AR 1A SE 45 BT IR ST B pLk).
SCE S/ UL AR, 2R 5 R e B as 75 A SR I R i) BRI AC B SR AL S Dy DL S 1 S A A
Braf At 291 St AR, S —Fh R CR I ) UL Hr i 2R 4T 3 Sg JHR .

4.1 HRHLEIR R A

FERE A2 SRR A Sk B, 6T KU BE OB A 5P 6 T WRMURTRTT R, 0T RIM KL0
B M,(B,, By) JEEHURA T 6 T Wk T L] o, FHECHIMR A, MR HA 7 Z IR A Ky
PN T LU DU PG = [P0, AT, ], 36, PRSI BOR B wyy IMEIN T
AT, O R P RPRA RIS, A P RISV RIES, T R P FTREWSSIN R S HME
£, p SEARA I Q BRI, = R P AEHRARH Q x A LRIE .
T2 E BB THBMAH. J6 T RGO RS 5T 6 BB SR F k7 Ry 107K L
T M, (B B R, VRGBS w5 AR BRI ARUCH o0, JPRHHIAG AT 30 S0 1 L 2
MO(w, 50) S BAEHARGLATT P SURGEEATT Py ACEIE B MO, 6) J IR A AiA 2 15
Y4 S SR S A L oo (P) ETFRIAT A MBI, Py AT 5, YA MBI A7
AN A, (3] chys) HLHESTRANINR ) (AU BURBEIE B V(! b) RIEEICHREET 56
. R A BT Ay (o], chys) JEIT DU RAT 2 M SEIRBEE (WL 4.4 /),
I DU IR B BT IS AL (9, ch) FURISIRIR I 5 SR BT P, P, R AT 3 506
A, ) BT AN 25, 1 A 2 L S 205 2
o E = (k) RIS WBEGR AT P = (P o, Py} E50 v 108
TV AR T (0 A MO BRI (R AT B SO A, I BR2A T 75 4 BT 0 DU SR 20 2
o o) R RIEBURIGAT P, 1655 r SBURR & P EFERBIEBE vl b) ISR,
LT TR R Ui(r), FERFIHRUA € (5., v(Py) FRBEFIZERI A4
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o AHIBRE AT BN ANE HAHE L 5 G5 LT 8 Tp = {na,na, ... no} G UUHHTAT 2 S0
HARBAIE R A BRI T RS P

o TERIN T ECHY B, B 5 F G RZ RS A T = {n1, no, ... np} MRYEXHEE EAC BRI
SR LS BRI AR S pf, HFEAT 3RS E CRAIE S5 SR AR T {5 1

B BE ften 77 P R B MR A 5T 6 G LI J5 AT S SRS 7 PAT AR

gk, B4 75 sh A M BAE LA, DOR S| DU HranfH 21, ekl e, BdRtte s P
TEAARZEEERMIEZ 5T ANERTESE Py WA I ZRI i) BTG B SR 7 5 H AR i 8
Croio(Py). MEHESC 5 7 G 8E LA T sh s, MBS 5 RGN EdE e iR i it A
DSt - 25 i 1) B R AT S SR I 22 i I e 5 Bt (it 4 7 . A DU BT R SR 5 3R B
Bt 45 5T LAk Ak 8 2 i AU R A A E BT AT Sh A JE AT AR B, AT $i i RS =
SIPATRR. IR SRR R IR S o Bl 1 45 75 1) Dk 2 el 0 B i (R R 2R o i i 52 1
FIRRL VD EFHER E RS 55 5 BB ke T 122 i 7 Be L5, AT S DS 52 5 R g (6 2315
e JE T XHRBE R AN 8 4xA5 BRI WU L F i Ve W53 1.

Algorithm 1 Incomplete information federated learning incentive mechanism based on blockchain

Input: Data requesters R demand message abstract sample space {M;(Ej, Bj)}é'\iﬁ
Input: Data providers P local model action strategy sample space {A; ('yffl, Ct O
Output: Local model training action strategy vNF = {47,45,...,v} and reward vector p” = {p],p},...,p} of data

providers P in the r-round model aggregation;

1: Data market platform Tg receives demand message abstract {M(Ej, Bj)}jlvil;

2: Data market platform Tg broadcasts initial action strategy .A? (wOG — f(-),'y? — 0k);

3: //Data provider P; returns confirmation message and executes local model iterations;

4: for P; € P do

5: if 0, <t <~/ then

6: Compute L(f(wf_l,xi), y;) with label data d; = (z4,y;);

7 Compute gradient vg(wffl,bi) = ﬁ lebz"l w;

3 ow?

8: Update local model wf- = w371 +avy g(wffl, bi);

9: else

10: Perturb local model gradient vﬁ(wf_l, b;) = vg(wzt._l, b;) + (Lap(p,b = %));

11: Broadcast perturbed gradient vﬁ(wffl, b;) to data market platform Tp;

12: end if

13: end for

14: //Data market platform T executes model aggregation and computes reward for data providers P;
15: while T, < Tjjmi¢ do

16: for n; € Tp do

17: Compute global model wg, = wg_l + aw;

18: Compute local model training action strategy vNE = {+7,~5,...,v%} by Bayesian game (Subsection 4.2);
19: Compute unit reward vector p” = {p7, p5, ..., px} by Shapley value;
20: end for
21: end while
22: return Local model training action strategy YN = {y7,+%,..., v} and unit reward vector p" = {p7, p5, ..., P\ };

4.2 HIRHALSITERIEE M ATES
AR 2 7 5 XCERBERUIE 52 5 T & AT 0 SRS 5 B BB @ oy — A e 5 2 1 Dt
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U4 (Bayesian game) B4, 3ot SR AR U7 15 6120 B0 A B0 (644 7 A M TR0 1 5 W Vi
TTENSHME ANE = (A 0%, oy, SO Gh8 7 47 30 S 1 VLI S 9 AR

(1) AR5 P& T MIEAATE): SRR 5 T 6 Ty B TR BRME M (B, B) 5, K9
HALAT NS A0 (wly  F(-),0 < o0) I HB4A VLM SR I 7 P,

(2) Bl A7 VU S IR: HUR A7 P, K AU BIE TR IS A, (17, o (PL)) AR HBE
BRSNS A BE RS 7 N P ATED IR o (P) RRRRRE R, RS
YA 5 AR B TR P AT AN LA A A, F ST T T A

U = E[UT (A1(7], €t (P1))), U3 (A2(75 it (P2))), - -+ UR (AN (Vs it (P)))]- (17)

Bt it g J7 DU 2R 10 B Ar st il i A AT sh Semg A, SRR DI iS4 PBNE(UT) 13314
PALLETTAT B R KRS . BRI 8ea PRy DU 25 5 SLanr.
FEMX1 (N HrfEgE (Bayesian game, BG)) ey 7 G P A AL 25 BT IR B AT 3h S %
(1) LS R T DL SO PBC = [P, A, T, p, =, FoH,
o 253 Players: Z 58 v, oA B4 T P, P € P;
o IRAE Q: AL TT P WECAREL cn (P) € Ry
o ITENHENE A HURHES TT S P A R I ZR B IR BAT BN A = {A; (07, e (P)) H 15
o (55 RMAE T HMELHTES P ERBIMESHEY {n, 7, ..., v}
o JINMER AN o BARMLLE TR S P IEFATENHNE A WISERMER AT {1, pos ..o, i )
o RIFRHREL =: P, 7E Q x A _EWATIWEF, k3L pf SAREL Cr (P) TIE.
1E DU 2R b SRS T P REBREON (A A yF, Cl (B)) = pf — A7 Cle (P),
FEATERE BHIHEN T, 48 P ARE P, ISARREL Cr L (P). E— DRSNS DU i A 2
K, MANBAIRHELSTT Py S E R HAR B 45 T7 SR B SR IR AT p AR R AAT B TR
Wl A S 5P IR vy, A REIRMETTES P RATERISA G A J2& DU
TR —> DUt gh A 33 e =4 BSOS T 1) P € P MLUEMER KA 47 € Ry 2

Eyr o polU(Ai(3, Cli (P); A—i(Y24, Crni (P\{Fi})))]
> Eyrcr,, o lUT (A Crlnse (P2), AL (5245 Clnie (P\{P )], (18)

MTFA A € A RS, 5 By on oy REARGEATT Py 6550 8XF P\(P} VU ZEr 0]
U, DI K 075 S B, Te = {vg(ut, D), wl, o7} 1.

SERR M X TAGROA T P DUERER R ERISEA A7, Cr (P) RRGE, T4 Py 72U
S RIS ATEN U AL (57, Cloy (P2)) J, T LA HEMS | AT 5 FL PR 5 5, 3555 DL S 44
T I

FEAMHE: AT THAT LA R ARG A, (57, O (PL)) BBARSE, 04 P, it HoAl s 5 3y 2
FARTTRERG T A MG A; (37, O, (P1)) OO,

EN2 (UG E) KT UUHEZE PRC [ab AR PENE(OT, R A ) P
HEFER A B AR BN A7 2 RIS, M HADA A7, o (P) = 1. BUEE r SEHU
B R A TR IR ¢ = 1, BB T P, RESEERA, P B5% r HENES
BT (o7 (10))2 — A7 x Croso (P, WIS U7 (A (07 ¢ (). BRI, DURHHEABZE PG ik
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B DU A RS PENE(OT) 224 P, Z2 5% r BB EI 2 HALY pf () W2

‘s 71 X Cumt( ) ot
i Ve = ) P i\Vi s Cunit) — 1 17 1
pz (’Y ) \/1 _ PI'Ob(A (7l7 umt) — 1) O < I'Ob(A (ry c t) ) < ( 9)

Horb Prob() BREURE A;(v, Cr(P) = 1 IR, 47 x O L (P) AR Ai(v!, Cr o (P)) = 1AT
) RIS R AT 4.

IRAE 73 BIZGJE N (cutoff rule) P4, MHHRALLS Jr P W2 DU B g A 3945 S0, Py etttk
Bt A(0F, Clu(P) = 10 U mEiEts 7 HE (P = 1 B]L M A;(yr,Cr o (P) = 1 ‘?
Ai(7F,Cl i (P) = 0 Z ARG ZE R, Y|P > 1, P 3 #EIZRE2 (559) KT /F xCT

un1t

BONEEAS Py A AN AR s, WD AT DA SEBLAE B AR AT A ) 17 /HJ:, HEUE@E’EEE’J%%E&
4.3 FENHLEIFR R E BRI S A

AN A N L PRSI« Ak S8R e A S5 5 T A 56 A5 S BRI 55 ST B LA AT 304,
TE A SRR AL (D

fran2 (MAERME) R DU SR PENE RN M ANB(yr, O (P) ATENERIE TN, A4
attenTr P A ARTIRIM S X0, B pf (v:), 0" > 0.

WERA XT Pie Ppi(vi) = 00 () = 0, U (Ai(3], Cliuie(P2))) = U (Ai(3), Chinie(F2))) = 0.

L3 (W) ARV EgE PRC BMERNM T ANE(yr, Oy () ATENSRIE T, T
YA 7 10 AT 8 AN TR 7 RO TS S0 By, B

T M
Z Ccom nk) + |P |’Yz unlt < Z BJ (20)
j=1

k=1
R ANB(), O (P) P M By AR (16b) KA r(wg) Y, Ceom(me) +
VT (W) | Pe|Cliie (P) < 00 By, SREUVAT r(wgy) JR (20) 1HHE.
@i (EARABKRM) BB P EIRITBI AN A (77, Ol (P1)) HEAT A HE A %
A, U6 5E AT LAIK BUIGAT S EPIRAS, BIAAAEATATIR ()%, AN AR AE U L0 SCBlAE et Rl KA.
MR HORGEATT P RS - SRR AT R RS pf, AR EAE AL I A ]
Crroie () BB RERA S0 Coom(nr), BFEA M| B, Wk SRR AL T 5 XA

N T
arg max Y (o] — 77 X Cloge(P) = > Coom (), (21a)
b=l k=1
T M
s.t. r(wg) [Z v x ClLi(P;) + ZCcom(nk)] < ZBj. (21b)
k=1 j=1

N T RIBLIR AT T I R Bs KA ), SRR B H (Lagrange) SREZRME. K HHLIH T
SR EORAR )RR i B H BBy L(y7, A) — R, R

N
L(’Y{v >‘) = Z(p: - umt Z C’com nk
=1
T
+ A (Z B -r wG lz 77. X Cgmt + Z Ccom(nk)‘| ) ’ (22)
k=1
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Forpr, X RIS B H B &, X A7 A B S O FRALREAT SR, RN

{z“ Cr (P 4 Ar(wg) SN, Cr (P =0, o
Zj:l Bj — (U’G)[Zizl Vi x Ol (P) +Zf:1 Ceom(nk)] =0,
A5 (77, \) (ATATAR (4B, \NE), B
ZMlB Z com( k) 1
NE _ J k=1 AN 21
T ) Y, O (P) SN, (P rwg) 2

T (21a) M BB (- REUNT 0), ANEBRSYEAR MG DT P AR HMEY R AT B SR
N A(NE, CrL (P) I, Bl 45 77 1 2 U290 B AL SR A e KA HANE ) - i3 sk, b3 1
DU A S HTIRES .

SIERL (WAL ) KT L7, A) BIBERD (7, ), BEdEtL 77 P AR I IA AT ) 5K
W& AL (yr, O () B, AT AR £ DT ﬂ1‘ﬁﬁéw14ri’]1§14j(*

iERA RIS A AT (Slater condition) ), AR SR BB PE AR B L(v7, 0
PIRA% B H 3% U (07, A R, R L(YD, %) < L(yP*, %) < L(yr, \), XFFAEREN 47 € (0,477,
H X\ e Ry BOL, MIEZ S Ly, X)) 2 TR LR M e Al KA -R &4 - R - 8558 (Karush-Kuhn-
Tucker, KKT) 2&1HH

OL(
gfy“l Z umt + )‘* ( wG Z umt > (253‘)
{Z B -r wG Z ,.Yr* X Clcnlt + Z C(Com nk
wG lz FYT* X Cﬂnlt + Z Ocom(nk)

N £ 0B A7 =47 [FEE LN (21) A (23). BRI, FTRGEBIWUER (7%, A%) 52 L(h7, \) BIEE R,
2 DUt g PBC (g 25 .

4.4 DNMEEFITERIRIAE X

N T ARBEEIBIALE] A R 5 T ZRAT B S A AT A5 1, A S — D R tH — R R AL R4 1 DUt 2 i
AT B NG LIRSS PPBG-AC, Z5E A HE b5 77 REAE 2 T- X HLVBE I B 22 & F & Tl T sl I
- g A5 PENE . SR S AR vk DL 2 vh AT 3 SR B0 AN T 1) R DL B R IRV B P 2 80 i i B
E/J]g%ﬂ\f[ﬁﬁﬁ PPBG-AC 32 2 AR R B it 45 77 v B 22 b AL R IL IR T o, T8I 1

e SL VR IR AT B M 45 R A0 AN W SL ORI AT 38 BRI JE T D PH 30 2 SR e e AR AN B R A ) e L 28
Ll&ﬁﬂ(??ﬁﬁﬁﬂ H 2, s a ] F R Ahas 77 AT 20 S @i, PRI SR 1) — Bk 5T (5 1.

PPBG-AC R A EE T [ & IR H L (proof-of-elapsed-time, PoET) 195 3E47 22 5y i []
BIIIE, LR A2 FOM A “CheckTimer” A8 & 20K 56 I (A &K, JE 0 BE LR 28 4 2l i BB 2
UEB] (delegated proof of stake, DPoS) %y [96] 2 i vy m] SE LR ) B3R IRZR 51 250k B UL - 4 i g
AT BN RS ) — B L5 AE X HRBE R 2% TP B AT 4 R 3. LR AV\] BRI S FE o R A A LR

M
<) B, (25¢)
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(practical Byzantine fault tolerance, PBFT) 571 {3 1 -3 8 235 b 47 2h SEms SL IR SAL & 1 T St 5
AR R AR .

78 TS 2547 3 S U AR o, X IR 2 0 2 i e SRR ik 4h 7 e s N ) S 9
S EEAT IR, XN UE I 15 2 AT HE S SR a2 AR R s R Ak Il R e, B DL S i A 3 . 3
W RSB RIIE RS 5 2 5 AR R AT IROEE AR, SR1G 2 DL B m R SR iy DU i A3
e, BT Rk R EAEILLG T7, 1R I BT EERE Ah4s U7 48 82 2 [ 1 A B IR AR B B USRI AT B 3R
W P AT AR B Y RS IE I AR 75 (R IS SRR k25 U7 A5 A4 5 AR e R IR [R) R, I AL BB Y
SRR IS A IR AR AT A T B IR, 8 G O AL 4s U7 SR AR R S 4. EA R A (B B
TSR HLEIZI R, B A 25 7540 ) 120 B v o2 AR R R AR L B R A 5T 6.

PPBG-AC SLFIEUL RN T Md2s ¥ & T SUUBALERAT B {Ai(v) ", Ot (P},
BE AT I RNT B RS 5 K H CheckTimer 8 B8 293347 I (B BRA IS, R v] (5 I [a) 8ot 22 2 HEP
Ja SRR AR R B A L B DL B gh A 354 PENE. Wi R R T F 2 LR RS T R BN,
FLRGEE XL AR AT B SEmE i W 7. BR a7 P AR 7 AT AR ISR, AN ik
REZ KRG wg, WSEEH L AT E R EFR. PPBG-AC JLiRBERR W 2 k.

Algorithm 2 Privacy-preserving Bayesian game action strategy consensus algorithm (PPBG-AC)

Input: Data providers P model training action strategy sample space {A; ('yirfl, C’:;% (P;)}ilqs

Output: Local model training action strategy consensus results yNE = {7, N b

1: Data market platform T’z receives local model training action strategy {Ai(vf_l, C;;E(PZ)) N
2: //Consensus committee nodes verify signature and execute CheckTimer smart contract to verify timestamp;

3: if Verify(Sign(P;)) and CheckTimer(7(w¥)) then

4: SortTik(wf);

5: Solving the saddle point of social welfare maximization L(y[™, A*);
6: ~NE append v

7 for n; € Cecommittee dO

8: VOte('YZ) — Ccommittee;

9: end for

10: if ZZT:I vote(yNE) > %‘Ccommittee| + 1 then
11: return YNE = {47}V

12: else

13: return O0;

14: end if

15: else

16: return 0;

17: end if

5 FHERITLSMEEITMG

AT T3 S0 b S WSS BE DA A5 TDRHBUB AL AT 70 A Al 7 S B R BT A K
FREFE TP AL 5 A SCAEA 2 445 2T A2 T DU RE R B U WL dE AT X L. AEVEREPP A% 5 i, K
FTEI R 20 F 0 A TR B R s 46 MINIST Al CTFAR-10 3EAT S0 (S B A

5.1 FFREXILE
b L B NS e 22 S WU AL (cross-silo  federated learning incentive mechanism,
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*2 AR

Table 2 Comparison of the schemes

CSFL ¥l SGFL [19] CTFL[20 FMore [21] Our BGFL
Theory method No-cooperative game Stackelberg game Contract theory Auction theory Bayesian game
Privacy-preserving v X v v v
Public goods properties v X X X v
Blockchain-based X X v X v

CSFL) (5], FEF Hr B8 su ARG 2R AR 2 ST Bl WL (Stackelberg game-based federated learning incen-
tive mechanism, SGFL) 19, BT S22 B (R4 S BURIALA (contract theory-based federated learn-
ing incentive mechanism, CTFL) 201 J&-F 2 4E 31 5238 B2 ST BURALH] (multi-dimensional auc-
tion theory-based incentive scheme, FMore) (21 5 A SCHEF UL i 25 B 2% S B WL (Bayesian
game-based federated learning incentive mechanism, BGFL) fEHIS 7% AL ORI S5 H R, W
*® 2 s, WHEA MK, ASCET VMM gR B lig Seil 7 A 58 25 B RS 22 ST EUa bl i, 58
G ARSI TS SR I BRZ S 5. A aE B IRR IS £ A T 8 e SE by
HHRAZ 5y 5 rh e RO (45 07 W56 215 BAR, WTLABURE 2 KEUR #4772 5. AR T
XHBEH) 2 o G 3T, B8 T 28 T K 05 U7 A B B I i A L s v, fEA e e E R
) DL S0 2R AR it b S BL T B 45 07 ) BRI ARG IC B 22 i AP0 IE, HE A R T4 i il it
45772 5 AR DL 4 R Y ) W ik e

5.2 WS eI

PEBEVEAE K Python v3.6.10 Al PyTorch v0.4.1 SZI 22 B AL 4h J7 (6 H 2 > B B A Wy 1
Wk SEI IR EEE 418 MNIST 58 Il CIFAR-10 59 ¥4, MNIST 5 60000 NIl 2R A< A
10000 MIHAREA, CIFAR-10 55 50000 MYIZRFEAHT 10000 MUTRFEA. SR /MR EE T B4
5 42 ARAR A A H R TR o 25 X 2 7R 3% ] 22 J2 TR (muwalti-layer perceptron, MLP) (601 F15: £ 4
245 (convolutional neural networks, CNN) 01 AT TR R B4R k. AL ER AR H i&E AR
RREG T (FedAdp) 131 SR A R R S 40 R 0. SO0 AR AD T A2 g IR IR 27 S HEZE 142) i fu),
B LS 77 M PMENI 0 AR, SEIRSHOR B NAR 3. SLIRIECA Intel (R) Core (TM) i7-9700 CPU,
3.00 GHz, 16 GB RAM, #:4E R4 A Windows10. FEA LT 1 HE T UL 17 i 25 iR RS 7 ST WUl AL 1
ZI0CF, X EEP AR E T B AU SR L, R A SRR 4 RO HAT 10 IRITIAME.

WHE 1. ARG 7 PME. % 8 20EE 6 00 240k, K MNIST %04 10 MR ft4
Ji. WNBHRRE T8 P = { Py, ..., Py} HHENLIEEL 3 MRS T P, = {P1, Py, P} Z55HRL 5.
EBRCE 1, YT MLP BEAAE 3 DN EUR LSS 7 BT A IMEAL& e 2 515 R IsiE ol (K 2), &
IS ot B AL 25 T 2 5 R 58 B NI 230 2 [RAAAE 22 5, T8 s W AT DASR THIC ot = B k4 07
(PR Y o o, A s AR S O i A 3 NEIERLSS T P = { Py, P, Py} TERRAYER A 100 IR
Z JaHEMRZEIL B 95.34%, WRMEULSLT 0.1616, FHECT AT SUIAL FURSIOSC R A B &2t XK
TAEARSTHEIHLRIE R 2 83R48 77 2 5 BB 5 ) & JR A 8 2L AG S i e Sk

WHE 2. AT, A CAEEIE ML J7 A R EUh 25 18 T R AR, o T A [R5 25 77
(1B AA 5 SRFEAT 0 BRI, 7E MLP BEEY AN [ B A T S0 £ A8 AU Sl 5 A7 XU D R 2 )
AsyFL 021 xbLb, anfd 3 fon. S T IR TIE S AR E N 61 = 1,60 = 3,63 = 4,64 = 5 I}, &
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Table 3 Experiment parameter settings

Parameter Value Parameter Value
Number of data providers N =10 Number of data requesters M=5
Learning rate at = 0.01 Total budget of data requesters B = 5000
Activation function ReLU Model utility parameters p1 =10, pu2 =2
Model training batch size bs = 64 Initial local model epochs O =

CPU cycle and clock frequency ci=5,fi=3 The capacitance parameter (=2

SGD momentum 0.5 Consensus committee T=7
Regulatory factor a=05u=0.80=02 Other parameters £ =0.3,0=16

0.96 0.36 | T
a b
@ AR TR 0.344I ® — — — Data provider P,
< SEA SRR S BAPEEN o X
0.95+ A L0 ANPP AR PR N < — Data provider P,
? ST RIRAT ! 0.32 A Data provider P,
_l ---------- Data providers {P, P}
% 0.954 04303 -+~ Data providers {P,, P,}
0.941 £ osa A y ¢ Data providers {P,, P,}
o o c. v Fe et 0.28 Data providers {P, P, P,}
g { 0osot A AL e N \, W ”
5 0.93H VAN A ) 18 0.26f
3 Fa— 80 90 wo| l 0170
< 0.24+ s !
Data provider P, 0165 ' \fj\/' 7\ ",-/.\ Teoey
— : P LAY e
0.92 — = —Data provider P 0.22 0.160 ’J\ 7
i e Data provider P, A a1
T e Data providers {P, P} 0.20¢
0911 — -~ Data providers {P,, P,}
| Data providers {P,, P} 0.18¢
I Data providers {P, P, P}
0.16F A R ]
0.90 L L L L L L L L L L L L L L 1 1 1 1
0 10 20 30 40 50 60 70 80 90 100 0 10 20 30 40 50 60 70 80 90 100
Global model epochs Global model epochs

B 2 (MEMEE) £ 3 MUIEHRAHEE5NAR TIRBBERAHF IMERERERRSHL
Figure 2 (Color online) The convergence of FL global model when different data providers cooperate under three data
providers participating scenario. (a) Test accuracy; (b) test loss
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Abstract Federated learning (FL) has become a new form of data sharing by aggregating multi-party local
models. Although the existing FL incentive system has reduced insufficient data supply under comprehensive
information, it still confronts issues including free-riding, unfairness, and unreliability. Therefore, this paper
proposes an incomplete information FL incentive mechanism based on blockchain and Bayesian games. The data
transaction process is modeled by quantifying the cost-utility of the data providers and the payment reward of
the data requesters, in which Shapley value is used to realize the fairness of reward distribution of data providers.
We consider the heterogeneity and privacy protection of participating individuals. The data providers’ resource
allocation strategies are built as a Bayesian game model, which optimizes the local training strategy to realize
the incentive effect on the data providers. Furthermore, we consider the effectiveness of the incentive mechanism,
a privacy-preserving Bayesian game action strategy consensus algorithm (PPBG-AC) is proposed, which enables
the data providers to realize Bayesian Nash equilibrium under a data trading platform based on blockchain. The
comparison and analysis of the schemes reveal that the incentive mechanism presented in our paper assures benefit
distribution fairness and resource allocation credibility. Simulation experiments and performance evaluations
based on real datasets demonstrate the effectiveness of our incentive mechanism.

Keywords federated learning, incentive mechanism, blockchain, Bayesian game, Shapley value, incomplete
information, privacy protection
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