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Abstract  Intelligent edge computing based on federated learning has a wide application prospect
in the field of Internet of Things (IoT). However, it is still faced with the dilemma of lacking
enough data sources in the current practice of artificial intelligence. In this context, distributed
machine learning aggregates edge devices’ raw data into a parameter server for model training,
but it easily leads to data privacy leakage and causes excessive storage overhead. In particular,
federated learning (FL) is a distributed machine learning framework that stores data locally.
which can effectively protect the data privacy of edge intelligent nodes. According to client
settings, FL can be classified into two types: cross-device FL and cross-silo FL. In cross-device
FL, a central entity acts as the central parameter server, which is also the owner of the global
model. Meanwhile, the participating nodes as the clients to perform local training. In cross-silo
FL. all participating nodes act as the clients to perform local training. In addition, they are also
the owners of the global model and can make use of the trained global model. In this paper, we

focus on cross-device FL, in which intelligence edge devices can provide model training services
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by sensing the raw data from IoT devices such as intelligence vehicles, smartphones etc. Most of
the existing cross-device FL implements model aggregated by uploading the intermediate parameters
of model training to the parameter server. There are two problems in this process. On the one
hand, there is privacy leakage of intermediate parameters. The existing privacy protection schemes
usually use differential privacy to add the noise on intermediate parameters, but excessive noise
will reduce the quality of the global model. On the other hand, the training process of node self-
interest and full autonomy may lead to malicious nodes uploading false parameters or low-quality
models, thus affect the aggregation processes and model quality. In this paper, the centralized
parameter server in federated learning is constructed as a decentralized parameter aggregation
chain, and the intermediate parameters of the model training process recorded on the blockchain
as evidence. Moreover, the cooperative nodes are encouraged to verify the model parameters and
punish the participating nodes who upload false parameters or low-quality models so as to restrict
their self-interest. In view of above challenges, we take the model quality as the metric to dynamically
adjust privacy noise of intermediate parameters and propose a federated adaptive (FedAdp) model
aggregation algorithm. The prototype development and experimental simulations show that the
proposed FedAdp model aggregation algorithm can achieve higher accuracy of aggregation model
when occur poisoning attack. By dynamically adjusting the Laplace random noise, it’s realized
the tradeoff between privacy protection and the accuracy error of the aggregation model. The
experiment of blockchain performance confirmed that our scheme has good practicability. It is
proved that the model can not only enhance the mutual trust between the participating nodes of
federated learning, but also prevent the privacy disclosure of intermediate parameters, so as to
realize the federated learning model with enhanced trust and privacy protection.
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Hou (Tup)=— > p)log,p (1)

Hodr, p G BEECHE T4 ¢ WME AR 45 BE R, b JE W4
BB AL, Y o=2 i, fF BT R B2 LR
(Bit) , BIME B 38 v i BB B

BRIz A6 o SR B R AR TR LT B R
T REAKICR A FRAR M o 10 5 LA 3% 13 oR 3K
SR SR FH A T R 5000 AR 3 8 B A1 B T A R B
LG R, TS RBIRE c= {20, 2.0
AR E SR RO p (o) F A T 55 B BRI A
() RE SR

€Y

P =2 b (5)

Horp ¢ B HRBGARE O S EEACR R AR
B ek B D 7 BRI

75(2,]1) -

1 ( zTo'ﬂz>
————exp | — (6)
ot et F 2n*

Hh,z: BEEEWN d BT E. 0 ShF L
yil a8
3.3 HBHLH

I R EZ M EMSI S50, B —
ANG BB L A R T M 4 R 55 L A R
IR S A UK. 715 B A BRI E BT 5 B Bl
A7 E R A BRPE (Individual Rationality,
IR) 5% il #1 2% (Incentive Compatibility,IC), L&

WS 5 ERBA S BTGNS

T I 2 H A R S8 B R A e R AL BT A
BN PR B IR o ) 3RAS He A — 1 I R AR
MRS R R oAb, - 5 T2 A1 4 R R i AL 52 )
FAEWE. 2 58 Pl LU 18 — 2 1T 6 %)
R(P. 125 25 i 35 20 A 7 FLRE B ki
P AR R IR S AR B IROT 8. . 2 598 P,
R BRI U (P E LANE

UP)=R(P)+>3(Q.(Ms)—Q.(Mp )—C.(P,)
o )
Hop o BRI AREL. Q. (M) S 2 2 3 45
TV 2 J5 I 4 R AR R B i L Q. (M, ) 2 245 15 I 46
[T, C, (P JE M TR A o Yk At i H 4 8
P HIEBIFA. A A B % 18, 2 5 % A
W2 AR T, B UPO =0,
FH G B2 20 T 2 575 SR L 9 ) A e
ATLLSE
U (P)=

argmax
my, € (my (D 20T

s.t. YVP,€P, k& (1,2,++,N)

PR PRI 7 B ARUE 2 5 7 50— B R E R
PN R AR RIS A P T S 5 RN
R TTER B A VISR R &, BFZE A 2
55 R AT re B A R PR SRR TR BR M T A
RIS B S 5 SRS S5 A EI R R &1
BT R ERA B AR, BUHLEI AT A N2 595 08
BRI R BE L O HL AR AR 45 1 A TR R AT R B R AL W
SRV Z.

NS PR ) 7 25 R SR LR 9 E A A2 3k 3R
FREMWEELE . 8125 AR S Bk
THREREZITMS5E. RS 50 A
P e BRI Gt B v By se BRI o C(P) BRI 45 2
& P BCR 2 il RCP % g L D & aTE A
B T3 A AR R S . A a2 5
W B ARAR R wel fare( P & «

U(P)
: (8)

N
welfare(P):ZR(Pk)*C(Pk) 9

s.t. C(P) =0 +C(Pp)
oo gl RCPO MR S STHRE C(P) 43 BT, TTRR
JRE BB v 4T R BT AR AT el 2. Y S TR (P,
B =M B TR Co (P AELR B IRIT 1
Cr (P DL R AR R SR Co (P, Hirp 500 5Tk
R S BURE B Hoo (P 58005 8 75 SR
P& G AR o HAES R BRI R TR E
AR PR AR AR BT Q(M, ) T A it
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W P AE— YOBLRLI 2R (9 5T B EE AT LA E S

C(P)=Cp(P)+Cr(P)+Co(P)

=aCy + Hou (d))+Cr(PO+Q(Me ) (10

SRR 8 Bl 5 CPU B IR I AR 1T
L. MR AS B B I ol 2 b B3k AU A B A
g K/NATEL CPU BSA Sy £, A 5 Pe—ik
A iR R % AR R CPU W IR Y 6 1T LA sE CORE

Ce (P =tesif? (1D
He ¢ W AITE S HNARAESE o
PAT— B REAR BT 89 CPU J& 1, s, A i Y1 45
P BB R AR A RN,

RS BE 0 AT w1 RAE D AR A PR
FIW &5 & R B AT Wl S S 5 LS
HREE AT G EAT R LA MO AT R Bk 15 1 I A ke
OO AR Y WA R AL S (1 U SR . R
Z 5 PoRSERIMEA Pr. (P, 5 50 PU%
BAT BB IEMES Sy Pr, (P, 5 5 SN
WE# Ky Pr,. (Py)=Pr,(P,)«(1—Pr.(P,)), IR &
W AN R SE A7 S B oF & 7E P  dm R 4
So s RIS P 7E I Zhied A2 o 32 B0 (B ¢ 3R 7T 1
wH

Pr.(P)=R(P.)(1—Pr.(P))—f, * Pr.(P,) —
C(P)(Pr.(P)+Pr,(P)) (12)

Z 5 R E R G Gl B 2 5 4
A, Hop ik S 0% B R(P (T & f, TEW 2
f, /R(P)>—Pr,. (P,))/Pr,. (P4 F B HE
RAT DB 1 #E.

EE 1 WEHE f,/R(PO>A—Pr,.(P.)/
Pr,. (P, Hh Pr. (PO=Pr,(P)-(1—0).MB5
FRIELRINERT LR 0, AIRLEE R 6.

. Pr(PO<<0. Rk —E Y 0=0.7%
UERH Pr/(P,)<<0.

Pri(P)=R(P,)(1—Pri.(P))— f, *Pri.(P)—

C(P,) * (Pr.(P,)+Pr,(P,)<0,

B f,/R(P,)>{1—Pr.(P.))/Pr.(P),
W Pr(P)/R(P)=(1—Pr.(P))— f,/R(P,)+
Prl (P —C(P) % (Pr(P)+Pr(P))<<—C(P,)*
(PA(P)HY+PA(P)),
B C(P.) . Prl (P 5 Pr, (P B IE T, 7] 45
Pr(P,)<20. TESE.
3.4 ENEM

245l Fh (Differential Privacy, DPYF7 6] DL 7E £
KA HERE AR 0T ORI HOHE B RA  — Bl ok 1

T BEATL A P 0 S B TR A AR I 2 0. B LI
Gyl R b iy B AR TE A% ok R b AT e i R A4
B 220y BRAATE F T IR A M S B R AR &
Hi 2% 45 & FA (Local Differential Privacy, LDP)P aJ [
SE A M I ) B B AAER B R IRl TR S Ak
2253 Ba b, LDP SC VSR S i B B AA R B, o 5
THMES =B, I B AT ARG R 4% S 50 R IR I K
w7 B LDP B8 38 F T B3 2% 2 o ) 2 80 e FA AR
. 2GRN HWT

EX 4 EHEA BREAWHESLIES D
1 DA ELAUH — B A TR B | DAD' | <1, % i
MR — o3 A I BB HILAL B Al R e 2240 B AL, U D
M DENy A W ARSI R A O XMELUX 43, B

Pr{A(D) =0} <e* *Pr{AD) =0} a3

Hp,e >0 &2 4r BB FA TR I AL T B/, U3 Jm
W 7 BB A, I AR B e, B8 T P BRI 2240
B Rh 2 TS B A A R L o B R T S AL
HATH AP,

EXS. JFHHGE. W TEIESE D M on Ak
BB EAA e [1onl R A (D)W R e 250

Fh LA E DB T FF S04 D e, 22 53 B

B R ZAF kR o7 I TE [ — 80 4 e, Bk
BeLFA TR 25 B RL T Z .

EX 6. FITHEM. HEIRE D S NE
A RS (D i€ [ 1], BNEA S AIER —
MHEHLE LA € [1an] R A R e, 2250 BaFA.
NHA S D ERFHFAT A G 2 max(e) Z kR
B RUZAHBEEAT AR ENAHLTE
P R 5 RA TR 5 B RA TRV P Y B R

EXT. M2 EEL. R TR S RFA
S P s Dworkt ™ 78 22 43 B Fh 8 SCP g A b 5t o
SRS /INH B RL TR AT 2 O = W B AL AR B 0

Pr{iA(D)=0}<e+Pr{A(D)=0}+¢s (14

EXNS. LRBEE. X TAEE WA R

F(D):D—>R*, f(D)W 2 RBUREE Afos LW -

Af@s :ma); || f(D) 7f(D/) || 1
D.,D (15)
s.t. |[DAD | <1

2R U R A W R f TR AE D 5 AR
HdRtE D' B £ (D) Y f(D") Z I8l Rk & W iR
B4 JR RO B I A R BRI A SR BB Y AR
HIRRRL e — XA AR 55 DRI D 2 9) i Je K 1R
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AALIE . (D) 1 4 JR) BURR B BR R, DU 76 AH W) B B
PR e fE 00T« 2 508 in i e s oK

EX9. BEEEE. X TAEE WA R
F(D):D—>R, f(D) W RFRBURE Afrs 8 LT -

Afs=max| F(D)— (DD,
v (16)
s.t. |[DAD' <1

JR R A R S RS D &)
i F(DYE F(D) Z (6] B oK 8 0 i B B, R 3 AU
ESHHRE D M, M REE R R fFED &
T B g A I AR A 9 L

EX 10, FRHLE. TR R (D).
D >R FafAE R M e 220 5A . N

M(D):f(D)+<Lap<,a, :A?f» an

H, Lap GO BB RIETMETS 006 43 3]0 Laplace
SR E SRR E S8
4 FEEABEIRBESSRMARP
4.1 AEE &
BmafANIEEF I HERTAS 5 AN
A B A AR PO A IR S5 B PR A TR AL 25, B
)W DU B AR B TE S 50 SR M AT 43 A5 AL
Fref 2] s RSk 1ot B 1 A Hb B0 1 B AT B R
BRI IM NADZHW S EL R P={P,, Py,
Py} ’Xﬂ‘ﬂzi/l\#j)\]—i P, EAMBIEIRE N 4, =
{(isy) s (@) s (s y) > HH 2 A S
B v B . IR A S 57 SR S 0
B D=Ud.. RS 515 PAR 2L
RBEH my = {my smy s oo om, ) BRI 2% 2 BEALYI 25
W E AR5 B 2 RIS R Mg = h,, (2, 13 5
P 559 SR S8R D Wi 2% sRECL (M) B/
B P TR AR 4 1R BREUE

LGy G =17 33, G, (23 (18)

i€d;

FH f (o ()3 3) BEAEIR S (2, ) FE T LAY
P CCOWIHR R Z 505 PoWTE T 830
B il 2k H AR B TE AR S50 T Bt Al A i i 7Y
B, () (A3 FLA 2R B HCR /DS, B

h, (x')= argmin L (h,, (z'))

mkG(mk(l>:l<T>
s.t. Pr(m, €R,D<e® Pr(m, €ER,)
VPk€P7 k€(1727"'7N)

am

Horom, ORTE RSV EPHSEE. T ESH
B AR B B K AH. Pr(m, € R,) <<e“Pr(m, €
R BT S E m, W0 2253 TR RA S A

R A M UL KR R BE BL RS BE T BB
(Stochastic Gradient Descent, SGD) A F #& /Mk i
I BRA. SGD W] LATE B Ar oF EOM 52 88 5 T ] BB B
SR LRI RN K REG Hrh g R R A
LU
oL (h,, (x'))

om,

XFFA R PoAE Rk AU R, B S HOE B
Al PLE SOy

my (D =m, (t— D +a+ VL (h,, (') (2D
Forbs o AR )M B B2 R B I 2B KL B 2 o) 3
(learning rate) , i 13 [a] 45 2% o BOAH SO JE T 1) B 8
AT A BT 288 3 A5 D g B R 45 SR
4.2 PoC X£iRE %

TR 22 S BN I A o B vh g I B Y Yy
ZJ7 R E SR T A B R B IR e A A
T, T/EBRIFH (Proof of Work, PoW)ESI A
AHEFRE N RE N UAT T REHD L AW
25, P53 (Proof of Stake, PoS)FY dh R 7E
LW WATUMEBENRE,. TR S 5 ANEME
AT Ry A SCHE TR ) 2 S MR 4R —
T i J TR 2 IR RS i R g —— 1 R T
Tk JIF B (Proof of Contribution, PoC) , A& T
YR BTFE IR H R T A

PoC JLiHE B 5 & 1Y U TE LR B[] | AR 3 B AL i
75 B TUIREE = 5 TR SR A IX BB T A 1 10 Tk
AL SRS 2 20 PR AR v 4 BT R BE 3 LR
AT LATE G 1l ) Y DX B 1 05 B T B R GE A
P BT LA S TR E Y R S 5 RIE S TR ZR
B2 - 2 B 3 D B B 90 K T 5K Req B, AR 48
DX R 55 10 28 Hh o9 5 BT HREE M 22 5 IX B v e —
AN EAY R TE— B[] P 28 4 TR B R T S A
K EN R Prosaer FEWLSE 53 12 T 3R, I 02 57 4% 07
ZRGR AL BT A X HBE Y IR E W) R T E OC, |
of Ve S 5B A ) TR Tk

TELR BT[]V 1 SO0 36 ST OC PEAl i 1 52
JRRAN R - X Hedk R 4 Ry AR fd M 2 B AR W R EE
M A R SRR S 5 K P R 4E 9 F
B AR B AR AR AR B Y Y TE 2R [R) DT R B
(Online Contribution, OC)i+ & AT .

VL(h,, (x)= (20)
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OC=Blog(T,—T.—T.,;) (22>
Hoh OC B W TE LR T BRAE s B R 7E 2R I ] 2R 48,
A5 1 70 L i (8] T Bk 0 Lo o)L T 2 S A IX M e 1Y B
JE— A KB A 8 T2 B A S — IR IAX
B I 25 B B () B85 T, J 19 B R ) i 5.
2 53 2% > BRI 8 PPAL 1 R B AR R R A H
Y k5 B 0 Y 38 X (Cross Entropy) ™, FI Ty
AR Y ) i S A SR ) Y 25 BRI R 2
A S 5 EA D T RE R R TR A 44
HAE d, = {(xra 3 s (o320 s (25 3,0 1 XS T
PR B (s y ) IS U H(f () y) AT LT
A8
H(f(x) y)=—> v logf(x)  (23)

Horp, y USRI BB I B R f () URBLRLE
PRIZE SR 22 X HCf () sy BB R/ AR B B
TUFITIN PRI ABE 3 20 A7 B T L SR 5 AR, RARE TR 1T 5 o
R

BRI Z 58 P B0 ST E £ i 5
P AR B H ou (d) 55000 B TTIEZ R E . SO & T
BREZ C, (PP ARIE S 530 PS5 AL S 53 51
ol B fE s . A

¢ —_ldi]

Z |d. |
TR 2 54 0 P i I 25468 750 40 o ik )
Coal LLRE Sy

26

d
o, bl

~ 3 pGologp(t) (25
2|di| S

e 4h . A B Shannon™* B8 15 & 45 (1 4k 7tk
BT R B T R B ST ER IR B proofe I AL R
R L o B 2K
proofc:OC—l—pm (26)
RPN BIF R Z G A ZRA T 5Tk B e =
I R e R 2T S e A B R W R AT AR
BRI R AU R 2k HOf (e y) B 45 BR
SR iy Hofh W 5 IR 28 5 T TR X
B,={{(H,_y,Hy,t;)s Ta[m;s H(f(x;)s v:) ],
proofei  HHOPMAFTERX YL H, AR E—
DXHR I G A B Hy AR KX AR Merkle MR (9 15 A
B, fURIAB, T2 RRLZHHE . m AR P&
MBI B850 Hf (2 o v) RS M om, A
H(f () y) UG R FAESE I, proofc fUFR
W TTEREE R B AR T SRR B A D,

EA T m R IC AL W P HMEE Dy,
JrEN
_ 1
proof .
YA P B AHMS SN S HETHRINE
UE, B E N A X Hesk st [a) 8 B 2 4 L R A
PRI AR d LR m, 64T AR AIE. PoC il
TRV -7
ik 1. PoC LAk
B TR P BRUET & B BT T
By 37 X Bk {Block; )
FOR % 5% & P, € P, & timestamp<<T DO
IF i=0 THEN
P A T 8 me 5 H(f (2 530
PR T EEIER proofc=0C
ELSE
PRI GRIE T m: 5 Hf ()0
P& Sk EIEN Proof 3t 3% B,
A S P BIER B B,
END IF
END FOR
T EEWE D, =1/ Proo fc , %9 52 B0
RETURN {Block; }
4.3 HEERTSHEIT
JT B IEZ 5 A BEE LA R BRI
X FRAVEEH T UMEE RS EH THILR. ARk
R B, Y P e & X R 8 W RS 500 F B
OAMEEITEEARE @RS HEITZE,
BT B PEA A AR FE T 5 B BIF R Mg,
T 75 PR B R A S B T A5 R AT FR L
EI S = R /N Y e N R i g A A (kA B
TEBRA U had A2 o i UIR P 3 (] I B A) i 2 o o
ALEERREE LM — 28X 5.8 T Uiz
5 ID RIS o, RIS L Gy L B () 35 B
Tz={ID.m;,L(m;),t}. 2y T ARUESE 5 W9 % 2
KA B R S WA PK; 62 5y AT & . BB
SK, MR G # i BF% 2, AN M2 555
PK,{E(SK;(Tx),PK))}, It BEABRA I 4l F
PR JEL A R AT 58 I, RN 1 YT AR A B B
BRI B C A RIS IEAR R S5 m, , IR AR AL
BAES R L, (m) UL H AT AT VI gkl b
B LA T . BT A E B T R A B
RS RIETHE PR A Y 2R MR R &, &l
R G F R R IEEs R L (POl F Ui E .

L*(P) =Ly, (m)+=—1= 37, (m) 29)

iFk

Horb L, (m) S5 A PRI BRI B 2%

D, 20
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Lp Gm )2 5% P 2 A S0 A S 4 M
B AL m AR B K.

T PoC HLiRE :, KB 95 5 Pu) 6 B,
G HAMS 5 R P, BT SRR, I ) A e A 8
XL SHL m, T RUR AT R SR I, i
Z 5% 0 B R AU S B T A R
> BEAh s X BB i R SAF A A T LSS BEAC 5 16 )
T T2 SRR IR AT . MR S 5
RIS UE R R 2R W T . (LD PR B AR
RS Z B EARREEURE; (225
B UE T 52 2 FN - 6 B3 B IF 0 58 L K AL
4 5T R EE
4.4 HESHESBEIAFRE

N T S BAS M I el e v i 22 00 B L AR SO
T LDP 3R F 738 37 i AL o) 5 B B30 3ok A2 B4 o )
SROG NG LAl DU e

my () =me (t— 1) +a, + (VL(A,, (x))+
1/(Ate =222 e (Lap(s/€))) (29)

Hoip (Lap(s/ € )) it fr e, s 2 JR iR AU E
€ EFRRIE . H (f (2o) sy AR T8 PRAS B9 52
SUJ o AL /N U A A B B Ry 5 R/ MR X A
RMSHEEE RPN, 1/ A+ W20 REHE R
W P R 5 2 K T e A SR A% T R A RN L 22 ) —
BT R Z G ERBE AR Ry =1/ +
e Iy e [0,1 ] WRAERRIIALS R G E
BN Z 5 I 2 80 RA A YRIRE R €. &

o TRBERZE MOTEYRe =D e, 058 1 1
HEIGEB P RAB e, = 1< < T IR R

PR AR e , MK k.

B TR R 2~ > R A B A 3k A R o i) A 1
BT R L 25 A B AR B R AIR T IR HE B
Y TS SO A i B BaRA T 2R XURG: . A RO Y 5k
RN L T e- 225 o Fh, AR A 22 5 BRAL I 2
SO R T BRI R S R 22 B R R TR
B A 1k A I R R TR AR, RO R AL T
e Pf i B ERT R, BT 2240 RA P ]
HEWT  BATE W e, e+ ter<e,HIE
BA B L e 225y B Rh.

53 BT A 1 22 43 B R X o (] B B S 80" AR iR 22
S, LDP 3 558 M2 75 B 3h 52 30 B RL AR 3, B A KD
T2 g R RA TR A AR A L R R BRI A
RN L o T B0 B 5 088 75 /N G IE L. G R 4
Tl R 7 15 25 I R LA 2% sl A5 R R o R, T B R R S A

S A N 2 R IR IR 22 . H R 2 A 2203
B M A R 2 A0 P 2 Tl Ao B /NI A T R 44 0
RN ST AS M 22 3 R RA TR A A T R 22 R
SRR A K d, LDP 308 3 3l 37 O i 7 3 % 22
B GHEE L BRBE ¢ ZE5EN R AR

TAHL 2 43 B3 AL P AR U7 i RAPPOR™ L
dk

VAR SRR 3 9 O( 7 =) B TR
P B R A R
4.5 HEMERBERSHE

DCHREE T SR B 2 5 IR S MBI 1 2
JE TRV G A BT R A T i BRI
W (Federated Averaging, FedAvg), {H Bt I S 14
BA % BRI BRI S 5 R A R 14 R BT EL R
BRG] RE. 48 SCHE T FedAvg £ T H 25 ) B A
BA B B (Federated Adaptive Averaging, FedAdp) ,
AR A5 0 o B PR 25 R DA R W AR M E R R P E
EAEVE 4 AR R B G RO 3 2 AL B
TESR A BIRY T TR BE o5 LG DT R T SR A B R 1
Ve

R i B PPl R BAKERE 1 8 P 7ESE < SR M1l
R RERLE e 2  RATTR AU H(f (2D s v K
PEAG A M B R A51 . |l R B AR R S AR Y R R 3T
R E Q. (PO LLE L H

Qi(Pk):li NHk(f(Ii) 73/1‘)

SVH, (f(x) sy

R T 2 S B A AR R Y R R TR A A
ROARSCRAMEERE 2 SBFHITTILH TS 55
TE T8 P RIS o, 5 H( f () 5.
PIMEE T SR A AR 2 8 R 5 J R IEBL AL S5,
PNEAE SRR R

BRI IR A 4571 1B 2 PR A R AR Bk i
FEXHRGE L 455 PR R Al B T I fF 2 R AT L
A= F2IT W EES B S (PO RERR

S(Pk):Z; 1_’_6713g(Q1(Pk)) /f
Hp e BWA P2 5B RESHIRELQ (P&
W PAES 5% RERIR A P X Pt il 5k
F B PEAG AT AT S(POVE RS A P AR TR
P BHE A E BRI IR S 5
Z 5 R EE R,

Z M, BN G B A R AL B R
BB LIRR R

N
Mo (D =mo Gt D2 SIS QP i ()
E—1 (32)

(30)

3D
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HP N EZHBEMESW AN Q (PORT M
P TESE @ IRBIHL SR A v 2 i B AL 1y R & PE A A R
S(PO RN R Pl i 45 B (E VR 4. 15 A BB B 5%
AR A LB R WA 2.
REBR me (DB ENWS FMF Y me (O
A& S /AN T BSE € WE He BOE RS B &R
A BE T B
Mo<—mg(2)
s.t. Hon, ()D)<<Hr|t=T
k2 HENEBERAEREY.
A BEEEER Req, 25T 8 PR
Bl 2RI R M
WHILE H(ms ())=>Hy &t<<T DO
FOR Z 5% & p.€ P DO
P A s A B3 i s, (0
Pt BRI Le, G ()
RS (D 5K Le, G ()
PMET A PSR T H L (P
PMETT A P T SHE T me (O
END FOR
PMETW B P AT PoC 110 Ik
END WHILE
RETURN Mg

(33

5 IWHRITIE

A S8 AR T Python(V 3. 6. 10) . PyTorch
(V0. 4. D SEIERH 2= ) P BRI 25, 8 o 24 2
AR L) 22 5 a0 Al OT AT I 2R S5 50 D 3l 4 4R i
FAPLAR = 2T vz T BRI 55 i B SE B R
w4 MNISTYY F1 CIFAR-108. MNIST & &
60 000 MY ZRFEA T 10000 AR AE A , CIFAR-10
8 50000 MUIZREEARFD 10 000 IR AL AR, S5
oA E AR B 3 inE MNIST 1 CIFAR-10
AR A BRI SR L BB R R 2 5 R BE
SRAIR AR BT 1) R A o) ) B AR S5 SR T A ML
B R B (Stochastic Gradient Descent, SGD)
IR A A M BB, b 25 50 45 481 0 1k ] 22 2% IR L
(Multi-Layer Perceptron, MLP)Y2 #1 % 15 # & B
# (Convolutional Neural Networks, CNN) 347
A ARk AU 5. LAY B 5 Rk R A ST £
Ry R LR A Bk S B e R S HCE
. LH I Intel (R) Core (TM) i7-9700 CPU
3.00GHz 16 GB RAM, #:/E & % &y Windows10. 5&
it b S B E LR 2.

*2 LRBEEE

EZ 0 BRI
F IR g 0.01
SGD #& 0.5
Laplace {7 B W% » 0
BARALI N 64
Zs A R epochs 5
b SERESESY ReLU

51 BRARPAERBEIEEEIN

AR ) AR T BB A S 5 AR
i REL Y Ry e ) A 1 2 B I 2 25 R T 17
FESEIE LB P A Numpy (V1. 15, 4) FEHLIE 7 &
£ (random. laplace) j= A= iz Tz iy e 75, AL B
SR p=0. Z 5 G AW T ZR 2% 2] K o =
0. 01,8 B &8 Momentum=0. 5, BRI\ FIEHE KD
batch size = 64. LRy 1L B P AT B EE N
100 £33, A~ 34 600 25 MNIST 5 HE 42 F1 500
% CIFAR-10 R £ . 2 5 Il 8575 &40 ) ¥ £ 10,
30.60,100, fR ¥k %} b MLP % 5 CNN % 75 1~
[l 5 408 4R T 1 IRl i R 5 I R R A5 1.

RINE R ZE2EENZ)Z R PR
(MLP) #4783 % ] BRI 25, MLP 8 )25 &
64 AN £ 00, Wik AR RelLU. & ATXF L T MLP
BRI FE MNIST #4545 5 CIFAR-10 $d & 1y )il 25
e FIBL I ME R R 0F U 2 5 38 B I 2Rt
SR AE R B LI O, X g S 3 Bras. A
MLP B &I 25 451 2= (MNIST %38 42> 45 R B b, #&
i1 BHEE 4 R B R 5 B R B I, Ui 2k &2
WFREBaR . S5 ARZHATHRREZ . 4257
RO 30 NI 2R R ILECT 0.5 BUF s A MLP
FERI Y 2 v i 2% (MINIST % 4) 45 R . & AT
RIBEE 4 R BB 5 5 OB 3G I R R
REFABHR LA EWARAEGNR. 425
A AL 30 AL BRI ER AR AE 8500 L B, B 5y
U 22, YR FR SRR PR B OF- £ MINIST B s &
WS BE [, CIFAR-10 %04 8 55 e , MNIST 34
EREA 20 W UL B R MR AR i TR kL
MLP #HI7E CIFAR-10 $48 5 T {9 Il 2R 4t 2k RO
T B 2t S R B TR Ok 5 o R R ke Ak R
MNIST #5484 — 30, (A & CIFAR-10 B 5 F A
AR ERETE 1.6 LT .100 22 5 345 S )1 5 i 1
HIUERR 22 1 MNIST BB BRI T 42.55%.

HEAE L FRATTR P A AR i 22 I 28 CCNIND U 32031 25
B ONN BRI RN R 5 A5, 5K 1.
TG RECH ReLU. U CNN B A 25 BLE o [ /8 CNN



2476 i & ¥ 2021 4
5 5 MLPHZIYI SR ROVMNISTHRED 100 . MLPEZIAEGR S MNISTHHRHD) g MLPER Y| 453457 5( CIFAR- 10538 58)
L —e-lpeEts . o 9 e 1A BETA

—--g:=30" §'§%ﬁ %ﬁgﬁ*‘?ﬂ-ﬂ 1 —-B--3Oi§'—ﬁﬁ5f—i
i —-e-—60N B 5k 2 —e--601M B R
: —#-—1000B 51 A . Valh! 1 —e-100P B 5HR
S £ 4 Y e ’
%1,5 ,1: g o \¢ §1.7 [\ .
. 41 3
® &-\ *' R g ®16 !\ hlR T N N N
Loy ¥ ¥ e roy - oo
oy ® —+=-100 B 54 A 15 ¥hesogy o A
b —B-30 B "hedegd.n B
0.5 B-5eB0 a —-e-—60NS 5 K 14 R X
\*ua,m_:::;"__;'“:' . —#-=1001 8 5 13 |
20 40 60 80 100 T 20 40 60 80 100 . 20 40 60 8 100
Global Model Epochs Global Model Epochs Global Model Epochs
5 MLPEE T ZR(CIFAR-1050E4D) CNNBEL I SR8 RMNISTHIES) 100, CNNAZIAERRMNISTHHE 5
e ~o- 10} BEH Pl o\t
8850 es A e B 1 4 s,
g 0 o2 ¥ ngR FEE 100251 « 'TTR i 2
@ o @ l-\,'\J “~*\’\-il ¥
: é i ¥ouy

g 45 M ‘&qr""’-v" » et X . 2 § ¥ 3 ‘ .

BB Y LAV A S VAN i

€, I W AV A s
4018 —e=10MB5H Y —o-—101-25

== 5 e - B n
—e=60 P Z S R 5 = --e--60 2 L
5" _..._100'/,\/515,5 ‘ w:a-g.wm  |=e-1004 2 54 R
4 20 40 60 8 100 "2 4 60 8 100 20 40 60 8 100
Global Model Epochs Global Model Epochs Global Model Epochs
o (SONNBEII R CIFAR-1050750) CNNELRIHER Z(CIFAR-1080E5)
' o100 B
221 ISR
ThA —w-1008 B 5K
] \‘ ES
K208 %
B | h LY g
e X @
= |8 N =
16 \;;.\ %“
Y ’_0—0-0'0. ,.‘_&’o_‘.g.e-o_e.‘ ::
- - D
11 ECEEEReug, Yyl Zir
20 40 60 8 100 20 40 60 8 100

Global Model Epochs
3

BRI PRI 2% i &/ T MLP AL, ¥ MNIST #¢
PRAE R, CNN B A 3t MLP & 2. 6920, I 76
CIFAR-10 ¥ #24E T . CNN #5585 fE 5 % [ MLP &
7.43%. CNN # R /2 MINIST %5 4% 45 V1 25 #E 1 =2
WIFE B & 8 T CIFAR-10 Z#i 4£,100 25 597 4
Yy CNN # R, MINIST % 38 5 I 2 v 5 R 1L
CIFAR-10 B4 37.81%.

B PR FRATHEAT 22 4 BRAAR 75 2 22 40 . AT
K MLP BLRL, 3% B YT Ry 1 s 80k 30 4~ 3t 1k
AT B R R 5 A [ 8 o A R o 5 B A
Wl FATE S R A% e b b R A L I E R AT
Be AR 0.1.0. 3.1.5. 3 3 {058 T H ) S Hiohn i
PSS L )11 5 o A 25 5 A T R B B ME A R - 3 1R
25 P DA B WA o e FA TR 9 385 0 s MILP B B o

Global Model Epochs

MLP fil CNN #E A /S 5T s & 75 MNIST #4545 CIFAR-10 #4451 4R 851 5% 5 vEmf R 0 H

PP RZE AW N, AT T AR 7T REA
7)) 6 PR RL T U B PR TR o A 3R 142 A TN L
B CIn & 4, 38 1 4 1 X o F AT AT LA B A B F
AH R TN EE 7 5 L WA o B R LR PRy 38 R R it 22
L4 WA S X AN TR Iy 28, AFR 3 i MILP
B2 53 R AL R TP T B E IR PR 22 25 R AT DL R
A AR AR BRI R R S A R R AR TR
RS E E R B REA B TR,
YFRAABRE 0.1.0. 3. 1.5, F¥RZNH TFET
0. 0942 % .0. 1026 % ,0. 6252 % 0. 4391, [ A 3 4%
H B 30 2 S R R P AR T 3 Y [ B R R S i A5
A A 6 1R 25 PR AIK. R 9 B 2% T R MR A G o T
PR IFE ARSI T RA R SRR 7 2 8)
5 ] B A



12 4 REEWS BT B AR A B R 3 AT {5 B 27 ] M A 2477

100

95

o
(=]
T

ﬁ?‘é?ﬁmﬁﬁ /%

75 ,'i —— = |
—-B-—EEBREERTME=0.1)
—F—RiRE

™o 20 30 40 50 60 70 8 90 100
Global Model Epochs
(a) MLPHERY ] 2 W P A 2R R 22 B (MIN IS THHE 5)

x

S

¥

i3

#

=i

£
75 —— I i

T = B-=FBREERIE=0.1)
| |TEEmERE
7010 20 30 40 50 60 70 80 90 100
Global Model Epochs

(c) MLP RIS A5G P VA R 2 BICMIN IS THR 42D

100

951

o
o
T

ﬁﬂ?&mﬁ /%

o
<

7 —— RN H
—B-—E AR E=1)
0 20 30 40 50 60 70 8 90 100
Global Model Epochs
(b) MLPAERY [ 2 e P AR 2R 2 E(MNISTHEE S
100
95|
;\=907
E
&5
V.
Egol/
¥
i
758 — T
—B--FHREERATRE=1)
| ——mEnE
Mo 20 30 40 50 60 70 8 90 100
Global Model Epochs

(d) MLPHE RIS} 45 G A Wi 2R 2 RIOMN IS THE £

Bl 4 A B A BRI 7 58 TEBUE R [R] B W0 4R B RA TR 00 T X ASE B0 M 1 3R Y BR 22 2 )

#&3 MLPEEELBERRPEREFEHRE

R4 CNNEBRENEAHERZYRE

RATE  BEERATHRE/ N SERE TR/ % g W0AEETR/ 20 BB R/ %
0.1 2.7031 2.6089 0.1 2.27186 8. 2458
0.3 2. 2842 2.1816 0.5 3. 2468 8. 8605
1 1.0578 0. 4326 1 3.5547 10. 0268
5 0. 4875 0. 0284

BEAR L FRAT SR FH BR IR 2 2 o L 4% B T
(Poisoning attack) BRLE R T A BHT N S3HC
A SCERLAS TR B0E B S 5 A M S B Ar 4
(label) B LT H HAT R, WHRIE o€ [0,1]7E
BORAR S g 05 S . RS20 R R TR A CNN
RRAD B 4 v B MINIST %54 B I B2 AL, F00 %
WEESE 4> Ny 100 . — @B EH 60 MBS H N AL ER
WAy 10 ASF 20 A Bt 5 BE 4y A B 0. 1,
0.5.1. CNN B R B 5% 7 T ofy 1 ol i 7 3 iR 22
mFE 4 o AR IR AT LUE B W& Yot o B 1
o AT o A AR OF- 3 R 25 3. 2 R T R BOE
B 1L T o i AP S iR 22 4 W] .

FEATAT B T $ B BT AE A R SR 5 AN W
TS BRSO E X R R R R AR R 22 B,
5 BTz s BT AR FRATT 0T LA K BB o IR 5 ST
T B RE T A R SRR 2 I L O FLUE
VT R B in ot B AR A A S TR 25 R K TR AR
5 18 i et T T R R P

AT — 2 R AR B F I A SR
M E TSN RGBS FedAvg BE BRI BIAE HER
AR W 6 Fras. AT A R BT
SBET.AEMBAE LY FedAvg REB LW
WA O LR E LA 60 M A S 5
G BGERIE p=0. 1, YA 10 MERTAS 5008
T R B G B A R A BT FedAvg R G



2478

"M

it

£
=+

ird 2021 4E

12 100 WHLRLR & eSS TH T 2. 778 %4,

i

RERERY IR 5 Bk -y TERERL IR & o B P B 8l 25
BT AR RAACE, AR BT FedAve
% B S e A B Y A B B R G

TR AN E 20 4>, fERE 3R T AR T e
B ER RO R T 4. 85194, A I AR SCER Y i B

110

105

100

BEYE /%

851 ]
i
80'='!
75‘*: —— LEEWA |
—-B-— gk E=0.1
—F— R

Mo 20 3 40 50 60 70 8 9
Global Model Epochs

(a) CNNIREI G 2R ZE 10 MEBEH R

100

Es
B
g
&
=
"
9 ——EBEHN
0" — R EE—0.1 |
=
50 20 30 40 50 60 7 8 90 100
Global Model Epochs
(c) CNNIRBRIHEH RIREE QONMNERT )
B 5 WHELLGEARLLRES ARERT

B v /%

110

105

BB R/Y

8 o
80} [
]
75 l —— LB TA |
! -8 - PR E=1
A |
0 20 30 40 50 60 70 80 90 100
Global Model Epochs
(b) CNNEL B RR 2 10MEET )
110
105 T
100}
95F
=
£ [/
o 90/
% 8sf !
= /
80} "
7
751 é'l
o —— BT |
—8- k=1
e = =
510 20 30 40 50 60 70 80 90

Global Model Epochs
(d) CNNREEMHFIRZE QOMERETR)

SRR IR LT A T R A S Y R 2 R T

110

BRI AR /Y
&8 & & &

S EENEAEE

—B—FedAvgB & B ik
2 T EmERE
% 20 3 40 50 60 7 8 90 100
Global Model Epochs

(a) CNNIE R ER AR Z B BB R4=10, B3 E=0.1)
&l 6

/ 4
wl ——TE E e
70! —m-FedAvg R A B |

o R RE
6510 20 30 40 50 60 70 80 90 100

Global Model Epochs

(b) CNNAEEY A 3R 2 B CBR R T R =20, B3 H=0.1)

AREBEEVARBEBLT AENRESHE LS FedAvg BEH M ER R0 HLER



12 # RS, B TR A BRI 5 BB 2 3 A 2479

WAt DL b SR g PEAR . AT R IR = T W5 S
5 RBE g, 2 R R R R A R T R
FHA b 22 43 B DO o [ 466 2 2 88 3 2 W 5 vl A 552
IR 5o FA DRAP 14 [a] Bt o R A1 Xof 5 7R o A 3 1 R i) 3 o
REALL IR 2 ) 3 B0k JoAT & IO B W R B
A e R TR M A5 0 18 22 52 WA R T RO A 8 e
Vit 5 BE 4 Il ok By iR 22 5 0 L JF HAR SCHR I
T AL B B SR R T T IR A o) HCAE 4% 7 Mt
Ay A B I M T 24y g ) S 808 1
(6] A0 2SR PR B T 40 A0 AL &5 2 ) 1 2 s #
B A B G i APLE ¥ IS 5 AR
b K08 18 AR R T
52 RR#SEVUESRSEEIN

TXHR 4y 55 i APAL KPR RL R 5 IR S5 P
[ 7 389 A7 it B RO B 48 AR SE 55 K& T Python Flask
(V0. 12. 2)HE G52 I IX e g JIZ 55 3o o 32 (1 1) 1 52
Yy (new transactions) . 55K 2 #5184 (chain) 35 & 1
W (node register) . 37 f5 W 22 fE Ut (resolve) 28 Web
MR35 TEHE AR X e Bk I 2 b, SCHr 220 R B B 0
FATT R A DX B T 4. 7 IX e R 4 o L (R B4

X HAEAE 10 BV A 38 5y, R Y iy X e K B
| Blockchain| =100, B 77 7E 1000 YK JJj 5 B2 4 4 #1

P BEM R SR A Siege(V 4. 0. 4) 55 M A8 K 100 3R
T EIt45 A Postman 15 3R 17 (0] 1T 25 [X B 4 45 Al
BA MRS HEAT A4 T 45 A0 T B e %y k. 2 S
BRI A M55 LI e A 208 0 8 A8 K Hesk 1L 3F
XA AL POST 5 18] o k. 38 1 JF A £ o 1 B 40 &2
W5 S5 X LB ) 4, SR A SR B s B T
BRI G B (PoC) FLR B 35 4 e AL 57 T 45 8 3
FEAR YRS 5797 5 0 TR S A R R SRR v Y
ST B B A DA B A B R v AR 0 R o 2.

FATE S Wi A K HAFAE 11 38 5 5508 o X
8 T T R A3 i B DA B AR BT X R T R
P B ot S AT At TF 85 0 52 . FE AR S 1 X Bt
R4 o, R AL A 58 5 BB M 10 B &
100, 1L RVER B B T 18 SF- 25 11 38 5 28 A7 R4 A8 £k
THHLAE 7 () Bz & R A S I, EfE
THES B BN & R AR Z AT 0
FRA AR H T3 46 TF 45 B A 2 Lkt

) — 600 Hp— 600
—a— KB —e—F 7 4H/KB ¥
| | A e | 3l 14 i
500 1500
8_
/M 7] ]
X7 1400 & 1400 E
| d d
$ 300% sooﬁ
37 o &
§4- i -zoo§ 2oo§
3_
100 1100
2_
Lo 20 30 40 50 60 70 8 90 109 Ol 20 30 40 50 60 70 8 S0 109
XA HIE XK
(a) RIRFEERAE 5 BEN T RERBKTEH (b) Rt BE Xt R H
1.35 : . : ; 2.5
—a—F R F T 4H/KB
1.34[|==%-="F 35 ¢+ Bt} FE/ms
H2.0 o
1.33f J &
¢ /| %
F192f 7 olis¥
$1.31 ’_,.A’ g
gLso- .,f 1-°$
% 4 gal / e
) I'I' -O.SEI_
1.28 Vi
e
o ; ;
L2l ¢ 7 8
RN R EE

() BTN A RPN T Rtk SRR
Bl 7 KRS RIS IR SRR A BT



2480 it )

i

B

=

ird 2021 4F

R AHE T B A R I B i K B . A
FAT A3 T T 21 R DX R R o A B B R e P
FE AR T8 5 P B . 43 ) ge i X Pk R
10 BTN 28 100 (g 4o F v A7 i 7 85 5 TF 5 A 4B 1
AE O, G 7 (b B . DX BBk A7 4 OF B 2 St
WA B OF T B I S Bl 4G K 32 B 50 R BE B
IRERIER -2

B2 FRATT 4 B T 32 X BE o8 20 258 514 R 1
SR WL 2 5 R Tk S A R R R
HON 1B 8 Wl Bt P A BT 4 53 S 4R iy 78
B A 7 Fras. X Bk A7 il 65 22 Stk 1
K OV TR R A BEE 0 HE B R R 1 K 292
DHEBERINE 5 25 PR EBESA SR S5 B M
LT 5, FEIAFEE/N T 200 ms, X X BRpEHE R I &
2 5514 6 5 i 28/

AT R B o A SR B A T 2 5 R
DX BB  BRH 2%  SR AR R BR 5 MR 55 He s vl LA
SIS AR R 2 o BB A 2 — E AR R KB
BWIHAASERERREWHERES, X5
Preuveneers 28 AV MRS i SR 3. L, &
TIXBik oA BB BT B S| B B )’
PEREAE Al R Z B N IR A 2 B 5T BB T X
BRI Shad B G W 5 R s . F REA —
V1o 1o 9 JRe P 5 P 4.
5.3 ARMEXMILSRESESH

X RS SERFRATR T =Fh 7 T B 2= )
BRIER RO A SO BRI 22 R AEH
o () 6 PR AR AP A B BE IC R R R G S 5
KRR GR. IR BB T & 5 P B 5 &4
S P SN 8 L BB R IR A A Ak T A% G R B
SRR B A B . fie e A X HUEE O & BT AR
BHEMANBE R SIHR. w5 % 1 M
TP 2P L BT AR T R S . R 1 E N
DRV B Wy Bk R 3R A TP R A 2T 1 22 4 IR RL AR
1 I R I R A Tl S5 R R AT R 2
VIR TR 1 22 W 2 O 38 2oz o 30 e L e 7 0 1
GWRLEWE o 5 s BT LM S
AR, TR 2 RS HKAFE IS B
BGHRERA R AL TREEENRIB IS 5%
Ve I A TR Ak A T JZ T 2% 4 [ RA R S S
PR IR ) RAR . =Bl Oy R v 2 B i K
AN HE G R AN 8 . B ] LA . =7
J5 GEUERR 22 AR K B & LR /0N 0 38 i s 5 o

A WL R X2 O RN e T3 S AR
AERL I R B LR/ /N U U R 5 22 o i
PABRAT B 47 9 A Mo B B T & ot b T e ok A St R
AN AT R R 2 JR A5 TR g WA SR E

95.0

[

985
-3

©
0
=3

£ 2 T

BB A 2 /%

81 % 128
#it K/ batch size)

Bl 8 J7ge X H SR/ R S

L5 LPTIR L DX BE AR Ry B 2 T AR R R 0t
BEE AU HREREERALE T A S 58 ET
X B IR 2 A LB U R, 22 70 BRURA AR ] LA
S ] SRR R AN R 1T P T O I
FIAF TS 0 A BRI T A T7 2 AE L K B gk ol
RERLR 551 B S Bk 324 > p B AA IR 9 O EL R
BT A A SRR S Bk L B B S8

Oy B AS J5 8 B4 22 A W L TR TR IR 24 > 1 o 75 1
F 43R F PR 22 BH M ik Jon 85 00 B 75 WG BT R 4
AN » PRUE B 1 B FARN 22 4. BT T AL 29 21
TS B AR B P R S BOR T R S R
FAT Dy W R A S iy PoC L3 HUBR B AT LA
T B TEZR IR (] R I 2 5B LA R RO BTk R
Fr AT IRAL - A OLRE S R 2 259 i VT B B IR AR
B 30 ] LA 55 S AR BRIP4 ) oA B Y TR
DX HLBE R IR 2% S BRI R 5%, al DL £ 7 T
RIOL e« (1D 25 mpl PR ARA JE 4 B0 R 25 S0 XU » 3 of
TARBRRRME N (2) 23 SRR IERRR 7B
IR I B RS B BOGE H XURE 5 (3) X
FEARAF IR S5 B4 ) 2 805 R T AG 5 R A R T
TRAT HRGE WIS WA (O RARR RS
T e A0 B R L RO S

6 # i

WA XHRBES AR B 2GR, it 002 TR F I
BRI A5 5 A ol R B R T IR 2 o i



12 £

RESE . BT X BB B R 37 AT {5 B 2 o] M A

2481

RETH I8 Ay 10 ) BB AT ) 32 9 B D T 3. TR 9B =
W RARARETE S 5 S A AT 20 A AL s =%~
AR B B RN AERE FP 0 A B B BN 55 AR T3 A7
2% BT 5 P ) 2 R A B XU ATt L AR SO
P B g 30 B R VI 25 3 A o /9 A () 2 580 91 U
PR AT 2 RO T BRI AR R AS M A R B R
AR ST R B B R AR E R
B0, S B R B R ARLR . AR SR W R IR A ) B R
G T 2 T N TR R P R R AL AR A R
T K E A A HE B AR A R T A T BT
WOTE. o T OR3P o 1) SRR RL » AR SOR SR B8 o
A [ i BE g 42 35 o i P 7, S5 B o i) 2 9 B
AR Fi J55 8 5 JR B A S RS 6 EC SR I T AS B
TR B 52 I

AR R B AR op FRATTHE M LLR 75 7 T T e
WEIE: (1) Bt — PR AP R o~ B e 2 i 5t
FIREE . 70 B 21 Sf 1 K 98 A5 5 52 o I A o 38 2 Wi 4
R ] G5 2 B0 A O 5 B IR AR ST 5 (2) KB
DA A P BB L TS R 25 R I 0 AR 5 A
L 3 — A B T IX B P BE TR R )T I Y B R
DX R R OR A R W 2207 1A BeAh AR F P R A
T A2 R B T o I 2 ~J 1 I 2 30 I o 5 A< A7)
e RO P ¥ 4 4 — A L e 8RR e B DT AT R R
WARFIRR.

B OB B AXREBEZWAAET SR

2 % x

[1] Konetny J, McMahan II B, Yu F X, et al. Federated
learning: Strategies [or improving communication elliciency.
arXiv preprint arXiv:1610. 05492, 2016

[2] Artilicial Intelligence Project Team ol Webank. Federated

Learning White Paper v2. 0, 2020(in Chinese)
GHART ALTURA. BT A E$H V2. 0, 2020

[3] Jiang J C, Kantarci B, Oktug S, et al. Federated learning in
smart city sensing: Challenges and opportunities. Sensors,
2020, 20(21): 6230

[4] Xu]J, Wang F. Federated learning lor healthcare inlormatics.
arXiv preprint arXiv:1911. 06270, 2019

[5] Niknam S, Dhillon II S, Reed J II. Federated learning lor
wireless communications: Motivation, opportunities, and
challenges. IEEE Communications Magazine, 2020, 58(6) .
46-51

(6]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

Lim W Y B, Luong N C, Iloang D T, et al. Federated
learning in mobile edge networks: A comprehensive survey.
IEEE Communications Surveys & Tutorials, 2020, 22(3);
2031-2063

Li T, Sahu A K, Talwalkar A, et al. Federated learning:
Challenges, methods, and [uture directions. IEEE Signal
Processing Magazine, 2020, 37(3); 50-60

Yang Q, Liu Y, Chen T, et al. Federated machine learning:
Concept and applications. ACM Transactions on Intelligent
Systems and Technology (TIST), 2019, 10(2): 1-19

Liang Y, Guo Y, Gong Y, et al. An isolated data island
benchmark suite [or [ederated learning. arXiv preprint arXiv:
2008. 07257, 2020

Norberg P A, Ilorne DR, ITorne D A. The privacy paradox:
Personal inlormation disclosure intentions versus behaviors.
Journal of Consumer Allairs, 2007, 41(1): 100-126
Kairouz P, et al. Advances and open problems in [ederated
Foundations and Trends in Machine Learning,

2021, 4(1): 1-121

learning.

Liu Y, Kang Y, Xing C, et al. A secure [ederated transler
learning [ramework. IEEE Intelligent Systems, 2020, 35(4);
70-82

Kairouz P, McMahan II B, Avent B, et al. Advances and
open problems in [ederated learning. arXiv preprint arXiv:
1912. 04977, 2019

Melis L, Song C, De Cristolarc E, et al. Exploiting unin-
tended [eature leakage in collaborative learning//Proceedings
ol the 2019 IEEE Symposium on Security and Privacy (SP).
San Francisco, USA, 2019: 691-706

Yan X, Cui B, Xu Y, et al. A method of inlormation protection
lor collaborative deep learning under GAN model attack.
IEEE/ACM Transactions on Computational Biclogy and
Bioinlormatics, 2019(Early Access)

ITitaj B, Ateniese G, Perez-Cruz F. Deep models under the
GAN: inlormation leakage [rom collaborative deep learning//
Proceedings of the 2017 ACM SIGSAC Conlerence on
Computer and Communications Security. Dallas, USA,
2017: 603-618

Melis L, Song C, De Cristolaro E, et al. Inlerence attacks
against collaborative learning. arXiv preprint arXiv: 1805.
04049, 2018, 13

Pyrgelis A, Troncoso C, De Cristolaro E. Knock Knock,
Who’s there ? Membership inlerence on aggregate location
data. arXiv preprint arXiv:1708. 06145, 2017

Bagdasaryan E, Veit A, Ilua Y, et al. Ilow to backdoor
lederated learning//Proceedings ol the International Conlerence
on Artilicial Intelligence and Statistics. Palermo, Italy,
2020 2938-2948

Orekondy T, Oh S J, Schiele B, et al. Understanding and
controlling user linkability in decentralized learning. arXiv

preprint arXiv:1805. 05838, 2018



2482 it " ¥ 2021 4

[21] Kang]J, Xiong Z, Niyato D, et al. Reliable [ederated learning [36] Nakamoto S. Bitcoin; A peer-to-peer electronic cash system.
[or mobile networks. IEEE Wireless Communications, 2020, Manubot, 2019
27(2): 72-80 [37] Shao Qi-Feng, Jin Che-Qing, Zhang Zhao, et al. Blockchain:

[22] Geyer R C, Klein T, Nabi M. Dillerentially private [ederated Architecture and research progress. Chinese Journal ol
learning: A client level perspective. arXiv preprint arXiv: Computers, 2018, 41(5): 969-988(in Chinese)
1712.07557, 2017 CES A SO KRS, KIS B REE. I

[23] De Boer P T, Kroese D P, Mannor S, et al. A tutorial on the Bl2zdg, 2018, 41(5), 969-988)
cross-entropy method.  Annals ol Operations Research, [38] Bao X, Su C, Xiong Y, et al. FLChain: A blockchain [or
2005, 134(1): 19-67 auditable [ederated learning with trust and incentive//

[24] Sarathy R, Muralidhar K. Evaluating Laplace noise addition Proceedings of the 2019 5th International Conlerence on Big
to satisly dillerential privacy [or numeric data. Transactions Data Computing and Communications (BIGCOM). Qingdao,
on Data Privacy, 2011, 4(1): 1-17 China, 2019. 151-159

[25] Kim II. Park ], Bennis M. et al. On-device lederated learning [39] Awan S, LiF, Luo B, et al. Poster: A reliable and accountable
via blockchain and its latency analysis. arXiv preprint arXiv: privacy preserving [ederated learning [ramework using the
1808. 03949, 2018 blockchain//Proceedings of the 2019 ACM SIGSAC Conlerence

[26] Majeed U, IIong CS. FLchain: Federated learning via MEC- on Computer and Communications Security. London, UK.,
enabled blockchain network//Proceedings ol the 2019 20th 2019, 2561-2563
Asia-Pacilic Network Operations and Management Symposium [40] Ramanan P, Nakayama K, Sharma R. BAFFLE; Blockchain
(APNOMS). Matsue, Japan, 2019: 1-4 based aggregator I[ree [ederated learning. arXiv preprint

[27] Ilard A, Rao K, Mathews R, et al. Federated learning [or arXiv, 1909, 07452, 2019
Z;O;:ie :;i/:oard prediction. - arXiv preprint arXiv: 1811 [41] QuY, Gao L, Luan T II, et al. Decentralized privacy using

[28] Song C, Shmatikov V. Overlearning reveals sensitive attributes. i;;;ii:;:jzlfi hiz:zr;:iin:fr;;;i’ 173( 6io:g5;;i§1u;:g.
arXiv preprint arXiv:1905. 11742, 2019 ) ) ) )

(297 Dillenberger D N, Novotny P, Zhang Q. et al. Blockchain [42] Kim II, Park 4], Bennis M, et al.l Blf}ckchalned on-device
analytics and artilicial intelligence. IBM Journal ol Research federated learning. IEEE Communications Letters, 2019,
and Development, 2019, 63(2/3): 5. 1-5: 14 BACE) s 127e- 1283

[30] Shokri R, Shmatikov V. Privacy-preserving deep learning// [43] Zhao X. Zhao . Jiang L. et al. Mobile edge computing.
Proceedings of the 22nd ACM SIGSAC Conference on blockchain and reputation-based crowdsourcing 16T [ederated
Computer and Communications Security. Denver, USA, learning: A secure, decentralized and privacy-preserving
2015: 1310-1321 system. arXiv preprint arXiv.1906. 10893, 2019

[31] Choudhury O, Gkoulalas-Divanis A, Salonidis T, et al. A [44] WengJ, Weng J, Zhang J, et al. Decpchain: Auditable and
syntactic approach [or privacy-preserving lederated learning// privacy preserving  deep learning  with  blockchainbased
Proceedings of the 24th European Conference on Artificial incentive. IEEE Transactions on Dependable and Secure
Intelligence (ECAI 2020). Santiago, Spain, 2020: 1762-1769 Computing, 2019(Farly Access)

[32] Aono Y, Ilayashi T, Wang L, et al. Privacy preserving deep [45] Kang J, Xiong Z, Niyato D, et al. Incentive mechanism [or
learning via additively homomorphic encryption, IEEE reliable [ederated learning: A joint optimization approach to
Transactions on Tnformation Forensics and Security, 2017, combining reputation and contract theory. IEEE Internet of
13¢5), 1333-1345 Things Journal, 2019, 6(6); 10700-10714

[33] Bagdasaryan E, Poursaeed O, Shmatikov V. Dillerential [46] Lu Y, ITuang X, Dai Y, et al. Dillerentially private
privacy has disparate impact on model accuracy. Advances in asynchronous lederated learning [or mobile edge computing
Neural Information Processing Systems, 2019, 32: 15479- in urban informatics. IEEE Transactions on Industrial
15488 Inlormatics, 2019, 16(3) . 2134-2143

[34] Truex S, Baracaldo N, Anwar A, et al. A hybrid approach [47] Lu Y, Iluang X, Dai Y, et al. Blockchain and lederated
to privacy-preserving [ederated learning//Proceedings ol the learning [or privacy-preserved data sharing in industrial I6T.
12th ACM Workshop on Artilicial Intelligence and Security. IEEE Transactions on Industrial Informatics, 2019, 16(6):
London, UK, 2019; 1-11 4177-4186

[35] XuR, Baracaldo N, Zhou Y, et al. IIybridAlpha: An ellicient [48] https://blog. ml. cmu. edu/2019/11/12/lederated-learning-
approach [or privacy-preserving [ederated learning//Proceedings challenges-methods-and-luture-directions/
of the 12th ACM Workshop on Artilicial Intelligence and [49] Mathiyalahan S, Manivannan S, Nagasundaram M, et al.

Security. London, UK, 2019: 13-23

Data integrity verilication using MPT (Merkle Patricia Tree)



12 £

RESE . BT X BB B R 37 AT {5 B 2 o] M A

2483

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

in cloud computing. International Journal of Engineering
Technology, 2018, 7(2): 500-503
Wang II, Kaplan Z, Niu D, et al. Optimizing [ederated
learning on Non-IID data with reinforcement learning//
Proceedings ol the IEEE INFOCOM 2020-IEEE Conlerence
on Computer Communications. Toronto, Canada, 2020:
1698-1707

Mikolov T, Chen K, Corrado G, et al. Ellicient estimation
ol word representations in vector space. arXiv preprint
arXiv:1301. 3781, 2013

Shannon C E. A mathematical theory ol communication.
ACM SIGMOBILE Mobile Computing and Communications
Review, 2001, 5(1): 3-55

Zhang Y, Liu L, Gu Y, et al. Olfloading in soltware delined
network at edge with inlormation asymmetry: A contract
theoretical approach. Journal of Signal Processing Systems,
2016, 83(2): 241-253

Tran N II, Bao W, Zomaya A, et al. Federated learning
over wireless networks: Optimization model design and
analysis//Proceedings of the IEEE INFOCOM 2019-1EEE
Conlerence on Computer Communications. Paris, France,
2019 1387-1395

Kang J, Xiong Z, Niyato D, et al. Incentive design [or
elflicient [ederated learning in mobile networks:; A contract
theory approach//Proceedings of the 2019 IEEE VTS Asia
Pacilic Wireless Communications Symposium ( APWCS).
Singapore, 2019, 1-5

Kang J, Xiong Z, Niyato D, et al. Toward secure blockchain-
enabled Internet of Vehicles: Optimizing consensus
management using reputation and contract theory. IEEE
Transactions on Vehicular Technology, 2019, 68(3): 2906-
2920

Dwork C. Dillerential privacy: A survey ol results//
Proceedings of the International Conlerence on Theory and
Applications of Models ol Computation. Berlin, Germany:
Springer, 2008, 1-19

Dwork C, Kenthapadi K, McSherry F, et al. Our data,
ourselves; Privacy via distributed noise generation//Proceedings
of the Annual International Conlerence on the Theory and
Applications of Cryptographic Techniques. Berlin, Germany:
Springer, 2006 486-503

Abadi M, Chu A, Goodlellow I, et al. Deep learning with
dillerential privacy//Proceedings of the 2016 ACM SIGSAC
Conlerence on Computer and Communications Security.
Vienna, Austria, 2016; 308-318

QinZ, Yu T, Yang Y, et al. Generating synthetic decentralized
social graphs with local dillerential privacy//Proceedings ol
the 2017 ACM SIGSAC Conlerence on Computer and
Communications Security. Dallas, USA, 2017 425-438
McSherry F, Talwar K. Mechanism design via dillerential
privacy//Proceedings of the 48th Annual IEEE Symposium

on Foundations of Computer Science (FOCS’07). Rhode

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

[75]

Island, USA, 2007, 94-103

McSherry F D. Privacy integrated queries; An extensible
platlorm [or privacy-preserving data analysis//Proceedings of
the 2009 ACM SIGMOD International
Management ol Data. Rhode Island, USA, 2009. 19-30

Conlerence on

Dwork C, Roth A. The algorithmic [oundations of dillerential
privacy. Foundations and Trends in Theoretical Computer
Science, 2014, (2014): 211-407

Bentov I, Lee C, Mizrahi A, et al. Prool ol activity:
Extending Bitcoin”s prool of work via prool of stake. ACM
SIGMETRICS Per[ormance Evaluation Review, 2014, 42(3):
34-37

Qin Z, Yang Y, Yu T, et al. ITeavy hitter estimation over
set-valued data with local dillerential privacy//Proceedings ol
the 2016 ACM SIGSAC Conlerence on Computer and
Communications Security. Vienna, Austria, 2016 192-203

Xiao X, Bender G, Ilay M, et al. iReduct; Dillerential
privacy with reduced relative errors//Proceedings of the 2011
ACM SIGMOD International Conlerence on Management ol
Data. Athens, Greece, 2011; 229-240

Erlingsson U, Pihur V, Korolova A. RAPPOR: Randomized
aggregatable privacy-preserving ordinal response//Proceedings
ol the 2014 ACM SIGSAC Conlerence on Computer and
Communications Security. Scottsdale Arizona, USA, 2014,
1054-1067

Ye Qing-Qing, Meng Xiao-Feng, Zhu Min-Jie, [Tuoc Zheng.
Survey on local dillerential privacy. Journal of Soltware,
2018, 29(7); 1981-2005(in Chinese)

HER, m0E, REK, Blf. A2 0R0HRE
A BAFEWR, 2018, 29(7) . 1981-2005)

Li X, ITuang K, Yang W, et al.
FedAvg on Non-IID data. arXiv preprint arXiv;1907. 02189,
2019

LeCun Y. The MNIST database of handwritten digits.

http://yann. lecun. com/exdb/mnist/, 1998

On the convergence ol

Krizhevsky A, Ilinton G. Convolutional deep beliel networks
on CIFAR-10. Unpublished Manuscript, 2010, 40(7); 1-9

Pal S K, Mitra S. Multilayer perceptron, [uzzy sets,

classilication. IEEE Transactions on Neural Networks,

1992, 3(5): 683-697

Krizhevsky A, Sutskever I, Ilinton G E. ImageNet

classilication with deep convolutional neural networks.

Commounications of the ACM, 2017, 60(6); 84-90
Preuveneers D, Rimmer V, Tsingenopoulos I, et al. Chained
[ederated learning: An

2018,

anomaly detection models [or
intrusion detection case study. Applied Sciences,
8(12): 26-63

Jiang L, Lou X, Tan R, et al. Dillerentially private collaborative
learning [or the IoT edge//Proceedings ol the International

Conlerence on Embedded Wireless Systems and Networks.

Beijing, China, 2019 341-346



2484 it -3

2021 4

ZHU Jian-Ming, Ph. D. , professor.
His research interests include blockchain

and information security,

Background

With the development of mobile communication technology
and intelligent edge devices, recent years have witnessed rapid
development of Intelligent Edge Computing (IEC), where a
large number of novel mobile applications integrated into our
daily life, such as autonomous driving, intelligent diagnosis,
smart cities and so on. In particular, federated learning (FL.)
is an effective way to reduce privacy disclosure risk in the
process of data cooperation training, which is deeply integrated
with the emerging technologies such as blockchain, cloud
computing and internet of things,

However, existing cross-device federated learning still faces
some challenges including privacy disclosure of intermediate
parameters, malicious poisoning attack and so on. In cross-
device federated learning, a centralized server is needed as a
parameter server to perform model aggregation algorithm,
which is also the owner of the global model. However, the
centralized parameter server may exist single point failure and
malicious attacks. Once the parameter server is broken, the
attacker can obtain and tamper with the intermediate parameters,
that may decrease the quality of aggregation model, On the
other hand, it’s hard to avoid a lot of remote data communi-
cation between participating nodes and parameter servers,
which leads to the application limitation of federated learning.

In view of above challenges, we are motivated to construct
a privacy preserving and trustworthy federated learning model
based on blockchain. Existing work has adopted blockchain
to reconstruct the federated learning node architecture. However,
there are still privacy disclosure of intermediate parameters
and trust issues among nodes, which may lead to low quality
aggregation models and even affect model aggregation
process, Moreover, the data redundancy and communication
overhead of blockchain are not suitable for the participation
of lightweight edge nodes, In this context, we constructed
the blockchain and federated learning hierarchically, which is

suitable for the lightweight edge nodes in the intelligent edge
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computing scene, In order to improve the quality and credibility
of aggregation model, we proposed federated adaptive model
aggregation algorithm, which adopted model cross entropy
and historical reputation value as the metric to adjust
aggregation weight. According to the model quality, Laplace
random noise is dynamically adjusted to achieve the trade-off
between privacy protection and model quality error. Moreover,
proof of contribution (PoC) consensus algorithm is proposed
to reduce computing resource overhead and incentive higher
contribution of nodes.

The simulation results show that the proposed federated
adaptive model aggregation algorithm ean achieve higher
accuracy of aggregation model when occur poisoning attack,
By dynamically adjusting the laplace random noise, the accuracy
error of the aggregation model is reduced. The experiment of
blockchain performance show that the comiputational cost,
communication cost and storage cost are small, which
confirmed that our scheme has good practicability. The
introduction of blockchain will net reduce the credibility of
federated learning process under certain conditions, and it
will not cause the performance bottleneck of the whole
system,.
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